4;» Informatica

Informatica®
10.2

Command Reference



Informatica Command Reference
10.2
September 2017

© Copyright Informatica LLC 1998, 2017

This software and documentation are provided only under a separate license agreement containing restrictions on use and disclosure. No part of this document may be
reproduced or transmitted in any form, by any means (electronic, photocopying, recording or otherwise) without prior consent of Informatica LLC.

Informatica, the Informatica logo, PowerCenter, PowerExchange, Big Data Management and Live Data Map are trademarks or registered trademarks of Informatica LLC
in the United States and many jurisdictions throughout the world. A current list of Informatica trademarks is available on the web at https://www.informatica.com/
trademarks.html. Other company and product names may be trade names or trademarks of their respective owners.

U.S. GOVERNMENT RIGHTS Programs, software, databases, and related documentation and technical data delivered to U.S. Government customers are "commercial
computer software" or "commercial technical data" pursuant to the applicable Federal Acquisition Regulation and agency-specific supplemental regulations. As such,
the use, duplication, disclosure, modification, and adaptation is subject to the restrictions and license terms set forth in the applicable Government contract, and, to the
extent applicable by the terms of the Government contract, the additional rights set forth in FAR 52.227-19, Commercial Computer Software License.

Portions of this software and/or documentation are subject to copyright held by third parties, including without limitation: Copyright DataDirect Technologies. All rights
reserved. Copyright © Sun Microsystems. All rights reserved. Copyright © RSA Security Inc. All Rights Reserved. Copyright © Ordinal Technology Corp. All rights
reserved. Copyright © Aandacht c.v. All rights reserved. Copyright Genivia, Inc. All rights reserved. Copyright Isomorphic Software. All rights reserved. Copyright © Meta
Integration Technology, Inc. All rights reserved. Copyright © Intalio. All rights reserved. Copyright © Oracle. All rights reserved. Copyright © Adobe Systems Incorporated.
All rights reserved. Copyright © DataArt, Inc. All rights reserved. Copyright © ComponentSource. All rights reserved. Copyright © Microsoft Corporation. All rights
reserved. Copyright © Rogue Wave Software, Inc. All rights reserved. Copyright © Teradata Corporation. All rights reserved. Copyright © Yahoo! Inc. All rights reserved.
Copyright © Glyph & Cog, LLC. All rights reserved. Copyright © Thinkmap, Inc. All rights reserved. Copyright © Clearpace Software Limited. All rights reserved. Copyright
© Information Builders, Inc. All rights reserved. Copyright © 0SS Nokalva, Inc. All rights reserved. Copyright Edifecs, Inc. All rights reserved. Copyright Cleo
Communications, Inc. All rights reserved. Copyright © International Organization for Standardization 1986. All rights reserved. Copyright © ej-technologies GmbH. All
rights reserved. Copyright © Jaspersoft Corporation. All rights reserved. Copyright © International Business Machines Corporation. All rights reserved. Copyright ©
yWorks GmbH. All rights reserved. Copyright © Lucent Technologies. All rights reserved. Copyright © University of Toronto. All rights reserved. Copyright © Daniel
Veillard. All rights reserved. Copyright © Unicode, Inc. Copyright IBM Corp. All rights reserved. Copyright © MicroQuill Software Publishing, Inc. All rights reserved.
Copyright © PassMark Software Pty Ltd. All rights reserved. Copyright © LogiXML, Inc. All rights reserved. Copyright © 2003-2010 Lorenzi Davide, All rights reserved.
Copyright © Red Hat, Inc. All rights reserved. Copyright © The Board of Trustees of the Leland Stanford Junior University. All rights reserved. Copyright © EMC
Corporation. All rights reserved. Copyright © Flexera Software. All rights reserved. Copyright © Jinfonet Software. All rights reserved. Copyright © Apple Inc. All rights
reserved. Copyright © Telerik Inc. All rights reserved. Copyright © BEA Systems. All rights reserved. Copyright © PDFlib GmbH. All rights reserved. Copyright ©
Orientation in Objects GmbH. All rights reserved. Copyright © Tanuki Software, Ltd. All rights reserved. Copyright © Ricebridge. All rights reserved. Copyright © Sencha,
Inc. All rights reserved. Copyright © Scalable Systems, Inc. All rights reserved. Copyright © jQWidgets. All rights reserved. Copyright © Tableau Software, Inc. All rights
reserved. Copyright® MaxMind, Inc. All Rights Reserved. Copyright © TMate Software s.r.o. All rights reserved. Copyright © MapR Technologies Inc. All rights reserved.
Copyright © Amazon Corporate LLC. All rights reserved. Copyright © Highsoft. All rights reserved. Copyright © Python Software Foundation. All rights reserved.
Copyright © BeOpen.com. All rights reserved. Copyright © CNRI. All rights reserved.

This product includes software developed by the Apache Software Foundation (http://www.apache.org/), and/or other software which is licensed under various
versions of the Apache License (the "License"). You may obtain a copy of these Licenses at http://www.apache.org/licenses/. Unless required by applicable law or
agreed to in writing, software distributed under these Licenses is distributed on an "AS IS" BASIS, WITHOUT WARRANTIES OR CONDITIONS OF ANY KIND, either express
or implied. See the Licenses for the specific language governing permissions and limitations under the Licenses.

This product includes software which was developed by Mozilla (http://www.mozilla.org/), software copyright The JBoss Group, LLC, all rights reserved; software
copyright © 1999-2006 by Bruno Lowagie and Paulo Soares and other software which is licensed under various versions of the GNU Lesser General Public License
Agreement, which may be found at http:// www.gnu.org/licenses/Igpl.html. The materials are provided free of charge by Informatica, "as-is", without warranty of any
kind, either express or implied, including but not limited to the implied warranties of merchantability and fitness for a particular purpose.

The product includes ACE(TM) and TAO(TM) software copyrighted by Douglas C. Schmidt and his research group at Washington University, University of California,
Irvine, and Vanderbilt University, Copyright (©) 1993-2006, all rights reserved.

This product includes software developed by the OpenSSL Project for use in the OpenSSL Toolkit (copyright The OpenSSL Project. All Rights Reserved) and
redistribution of this software is subject to terms available at http://www.openssl.org and http://www.openssl.org/source/license.html.

This product includes Curl software which is Copyright 1996-2013, Daniel Stenberg, <daniel@haxx.se>. All Rights Reserved. Permissions and limitations regarding this
software are subject to terms available at http://curl.haxx.se/docs/copyright.html. Permission to use, copy, modify, and distribute this software for any purpose with or
without fee is hereby granted, provided that the above copyright notice and this permission notice appear in all copies.

The product includes software copyright 2001-2005 (©) MetaStuff, Ltd. All Rights Reserved. Permissions and limitations regarding this software are subject to terms
available at http://www.dom4j.org/ license.html.

The product includes software copyright © 2004-2007, The Dojo Foundation. All Rights Reserved. Permissions and limitations regarding this software are subject to
terms available at http://dojotoolkit.org/license.

This product includes ICU software which is copyright International Business Machines Corporation and others. All rights reserved. Permissions and limitations
regarding this software are subject to terms available at http://source.icu-project.org/repos/icu/icu/trunk/license.html.

This product includes software copyright © 1996-2006 Per Bothner. All rights reserved. Your right to use such materials is set forth in the license which may be found at
http:// www.gnu.org/software/ kawa/Software-License.html.

This product includes OSSP UUID software which is Copyright © 2002 Ralf S. Engelschall, Copyright © 2002 The OSSP Project Copyright © 2002 Cable & Wireless
Deutschland. Permissions and limitations regarding this software are subject to terms available at http://www.opensource.org/licenses/mit-license.php.

This product includes software developed by Boost (http://www.boost.org/) or under the Boost software license. Permissions and limitations regarding this software
are subject to terms available at http:/ /www.boost.org/LICENSE_1_0.txt.

This product includes software copyright © 1997-2007 University of Cambridge. Permissions and limitations regarding this software are subject to terms available at
http:// www.pcre.org/license.txt.

This product includes software copyright © 2007 The Eclipse Foundation. All Rights Reserved. Permissions and limitations regarding this software are subject to terms
available at http:// www.eclipse.org/org/documents/epl-v10.php and at http://www.eclipse.org/org/documents/edI-v10.php.

This product includes software licensed under the terms at http://www.tcl.tk/software/tcltk/license.html, http://www.bosrup.com/web/overlib/?License, http://
www.stlport.org/doc/ license.html, http://asm.ow2.org/license.html, http://www.cryptix.org/LICENSE.TXT, http://hsqldb.org/web/hsqlLicense.html, http://
httpunit.sourceforge.net/doc/ license.html, http://jung.sourceforge.net/license.txt , http://www.gzip.org/zlib/zlib_license.html, http://www.openldap.org/software/
release/license.html, http://www.libssh2.org, http://slf4j.org/license.html, http://www.sente.ch/software/OpenSourceLicense.html, http://fusesource.com/downloads/
license-agreements/fuse-message-broker-v-5-3- license-agreement; http://antlr.org/license.html; http://aopalliance.sourceforge.net/; http://www.bouncycastle.org/
licence.html; http://www.jgraph.com/jgraphdownload.html; http://www.jcraft.com/jsch/LICENSE.txt; http://jotm.objectweb.org/bsd_license.html; . http://www.w3.org/



Consortium/Legal/2002/copyright-software-20021231; http://www.slIf4j.org/license.html; http://nanoxml.sourceforge.net/orig/copyright.html; http://www.json.org/
license.html; http://forge.ow2.org/projects/javaservice/, http://www.postgresql.org/about/licence.html, http://www.sglite.org/copyright.html, http://www.tcl.tk/
software/tcltk/license.html, http://www.jaxen.org/fag.html, http://www.jdom.org/docs/faq.html, http://www.slf4j.org/license.html; http://www.iodbc.org/dataspace/
iodbc/wiki/iODBC/License; http://www.keplerproject.org/md5/license.html; http://www.toedter.com/en/jcalendar/license.html; http://www.edankert.com/bounce/
index.html; http://www.net-snmp.org/about/license.html; http://www.openmdx.org/#FAQ; http://www.php.net/license/3_01.txt; http://srp.stanford.edu/license.txt;
http://www.schneier.com/blowfish.html; http://www.jmock.org/license.html; http://xsom.java.net; http://benalman.com/about/license/; https://github.com/CreateJS/
EaselJS/blob/master/src/easeljs/display/Bitmap.js; http://www.h2database.com/html/license.html#summary; http:/jsoncpp.sourceforge.net/LICENSE; http://
jdbe.postgresql.org/license.html; http://protobuf.googlecode.com/svn/trunk/src/google/protobuf/descriptor.proto; https://github.com/rantav/hector/blob/master/
LICENSE; http://web.mit.edu/Kerberos/krb5-current/doc/mitK5license.html; http://jibx.sourceforge.net/jibx-license.html; https://github.com/lyokato/libgeohash/blob/
master/LICENSE; https://github.com/hjiang/jsonxx/blob/master/LICENSE; https://code.google.com/p/1z4/; https://github.com/jedisct1/libsodium/blob/master/
LICENSE; http://one-jar.sourceforge.net/index.php?page=documents&file=license; https://github.com/EsotericSoftware/kryo/blob/master/license.txt; http://www.scala-
lang.org/license.html; https://github.com/tinkerpop/blueprints/blob/master/LICENSE.txt; http://gee.cs.oswego.edu/dl/classes/EDU/oswego/cs/dl/util/concurrent/
intro.html; https://aws.amazon.com/asl/; https://github.com/twbs/bootstrap/blob/master/LICENSE; https://sourceforge.net/p/xmlunit/code/HEAD/tree/trunk/
LICENSE.txt; https://github.com/documentcloud/underscore-contrib/blob/master/LICENSE, and https://github.com/apache/hbase/blob/master/LICENSE.txt.

This product includes software licensed under the Academic Free License (http://www.opensource.org/licenses/afl-3.0.php), the Common Development and
Distribution License (http://www.opensource.org/licenses/cdd|1.php) the Common Public License (http://www.opensource.org/licenses/cpl1.0.php), the Sun Binary
Code License Agreement Supplemental License Terms, the BSD License (http:// www.opensource.org/licenses/bsd-license.php), the new BSD License (http://
opensource.org/licenses/BSD-3-Clause), the MIT License (http://www.opensource.org/licenses/mit-license.php), the Artistic License (http://www.opensource.org/
licenses/artistic-license-1.0) and the Initial Developer’s Public License Version 1.0 (http://www.firebirdsgl.org/en/initial-developer-s-public-license-version-1-0/).

This product includes software copyright © 2003-2006 Joe Walnes, 2006-2007 XStream Committers. All rights reserved. Permissions and limitations regarding this
software are subject to terms available at http://xstream.codehaus.org/license.html. This product includes software developed by the Indiana University Extreme! Lab.
For further information please visit http://www.extreme.indiana.edu/.

This product includes software Copyright (c) 2013 Frank Balluffi and Markus Moeller. All rights reserved. Permissions and limitations regarding this software are subject
to terms of the MIT license.

See patents at https://www.informatica.com/legal/patents.html.

DISCLAIMER: Informatica LLC provides this documentation "as is" without warranty of any kind, either express or implied, including, but not limited to, the implied
warranties of noninfringement, merchantability, or use for a particular purpose. Informatica LLC does not warrant that this software or documentation is error free. The
information provided in this software or documentation may include technical inaccuracies or typographical errors. The information in this software and documentation
is subject to change at any time without notice.

NOTICES

This Informatica product (the "Software") includes certain drivers (the "DataDirect Drivers") from DataDirect Technologies, an operating company of Progress Software
Corporation ("DataDirect") which are subject to the following terms and conditions:

1.THE DATADIRECT DRIVERS ARE PROVIDED "AS IS" WITHOUT WARRANTY OF ANY KIND, EITHER EXPRESSED OR IMPLIED, INCLUDING BUT NOT LIMITED TO,
THE IMPLIED WARRANTIES OF MERCHANTABILITY, FITNESS FOR A PARTICULAR PURPOSE AND NON-INFRINGEMENT.

2.IN'NO EVENT WILL DATADIRECT OR ITS THIRD PARTY SUPPLIERS BE LIABLE TO THE END-USER CUSTOMER FOR ANY DIRECT, INDIRECT, INCIDENTAL,
SPECIAL, CONSEQUENTIAL OR OTHER DAMAGES ARISING OUT OF THE USE OF THE ODBC DRIVERS, WHETHER OR NOT INFORMED OF THE POSSIBILITIES
OF DAMAGES IN ADVANCE. THESE LIMITATIONS APPLY TO ALL CAUSES OF ACTION, INCLUDING, WITHOUT LIMITATION, BREACH OF CONTRACT, BREACH
OF WARRANTY, NEGLIGENCE, STRICT LIABILITY, MISREPRESENTATION AND OTHER TORTS.

The information in this documentation is subject to change without notice. If you find any problems in this documentation, report them to us at
infa_documentation@informatica.com.

Informatica products are warranted according to the terms and conditions of the agreements under which they are provided. INFORMATICA PROVIDES THE
INFORMATION IN THIS DOCUMENT "AS IS" WITHOUT WARRANTY OF ANY KIND, EXPRESS OR IMPLIED, INCLUDING WITHOUT ANY WARRANTIES OF
MERCHANTABILITY, FITNESS FOR A PARTICULAR PURPOSE AND ANY WARRANTY OR CONDITION OF NON-INFRINGEMENT.

Publication Date: 2017-10-24


https://www.informatica.com/legal/patents.html

Table of Contents

4

Preface .. .o e e 24
Informatica Resources. . . . . . . ... 24
Informatica Network. . . . . . . L 24
Informatica Knowledge Base. . . . . . . ... . . ... 24
Informatica Documentation. . . . . . . . .. 24
Informatica Product Availability Matrixes. . . . .. . ... ... ... ... .. 25
Informatica Velocity. . . . . . . . . e 25
Informatica Marketplace. . . . . . .. ... 25
Informatica Global Customer Support. . . .. .. .. ... . . . ... 25

Chapter 1: Command Line Programs and Utilities............................ 26

Command Line Programs and Utilities Overview. . . . . . . . ... ... .. ... . . . ... 26
Chapter 2: Installing and Configuring Command Line Utilities................ 28
Installing and Configuring Command Line Utilities Overview. . . . . .. ... ... ... ... ....... 28
Installing the Command Line Utilities. . . . . . . . . . .. . 29
Installation Directories. . . . . . . . . 29
Configuring the Command Line Utilities. . . . . . . . ... ... . . . . .. . . 30
Configure the Informatica Utilities. . . . . . . ... ... ... . . . . . . . .. 30
Configure the PowerCenter Utilities. . . . . . . .. ... ... . . . ... . . . . . . . 30
Configure the Metadata Manager Utilities. . . . . . . ... ... . . ... .. . . . .. . . ... 30
Createthe domains.infaFile. . . . ... ... .. . . . . . 31
Security Configuration for Informatica Utilities . . . . ... ... ... ... ... ... ... ... ... .... 32

Chapter 3: Using the Command Line Programs.................ccceveeeen.... 33

Using the Command Line Programs Overview. . . . . ... . ... ... .. 33
Entering Options and Arguments. . . . . . . . . . . 34
Syntax Notation. . . . . . . . .. 35
Running Commands ina Secure Domain. . . . . . ... ... . ... 36
Running Commands on UNIX with Kerberos Authentication. . . ... ..................... 36

Running Commands on UNIX with Single Sign-On. . . . . ... ... ... .. .. ... . ........ 36

Running Commands on UNIX Without Single Sign-On. . . . . . ...................... 37
Running Commands on Windows with Kerberos Authentication. . . . .. .................. 38
Chapter 4: Environment Variables for Command Line Programs.............. 39
Environment Variables for Command Line Programs Overview. . . . ... .................. 40
ICMD_JAVA _OPTS. . . o 41

Configuring ICMD_JAVA_OPTS onUNIX. . . . . ... e 42

Configuring ICMD_JAVA_OPTSon Windows. . . . . . . ... ... .. ... .. ... ... 42
INFA_CLIENT_RESILIENCE_TIMEOQOUT. . . . . . . e e e 42

Table of Contents



Configuring INFA_CLIENT_RESILIENCE_TIMEOUT on UNIX. . . . ... ... ... ... .. ...... 42

Configuring INFA_CLIENT_RESILIENCE_TIMEOUT on Windows. . . . ... .............. 42
INFA_LCODEPAGENAME. . . . . . . . 43
Configuring INFA_CODEPAGENAME on UNIX. . . . . . . . .. . ... .. . . . . 43
Configuring INFA_CODEPAGENAME on Windows. . . . . .. ... . ... ... ... ... .. .... 43
INFA_DEFAULT_DATABASE_PASSWORD. . . . . . . . e 43
Configuring INFA_DEFAULT_DATABASE_PASSWORD on UNIX. . . . .. .. ... ... ........ 44
Configuring INFA_LDEFAULT_DATABASE_PASSWORD on Windows. . . . .. ............. 44
INFA_DEFAULT_DB_TRUSTSTORE_PASSWORD. . . . . . . .. . ... e 44
Configuring INFA_DEFAULT_DB_TRUSTSTORE_PASSWORD on UNIX. . . .. ... ... ........ 45
Configuring INFA_DEFAULT_DB_TRUSTSTORE_PASSWORD on Windows. . . . .. ......... 45
INFALDEFAULT_DOMAIN. . . . o e e e 45
Configuring INFA_DEFAULT_DOMAIN on UNIX. . . . . . .. ... . . ... . . .. 45
Configuring INFA_DEFAULT_DOMAIN on Windows. . . . . . .. ... ... .. ... ... . ...... 46
INFALDEFAULT_DOMAIN_PASSWORD. . . . . . .. e e 46
Configuring INFA_DEFAULT_DOMAIN_PASSWORD on UNIX. . . . . ... .. .............. 46
Configuring INFA_DEFAULT_DOMAIN_PASSWORD on Windows. . . . . ... ............. 46
INFALDEFAULT_DOMAIN_USER. . . . . . e e e 47
Configuring INFA_DEFAULT_DOMAIN_USERon UNIX. . . . . ... ... ... .. ... ... ...... 47
Configuring INFA_DEFAULT_DOMAIN_USER on Windows. . . . . .. ... .............. 47
INFALDEFAULT_PWX_OSEPASSWORD. . . . . . . . e 47
Configuring INFA_DEFAULT_PWX_OSEPASSWORD on UNIX. . . . . . ... ... ... ........ 48
Configuring INFA_DEFAULT_PWX_OSEPASSWORD on Windows. . . .. ... ............. 48
INFALDEFAULT_PWX_OSPASSWORD. . . . . . . . e e e 48
Configuring INFA_DEFAULT_PWX_OSPASSWORD on UNIX. . . . . ... ... ............ 48
Configuring INFA_DEFAULT_PWX_OSPASSWORD on Windows. . . . ... ............... 48
INFALDEFAULT_SECURITY_DOMAIN. . . . . .. e 49
Configuring INFA_DEFAULT_SECURITY_DOMAIN on UNIX. . . . . ... ... ... ... ... ... 49
Configuring INFA_DEFAULT_SECURITY_DOMAIN on Windows. . . . .. ... ............. 49
INFALJAVA_CMD_OPTS. . . . . e e 49
Configuring INFA_LJAVA_CMD_OPTS on UNIX. . . . . . ... . . ... . . . i 49
Configuring INFA_LJAVA_CMD_OPTSon Windows. . . . ... ... . ... .. .. ... ... ..... 50
INFALPASSWORD. . . . . . o 50
Configuring INFA_LPASSWORD on UNIX. . . . . . . . .. . . . e 50
Configuring INFA_LPASSWORD on Windows. . . . . . ... . .. ... . i 51
INFALNODE_KEYSTORE_PASSWORD. . . . . . . e e e 51
Configuring INFA_NODE_KEYSTORE_PASSWORD on UNIX. . . . . ... ... ............. 51
Configuring INFA_NODE_KEYSTORE_PASSWORD on Windows. . . . . ................. 51
INFALNODE_TRUSTSTORE_PASSWORD. . . . . . . . e e 52
Configuring INFA_NODE_TRUSTSTORE_PASSWORD on UNIX. . . . ... ................ 52
Configuring INFA_NODE_TRUSTSTORE_PASSWORD on Windows. . . . . .. ............. 52
INFALREPCNX_INFO. . . . . . e 52

Table of Contents

5



6

Configuring INFA_LREPCNX_INFO on UNIX. . . . . .. . ... .. .. 53

Configuring INFA_LREPCNX_INFO on Windows. . . . . .. .. ... .. . . .. 53
INFA_REPOSITORY_PASSWORD. . . . . . . e e e 53
Configuring INFA_REPOSITORY_PASSWORD on UNIX. . . . ... ... ... . ............ 53
Configuring INFA_REPOSITORY_PASSWORD on Windows. . . . .. ................... 54
INFATOOL_DATEFORMAT. . . . . e e e e 54
Configuring INFATOOL_DATEFORMAT on UNIX. . . . . .. . ... ... . . . . . 54
Configuring INFATOOL_DATEFORMAT on Windows. . . . .. ... ... ... ... 54
Encrypting Passwords. . . . . . . . . . e 55
Using a Password as an Environment Variable. . . . ... ...... .. ..... .. ..., .. .... 55
Settingthe User Name. . . . . . . ... e 56
Configuring a User Name as an Environment Variableon UNIX. . . . . ... ... ........... 56
Configuring a User Name as an Environment Variable on Windows. . . . .. ... .......... 56

Chapter 5: Usinginfacmd........... ..o iiiiiiiieieeee.... 97

Using infacmd Overview. . . . . . . . . . e 57
infacmd Command Programs. . . . . . . . . . 58

infacmd ListPlugins. . . . . . . . . . 58
Running Commands. . . . . . . . . ... e 59
infacmd Return Codes. . . . . . . . . . 59
infacmd UpdateGatewaylInfo. . . . . . . .. . . L 60

Chapter 6: infacmd as Command Reference..............c.cooiininiio.... 61

CreateExceptionAuditTables. . . . . . . . . . . e 61
CreateService. . . . . . .. 63
DeleteExceptionAuditTables. . . . . . . . ... .. e 67
ListServiceOptions. . . . . . . . . e 68
ListServiceProcessOptions. . . . . . . . . . . e 70
UpdateServiceOptions. . . . . . . . . 71
UpdateServiceProcessOptions. . . . . . . . . . . . e 73

Chapter 7: infacmd aud Command Reference................ccceeveeeeeo.. 75

getDomainObjectPermissions. . . . . . . . . . . . e 75
getPrivilegeAssociation. . . . . . . ... e 77
getUserGroupAssociation. . . . . ... . 79
getUserGroupAssociationForRoles. . . . . . . . . .. . e 81
getUsersPersonallnfo. . . . . . . . .. . e 83
Chapter 8: Infacmd bg Command Reference...................ccoiiiiian.... 86
upgradeRepoSItory. . . . . . . . e 86
listGlossary. . . . . .. 87
eXPOMtGIOSSArY. . . . . e 88
IMportGlossary. . . . . . . 92

Table of Contents



Chapter 9: infacmd cluster Command Reference ............................ 97

createConfiguration. . . . . . . . . .. 97
deleteConfiguration. . . . . . . . . . . 99
clearConfigurationProperties. . . . . . . . . .. . e 101
exportConfiguration. . . . . . . . . .. 102
listAssociatedConnections. . . . . . . . . ... 104
listConfigurationGroupPermissions. . . . . . . . . . . . . 105
listConfigurationSets. . . . . . . . . . . ... 107
listConfigurationProperties. . . . . . . . . . ... e 108
listConfigurations. . . . . . . . . ... e 110
listConfigurationUserPermissions. . . . . . . . . . . . . 111
refreshConfiguration. . . . . . . . . .. 112
setConfigurationPermissions. . . . . . . . . .. 114
setConfigurationProperties. . . . . . . . . . ... 116
Chapter 10: infacmd cms Command Reference...............cccoieian.... 119
CreateAuditTables. . . . . . . .. . 119
CreateService. . . . . . . 121
DeleteAuditTables. . . . . . . .. 123
ListServiceOptions. . . . . . . . e 125
ListServiceProcessOptions. . . . . . . . . . . . 126
PUrge. .« e 128
RemoveService. . . . . . . 129
ResyncData. . . . . . . . . e 131
UpdateServiceOptions. . . . . . . . . 133
UpdateServiceProcessOptions. . . . . . . . . . 134
Upgrade. . . . ... e 136

Chapter 11: infacmd dis Command Reference..................cccceeee.... 139

AddParameterSetEntries. . . . . . .. 140
BackupApplication. . . . . . . 142
CancelDataObjectCacheRefresh. . . . . . . .. ... . 143
CreateService. . . . . . . . 145
DeleteParameterSetEntries. . . . . . . . . . .. 148
DeployApplication. . . . . . . . . . 150
disableMappingValidationEnvironment. . . . . ... ... ... 151
enableMappingValidationEnvironment. . . . . . . ... 154
ListApplicationObjectPermissions. . . . . . . . . . . ... 156
ListApplicationObjects. . . . . . . . . .. . e 158
ListApplicationOptions. . . . . . . . . .. . 160
ListApplicationPermissions. . . . . . . . . ... .. 161
ListApplications. . . . . . . . . e e 163

Table of Contents

7



8

ListComputeOptions. . . . . . . . . 164

ListDataObjectOptions. . . . . . . . . . .. . e 166
ListParameterSetEntries. . . . . . . . ... ... 167
ListParameterSetObjects. . . . . . . . . . . 169
ListParameterSets. . . . . . . . . 170
ListSequenceObjectProperties. . . . . . . . . ... e 172
ListSequenceObjects. . . . . . . . . . 174
ListServiceOptions. . . . . . . . . e 175
ListServiceProcessOptions. . . . . . . . . . 177
PurgeDataObjectCache. . . . . . . . . . . 178
PurgeResultSetCache. . . . . . . . . . 180
RefreshDataObjectCache. . . . . . . . . . . . . . .. 182
RenameApplication. . . . . . . . . .. e 183
replaceMappingHadoopRuntimeConnections. . . . . . . ... ... ... .. .. ... 185
RestoreApplication. . . . . . . . . . 187
SetApplicationPermissions. . . . . . . . ... 189
SetApplicationObjectPermissions. . . . . . . . . .. . ... 191
setMappingExecutionEnvironment. . . . . . . L 193
SetSequenceState. . . . . . . . e 195
StartApplication. . . . . . . ... 197
StopApplication. . . . . . .. e 198
stopBlazeService. . . . . . . .. e 200
UndeployApplication. . . . . . . . ... e 202
UpdateApplication. . . . . . . . e 204
UpdateApplicationOptions. . . . . . . . . . 205
UpdateComputeOptions. . . . . . . . . . e 207
UpdateDataObjectOptions. . . . . . . . . .. 209

Data Object Options. . . . . . . . . . . e 210
UpdateParameterSetEntries. . . . . . . . . . e 211
UpdateServiceOptions . . . . . . . . . e 213

Data Integration Service Options. . . . . . . . . . . . . .. e 215
UpdateServiceProcessOptions . . . . . . . . . . . e 224

Data Integration Service Process Options. . . . . . ... ... ... .. . ... ... 226
Chapter 12: Infacmd es Command Reference..............c.cocivnenian.... 228
ListServiceOptions. . . . . . . . e 228
UpdateServiceOptions. . . . . . . . . . e e 229
UpdateSMTPOPLIONS. . . . . . . e 231
Chapter 13: infacmd ihs Command Reference.................cccoeiine.... 234
createserviCe. . . . . . . . . 234
ListServiceOptions. . . . . . . . . e 238
UpdateServiceOptions. . . . . . . . . . e e 239

Table of Contents



UpgradeClusterService. . . . . . . . . . e 241

Chapter 14: infacmd ipc Command Reference.............................. 243

EXpOrtTOPC. . . . . e 243
IMportFromPC. . . . 246
genReuseReportFromPC. . . . . . . . e 247

Chapter 15: infacmd isp Command Reference..................cccooo.... 251

AddAlertUSEr. . . . . o 251
AddConnectionPermissions. . . . . . . . .. 253
AddDomainLink. . . . ... 255
AddDomainNode. . . . . . .. 256
AddGroupPrivilege. . . . . . . e 258
AddLicense. . . . . .. 260
AddNamespace. . . . . . . . . e 262
AddNodeResoUrCe. . . . . . . . 264
AddRolePrivilege. . . . . . . e 266
AddServicelevel. . . . . .. 268
AddUserPrivilege. . . . . . . 270
AddUSErTOGIOUP . . . o o e e e e e e e e e 272
AssignDefaultOSProfile. . . . . . . . . ... 274
AssignedToLiCeNSE. . . . . . . . e 276
AssignGroupPermission . . . . . . . 278
AssignISTOMMSErIVICE. . . . . . . . e 279
AssignLiCense. . . . . . . e 281
AsSIgNROIETOGIOUP. . . . . . 283
AssignRoOIETOUSEr . . . . . . . e 285
AssignRSToOWSHuUbService. . . . . . . . . e 286
AssignUserPermission . . . . . . . . 288
ConvertLogFile. . . . . . . 290
convertUserActivityLogFile. . . . . . . . ... 291
CreateConnection. . . . . . . . . .. ... . 292
Adabas Connection Options. . . . . . . . . . .. ... e 296
Amazon Redshift Connection Options. . . . . ... .. ... .. .. . .. . . . .. 298
Amazon S3 Connection Options. . . . . . . . . . .. .. . 300
DataSift Connection Options. . . . . . . . . ... . . . e 301
DB2 fori5/0S Connection Options. . . . . . . . . .. 303
DB2 for z/0S Connection Options. . . . . . . . . . . .. .. 306
Facebook Connection Options. . . . . . . . ... . . . . .. . e 308
Greenplum Connection Options. . . . . . . . . . . ... e 310
Hadoop Connection Options. . . . . . . . . . .. e 312
HBase Connection Options. . . . . . . . . . . .. e 317
HDFS Connection Options. . . . . . . . . . . e 319

Table of Contents

9



10

Hive Connection Options. . . . . . . . . . . 320

IBM DB2 Connection Options. . . . . . . . . . . .. 325
IMS Connection Options. . . . . . . . . . . 328
JDBC Connection Options. . . . . . . . . . . e 331
JD Edwards EnterpriseOne Connection Options. . . . . .. ... ... ... ... .......... 334
LDAP Connection Options. . . . . . . . . . 336
LinkedIn Connection Options. . . . . . . . ... ... 337
MapR-DB Connection Options. . . . . . . . . . . . .. e 339
Microsoft Azure Blob Storage Connection Options. . . . ... ... ... .. ... ........... 340
Microsoft Azure Data Lake Store Connection Options. . . . . .. ... . ... .............. 341
Microsoft Azure SQL Data Warehouse Connection Options. . . .. ... ............... 343
Microsoft SQL Server Connection Options. . . . .. .......... ... ... ... ... 344
Microsoft Dynamics CRM Connection Options. . . . . . ... ... ... . ... .......... 348
Netezza Connection Options. . . . . . . . . . . . 351
OData Connection Options. . . . . . . . . . 352
ODBC Connection Options. . . . . . . . . . e 354
Oracle Connection OptioNns. . . . . . . . . . . e e e e 356
Salesforce Connection Options. . . . . . . . ... 359
SAP Connection Options. . . . . . . . . . . . e 361
Sequential Connection Options. . . . . . . . . . .. . .. 362
Teradata Parallel Transporter Connection Options. . . . . .. ... ... ... ............ 365
Twitter Connection Options. . . . . . . . . . . . . e 368
Twitter Streaming Connection Options. . . . . . . . . .. .. ... .. . . 369
VSAM Connection Options. . . . . . . . . . . 371
Web Content-Kapow Katalyst Connection Options. . . . .. ....................... 373
CreateFolder. . . . . . . . 375
CreateGrid. . . . . . . . 376
CreateGroUp . . . . . o e 378
CreatelntegrationService. . . . . . . . . . e 380
Integration Service Options. . . . . . . . . L 383
Integration Service Process Options. . . . . . . . . . . ... ... .. e 387
CreateMMService. . . . . . . . . 389
Metadata Manager Service Options . . . . . . . . . . ... 391
CreateOSProfile . . . . . . . 393
Data Integration Service Process Options for Operating System Profiles. . . . .. ... ... ... 396
PowerCenter Integration Service Process Options for Operating System Profiles. . . . ... .. 397
CreateRepositoryService. . . . . . . . . 398
CreateRole. . . . . . . 403
CreateSAPBWService. . . . . . . . ... . 404
SAP BW Service Options. . . . . . . . . e 407
SAP BW Service Process Option. . . . . . . . . . ... 407
CreateUser. . . . . . . . 408

Table of Contents



CreateWSHubService. . . . . . . . . e 410

Web Services Hub Options. . . . . . . . . . .. . 413
DeleteNamespace. . . . . . . .. e 414
DisableNOdEeRESOUICE. . . . . . . . o 415
DisableService. . . . . . L 417
DisableServiceProcess. . . . . . . . .. .. 419
DisableUser. . . . . . . 420
EditUser. . . . 422
EnableNodeResource. . . . .. .. .. L 424
EnableService. . . . . ... 426
EnableServiceProcess. . . . . . . . . 428
EnableUser . . . . . . 429
ExportDomainObjects. . . . . . . . . .. 431
EXportUsersAndGrouUps. . . . . o o o vt e e 433
generateHadoopConnectionFromHiveConnection. . . . . . . ... ... . ... ... ... . .. ...... 435
GetFolderInfo. . . . . . . . 437
GetLastError. . . . . . . 439
Getlog. . . . o e 440
GetNodeName. . . . . . 444
getDomainSamlConfig. . . . . . . . ... e 444
GetServiceOption. . . . . . . . . 445
GetServiceProcessOption. . . . . . . . . . e 446
GetServiceProcessStatus. . . . . . . . . .. 448
GetServiceStatus. . . . . . . .. 449
GetSessionLog. . . . . . . e 451
GetSystemLogDireCtory. . . . . . . . .. 454
getUserActivityLog. . . . . . . . 454
GetWorkflowLog. . . . . . . . . 457
Help. . . e 460
ImportDomainObjects. . . . . . . . . 460
IMPortUsersAndGrouUPS. . . . . . oo v it e e e e 463
ListAlertUsers. . . . . . . 465
LiStAIIGroUPpS. . . . . e 467
ListAIIROIES . . . . oo 468
ListAlIUSErs . . . . o o 469
ListConnectionOptions. . . . . . . . . . 471
ListConnectionPermissions. . . . . . . . . . . 472
ListConnectionPermissionsByGroup. . . . . . . . . .. .. .. 474
ListConnectionPermissionsByUser. . . . . . . . . . .. 475
ListCONNECtiONS. . . . . . . . 477
ListConnectionOptions. . . . . . . . . . . 478
ListDefaultOSProfiles. . . . . . . . . . 480

Table of Contents

11



12

ListDomainCiphers. . . . . . . . .. e 481

ListDomainLinks. . . . . .. o 484
ListDomainOptions. . . . . . . . . 485
ListFolders. . . . . . 486
ListGridNodes. . . . . . .. . 487
ListGroupPermissions. . . . . . . . . . 489
ListGroupPrivileges. . . . . . . . . e 491
ListGroupsForUser. . . . . . . . . e 493
ListLDAPCoNnnectivity . . . . . . . . 494
ListLicenses. . . . . . . . 496
ListMonitoringOptions. . . . . . . . . 497
ListNOdeOptions. . . . . . . . e 498
ListNOEeRESOUICeS. . . . . . . 500
ListNodeRoles. . . . . . 501
ListNodes. . . . . . . 503
ListOSProfiles. . . . . . e 504
ListRepositoryLDAPConfiguration. . . . . . . . . . .. . ... e 505
ListRolePrivileges. . . . . . . 507
ListSecurityDomains. . . . . . . . . 508
ListServiceLevels. . . . . . .. 510
ListServiceNodes. . . . . . . . .. 511
ListServicePrivileges . . . . . . . . . . e 512
ListServices. . . . . . . 514
ListSMTPOPLIONS. . . . . . . e 516
ListUserPermissions. . . . . . . . . . 518
ListUserPrivileges . . . . . . .. o e 520
migrateUsers. . . . . . . e e 521
MoveFolder. . . . . . 523
MoveObject. . . . . . e 525
PINg. . . 526
PrintSPNAndKeytabNames. . . . . . . . . ... 527
PUrgeLOg. . . . . e 529
RemoveAlertUser. . . . . . . . 531
RemoveConnection. . . . . . . . 532
RemoveConnectionPermissions. . . . . . ... .. ... 534
RemoveDomainLink. . . . . . . . 535
RemoveFolder. . . . . . 537
RemoOVeGrid. . . . . . . 538
RemoOVeGroUP. . . . . . 540
RemoveGroupPermission .. . . . . . . . . . e 541
RemoveGroupPrivilege. . . . . . . . . e 543
Removelicense. . . . . . . . . 545

Table of Contents



RemoveNode. . . . . . . .. e 547

RemoveNOdeResOoUrCe. . . . . . . . . 548
RemoveOSProfile. . . . . . . 550
RemoveRole . . . . . . 551
RemoveRolePrivilege . . . . . . . . 553
RemovesService. . . . . . .. . 555
RemoveServicelevel. . . . . . . 556
RemovelUser. . . . . . . 558
RemoveUserFromGroup . . . . . . . . o e 559
RemoveUserPermission . . . . . . . .. 561
RemoveUserPrivilege . . . . . . .. . e 563
RenameConnection. . . . . .. .. ... . 565
ResetPassword. . . . . .. . 567
RUNCPUPTofile. . . . . 568
SetConnectionPermissions. . . . . ... .. .. ... ... 570
SetLDAPCoONNECTiVItY . . . . . . 572
SetRepositoryLDAPConfiguration. . . . . . . . . .. 575
Showlicense. . . . . .. 577
ShutdownNode. . . . . . 579
SwitchToGatewayNode. . . . . . . . . e 580
SwitchToWorkerNode. . . . . . ... 582
SyncSecurityDomains. . . . . .. 584
UnassignDefaultOSProfile. . . . . . . . . . .. 586
UnassignISMMService. . . . . . . . 587
UnassignLicense. . . . . . . .. e 589
UnassignRoIEFromMGroup . . . . . . . o e 590
UnassignRoleFromuUser. . . . . . . . . e 592
UnassignRSWSHubService. . . . . . . . .. 594
UnassociateDomainNode. . . . . .. . ... L 596
UpdateConnection. . . . . . . . . .. 598
UpdateDomainOptions. . . . . . . . .. . e 601
UpdateFolder. . . . . . e 603
UpdateGatewayInfo . . . . . . . . . 604
UpdateGrid. . . . . . e 605
UpdatelntegrationService. . . . . . . . . .. e 607
Updatelicense. . . . . . . 609
UpdateMMSEIVICE. . . . . . . e 611
UpdateMonitoringOptions. . . . . . . . ... 612
UpdateNamespace. . . . . . . . . e 615
UpdateNodeOptions. . . . . . . ... .. e 617
UpdateNodeRole. . . . . . . ... 619
UpdateOSProfile. . . . . . 621

Table of Contents

13



14

UpdateRepositoryService. . . . . . . . . . 624

UpdateSAPBWSEIVICE. . . . . . . o e 628
UpdateServicelevel. . . . . . .. 630
UpdateServiceProcess. . . . . . . . .o e 631
UpdateSMTPOPLIONS. . . . . . . e 633
UpdateWSHubService. . . . . . . . . . e 635
validateFeature. . . . . . . . . L 637
VEISION. .« . o 638
Chapter 16: infacmd Idm Command Reference................ccoiiiian.t. 639
BackupContents. . . . . . . . . . 639
CreateService. . . . . . . . . 641
ListServiceOptions. . . . . . . . . e 647
restoreContents. . . . . . . .. 648
removesnapshot. . . . . . . . L e 650
UpdateServiceOptions. . . . . . . . . . e 652
UPGrade. . . . e 654
Chapter 17: infacmd mrs Command Reference........................o..... 656
BackupContents. . . . . . . . . .. 657
CheckInObject. . . . . . . . . . 659
CreateContents. . . . . . . . . 660
CreateFolder. . . . . . ... 662
CreateProject. . . . . . . . e 663
CreateService. . . . . . . 665
DeleteContents. . . . . . . . . . 668
DeleteFolder. . . . . . . 670
DeleteProject. . . . . . . e 671
disableMappingValidationEnvironment. . . . . . .. ... L 673
enableMappingValidationEnvironment. . . . . . . .. . ... 675
ListBackupFiles. . . . . . . 677
ListCheckedOutObjects. . . . . . . . . . .. 679
listFolders. . . . . . 680
ListLockedObjects . . . . . . . . e 682
LisStProjects. . . . . . . 684
ListServiceOptions. . . . . . . . . . . e 686
ListServiceProcessOptions. . . . . . . . . . . 687
ManageGroupPermissionOnProject. . . . . . . . . . . . .. 689
ManageUserPermissionOnProject. . . . . . . . . . . 691
PopulateVCs. . . . . e 693
ReassignCheckedOutObject. . . . . . . . . . . . 694
rebuildDependencyGraph. . . . . . . . L 696
RenameFolder. . . . . . .. 697

Table of Contents



replaceMappingHadoopRuntimeConnections. . . . . . . ... ... ... .. .. ... .. 699

RestoreContents. . . . . . . . . 701
UndoCheckout. . . . . . .. e 703
setMappingExecutionEnvironment. . . . . . .. 704
UnlockObject . . . . . o e 706
UpdateServiceOptions. . . . . . . . . e 707

Model Repository Service Options. . . . . . . . ... 709
UpdateServiceProcessOptions. . . . . . . . . . . e 712
UpgradeContents. . . . . . . . . 714
UpgradeExportedObjects. . . . . . . . . . 716

Chapter 18: infacmd ms Command Reference .....................co....... 718

GetMappingStatus. . . . . . . . . . e 718
GetRequestLog. . . . . . . . . 720
ListMappingParams. . . . . . . . . 721

ListMappingParams Output. . . . . . . . . . .. .. 723
ListMappings. . . . . . oo 724
RUNMaApPPINg. . . . . 725
UpgradeMappingParameterFile. . . . . . . . . . . .. 729

Chapter 19: infacmd oie Command Reference...............ccccoeienea.... 731

DeployApplication. . . . . . . . ... e 731
EXportObjects. . . . . . . e 732
exXportResoUrces. . . . . . . 734
ImportObjects. . . . . . . . e 736
Chapter 20: infacmd ps Command Reference...............ccovviinine.... 740
cancelProfileExecution. . . . . . . ... 740
CreateWH. . . . . . 742
detectOrphanResults. . . . . . . . ... e 743
DropPWH. . o 745
Execute. . . . . . 746
executeProfile. . . . . e 748
getExecutionStatus. . . . . . . 750
getProfileExecutionStatus. . . . . . . . .. 752
LISt . 753
ListAlIProfiles. . . . . . . 755
migrateProfileResults. . . . . . . . L 756
migrateScorecards. . . . . . ... e 758
PUrge. . . 759
purgeOrphanResults. . . . . . . e 762
restoreProfilesAndScorecards. . . . . . . . ... 764
synchronizeProfile. . . . . . . e 765

Table of Contents

15



16

Chapter 21: infacmd pwx Command Reference.....................ooee.... 768

CloseForcelListener. . . . . . .. .. e 769
CloseListener. . . . . . . 771
Condenselogger. . . . . . 773
createdatamaps. . . . . . . e 775
CreatelistenerService. . . . . . . . . . 778
CreatelLoggerService. . . . . . . . e 780
DisplayAllLogger. . . . . . o 785
DisplayCPULOQQEr. . . . . o 787
DisplayEventsLogger. . . . . . . . e 790
DisplayMemoryLogger. . . . . . . . . e 792
DisplayRecordsLogger. . . . . . . . 794
displayStatsListener. . . . . . . ... e 797
DisplayStatusLogger. . . . . . . o 800
FileSwitchLogger. . . . . . . . e 803
ListTaskListener. . . . . . . 805
ShutDOWNLOGQer. . . . . . e 807
StopTaskListener. . . . . . . . e 810
UpgradeModels. . . . . . . . e 812
UpdateListenerService. . . . . . . . . 814
UpdateLoggerServiCe. . . . . . . . . e 817

Chapter 22: infacmd rms Command Reference.............................. 823

ListComputeNodeAttributes. . . . . . . . ... e 823
ListServiceOptions. . . . . . . . 825
SetComputeNodeAttributes. . . . . . . . . . e 826
UpdateServiceOptions. . . . . . . . . . e 828

Resource Manager Service Options. . . . . . . . . . . .. 830
Chapter 23: infacmd rtm Command Reference...............ccccoeveiin.... 831
Deploylmport. . . . . e 831
EXPOIt. . . 833
IO, . . 835
Chapter 24: infacmd sch Command Reference...............ccocevvenn.t. 838
CreateSchedule. . . . . . .. 838

Valid Time Zone Parameters. . . . . . . . . . 842
DeleteSchedule. . . . . . . . 846
ListSchedule. . . . . . . . 848
ListServiceOptions. . . . . . . . 850
ListServiceProcessOptions. . . . . . . . . . . 851
PauseAll. . . . . 853

Table of Contents



PauseSchedule. . . . . . . .. e 854

ResumeAll. . . . 855
ResumeSchedule. . . . . . . . 857
UpdateSchedule. . . . . . . . e 858
UpdateServiceOptions. . . . . . . . . . e 862

Scheduler Service Options. . . . . . . . . 863
UpdateServiceProcessOptions. . . . . . . . . . . 864

Scheduler Service Process Options. . . . . . .. ... . . . e 866
Upgrade. . . ... e 867
Chapter 25: infacmd search Command Reference..................cooooet. 869
CreateService. . . . . . . . . . 869
ListServiceOptions. . . . . . . . . e 872
ListServiceProcessOptions. . . . . . . . . . . 873
UpdateServiceOptions. . . . . . . . . e 874
UpdateServiceProcessOptions. . . . . . . . .. . 876
Chapter 26: infacmd sql Command Reference...... e e e e 879
ExecuteSQL. . . . . . . 879
ListColumnOptions. . . . . . . . 880
ListColumnPermissions. . . . . . . . . 882
ListSQLDataServiceOptions. . . . . . . . . . .. e 883
ListSQLDataServicePermissions. . . . . . ... ... 885
ListSQLDataServices. . . . . . . . . 886
ListStoredProcedurePermissions. . . . . . .. . .. 888
ListTableOptions. . . . . . . 889
ListTablePermissions. . . . . . . . . . 891
PurgeTableCache. . . . . . . . . . e 893
RefreshTableCache . . . . . . . . . . 894
RenameSQLDataService. . . . . . . . . 896
SetColumnPermissions. . . . . . . . . 897
SetSQLDataServicePermissions. . . . ... .. ... 899
SetStoredProcedurePermissions. . . . . . . ... 901
SetTablePermissions. . . . . . . . . 904
StartSQLDataService. . . . . . . 906
StopSQLDataService. . . . . . . e 908
UpdateColumnOptions. . . . . . .. .. . e 909

Column Options. . . . . . . . 911
UpdateSQLDataServiceOptions. . . . . . . . . . . e 912

SQL Data Service Options. . . . . . . . . . . 913
UpdateTableOptions. . . . . . . . . . e 915

Virtual Table Options. . . . . . . . . . e 917

Table of Contents

17



18

Chapter 27: infacmd tdm Command Reference.............cccoiiiiaian.... 918

CreateService. . . . . . . . . L 918
CreateContents. . . . . . . . 924
EnableService. . . . . . . 925
DisableService. . . . . . . 926
Chapter 28: infacmd wfs Command Reference................c.cooiiai.l 928
abortWorkflow. . . . . . 928
bulkComplete. . . . . . . e 930
cancelWorkflow. . . . . . 932
completeTask. . . . . . . 934
createTables. . . . . . L 936
delegateTask. . . . . . . 938
dropTables. . . . . . 940
listActiveWorkflowlnstances. . . . . . . . . e 941
listMappingPersistedOutputs. . . . . . . . . ... 943
listTasks. . . . . 944
listWorkflowParams. . . . . ... 948

listWorkflowParams OQutput. . . . . . . . . .. e 949
listWorkflows. . . . . . 950
recoverWorkflow. . . . . . L 952
releaseTask. . . . . . .. 953
setMappingPersistedOutputs. . . . . . . . . L 955
startTask. . . . . 957
startWorkflow. . . . . . L 959
upgradeWorkflowParameterFile. . . . . . . .. .. ... 961

Chapter 29: infacmd ws Command Reference................ccccivivie...... 964

ListOperationOptions. . . . . . . . . .. e 964
ListOperationPermissions. . . . . . . . . . . e 966
ListWebServiceOptions. . . . . . . . . . 968
ListWebServicePermissions. . . . . . . . ... 969
ListWebServices. . . . . . . . 971
RenameWebService. . . . . . . . 972
SetOperationPermissions. . . . . . . . . . . .. 974
SetWebServicePermissions. . . . . . . .. . 976
StartWebService. . . . . . . 979
StopWebService. . . . . . 981
UpdateOperationOptions. . . . . . . . . . . 982

Operation Options. . . . . . . . 983
UpdateWebServiceOptions. . . . . . . . . ... e 984

Web Service Options. . . . . . . . . . e 985

Table of Contents



Chapter 30: infacmd xrf Command Reference.................cccoeeieian.... 988
generateReadableViewXML. . . . . . . ... 988
updateEXportXML. . . . . . 988

Chapter 31: infacmd Control Files............ccoiiiiiiiiiiiiiiiiii... 990

infacmd Control Files Overview. . . . . . . . . ... 990
Control File Configuration. . . . . . . . . .. ... e 990
Control File Naming Conventions. . . . . . . . . . . ... .. 991
Export Control Files. . . . . . . . .. e 991
Export Control File Parameters for Domain Objects. . . . . ... .................... 992
Export Control File Parameters for Model Repository Objects. . . . . . ................ 993
Import Control Files. . . . . . . . . . . e 996
Import Control File Parameters for Domain Objects. . . . .. ... ... ..... ... ......... 996
Import Control File Parameters for Model Repository Objects. . . . .. ................ 998
Rules and Guidelines for Control Files. . . . . . . . . . ... .. . . . . . . 1003
Control File Examples for Domain Objects. . . . . . ... ... . . .. .. . . . i 1003
Control File Examples for Model Repository Objects. . . .. ... ... ... .. ... ... ... ..... 1004

Chapter 32: infasetup Command Reference.................ccccoeo..... 1007

Using infasetup. . . . . . . .. e 1007
Running Commands. . . . . . . . . e e 1008
Command OptioNnS. . . . . . . 1008
infasetup Return Codes. . . . . . . . . .. . e 1008
Using Database Connection Strings. . . . . . ... ... ... . . . . .. . ... 1008

BackupDomain. . . . . . .. e 1009

DefineDomain. . . . . . . 1011

DefineGatewayNode. . . . . . . . . e 1019

DefineWorkerNode. . . . . . . ... . 1026

DeleteDomain. . . . . . . oo 1030

GenerateEncryptionKey. . . . . . . . e 1032

Help. . o e 1033

ListDomainCiphers. . . . . . . . . . . e 1034

MigrateEncryptionKey. . . . . . . . 1034

RestoreDomain. . . . . . . .. 1035

restoreMitKerberosLinkage. . . . . . . . . ... e 1038

SwitchToKerberosMode. . . . . . . .. . e 1038

UpdateDomainCiphers. . . . . . . . . 1039

UpdateGatewayNode. . . . . . . . . .. 1041

UpdateKerberosAdminUsSer. . . . . . . . . e 1046

UpdateKerberosConfig. . . . . . . . . . . . 1047

updateMitKerberosLinkage. . . . . . . . . . 1047

updateDomainSamliConfig. . . . . . . . . ... 1048

Table of Contents

19



20

UpdateWorkerNode. . . . . . . . ... e 1049

UnlockUSer. . . . . o 1052
ValidateandRegisterFeature. . . . . . . . .. ... 1052
Chapter 33: pmcmd Command Reference............c.cociinininienan..... 1054
Using pmemd. . . . . .o 1055

Running Commands in Command LineMode. . . . . .. ... .. ... ... .. ... ...... 1055

Running Commands in Interactive Mode. . . . . . . ... ... .. . ... . ... .. 1057

Runningin Wait Mode. . . . . . . . . . 1058

Scripting pmemd Commands. . . . . . . ... 1058

Entering Command Options. . . . . . . . . .. . e 1059
AbortTask. . . . . . 1059
abortworkflow. . . . . . 1061
Connect. . . . . . 1063
Disconnect. . . . . . .. 1064
EXit. . 1065
GetRunningSessionsDetails. . . . . . . .. . 1065
GetServiceDetails. . . . . . .. L 1066
GetServiceProperties. . . . . . . ... e 1068
getsessionstatistics. . . . . . . . .. 1069
GetTaskDetails. . . . . . . . .. 1071
getworkflowdetails. . . . . . . ... e 1073
Help. . . e 1076
PingService. . . . . 1077
RecoverWorkflow. . . . . . o 1077
ScheduleWorkflow. . . . . . .. L 1079
SetFolder. . . . . . 1081
SetNoWait. . . . . . 1081
SetWait. . . . . 1081
ShowSettings. . . . . . .o 1082
StartTask. . . . . . 1082

Using Parameter Files with starttask. . . . . . ... . ... ... .. . ... .. . ... ... .... 1084
StartWorkflow. . . . .. 1085

Using Parameter Files with startworkflow. . . . . .. ... ... ... ... ... .. ...... 1087
StOPTasK. . . . o e 1088
StopWorkflow. . . . . . . e 1090
UnscheduleWorkflow. . . . . . . 1092
UnsetFolder. . . . . . . . 1093
VErSiON. © . . . e 1094
WaitTask. . . . . o 1094
WaitWorkflow. . . . . 1096

Table of Contents



Chapter 34: pmrep Command Reference.............cccoveiiiiiiiininnn... 1098

USING PMIrep. . . . o o 1100
Running Commands in Command LineMode. . . . . .. ... ... ... ... .. ... ..... 1100
Running Commands in Interactive Mode. . . . . . . ... ... . . . ... . ... .. .. 1100
Running Commands in Normal Mode and Exclusive Mode. . . . ... ... ... ........... 1101
pmrep Return Codes. . . . . . . . ... 1101
Using Native Connect Strings. . . . . . . . . . . . . 1101
Scripting pmrep Commands. . . . . . ... 1101
Connection Subtypes. . . . . . . .. 1102

AddToDeploymentGroup. . . . . . . . e 1105

ApplyLabel. . . . 1106

AssignintegrationService. . . . . . . .. 1108

ASSIgNPErmMISSION. . . . . . . 1109
EXample. . . . e 1110

BackUp. . . . . e 1111

ChangeOwner. . . . . . . e 1111

CheckIn. . . . . 1112

CleanUp. . . . o e 1113

ClearDeploymentGroup. . . . . . . . oo it e 1113

Connect. . . . . . 1114

Create. . . . . 1115

CreateConnection. . . . . . . . . . . . ..o 1116
Specifying the Database Code Page. . . . . . ... ... .. . .. .. .. ... 1119

CreateDeploymentGroup. . . . . . . . . . . 1119

CreateFolder. . . . . . .. 1120
Assigning Permissions. . . . . . . . .. 1121

CreateLabel. . . . . . . 1121

CreateQuUETY. . . . . . 1122

Delete. . . . . o 1127

DeleteConnection. . . . . . . . 1128

DeleteDeploymentGroup. . . . . . . ..ot 1129

DeleteFolder. . . . . . . . 1129

DeleteLabel. . . . . . .. 1130

DeleteObject . . . . . . . e 1130

DeleteQuUery. . . . o o o 1131

DeployDeploymentGroup. . . . . . . . o o 1132

DeployFolder. . . . . . . . e e 1133

ExecuteQUEry. . . . . . 1135

EXit. . 1136

FindCheckout. . . . . . . . 1136

GetConnectionDetails. . . . . . . . .. . . 1138

Table of Contents

21



22

Help. . . e 1140
InstallAbapProgram. . . . . . . . . 1140
KillUserConnection. . . . . . . . . 1142
ListConnections. . . . . . . . . . ... 1143
ListObjectDependencies . . . . . . . . . . e 1144
ListObjects. . . . . . . 1146
Listing Object Types. . . . . . o o e 1148
Listing Folders. . . . . . .. . e 1150
Listing Objects. . . . . . . . . 1151
ListTablesBySess. . . . . . . . . e 1151
ListUserConnections. . . . . . . ... ... . . 1152
MassUpdate. . . . . . ... e 1153
Session Property TYPesS. . . . . o o o e 1155
Rules and Guidelines for MassUpdate. . . . . ........ ... .. ... ... ... ......... 1158
Sample Log File. . . . . . . .. e 1158
ModifyFolder. . . . . . . 1159
NOtIfY. . o 1160
ObJeCtEXPOrt. . . . . 1161
EXamples. . . . e 1162
Objectimport . . . . e 1163
PUrgeVversion. . . . . . . e 1164
EXamples. . . . e 1166
Register. . . . e 1166
RegisterPlugin. . . . . . . . e 1167
Registering a Security Module . . . . . . . ... 1169
EXample. . . . e 1169
RestOre. . . . 1169
Example. . . . e 1170
RollbackDeployment . . . . . . . . e 1171
Example. . . .. e 1171
RUN. 1171
ShowConnectionInfo. . . . . ... . 1172
SwitchConnection. . . . . . . . . 1173
Truncatelog. . . . . . . 1173
UndoCheckout. . . . . . .. 1174
Unregister. . . . . . 1175
UnregisterPlugin. . . . . . 1176
Unregistering an External Security Module. . . . .. .. ... .. .. ... .. 1177
Example. . . .. e 1177
UpdateConnection. . . . . . . . . ... e e 1178
UpdateEmailAddr. . . . . . e 1180

Table of Contents



UpdateSeqGenVals. . . . . . .. .. e 1181

UpdateSrcPrefix. . . . . . . . e 1182
UpdateStatistics . . . . . . . . . 1183
UpdateTargPrefix. . . . . . . . . e 1183
Upgrade. . . ... e 1184
UninstallAbapProgram. . . . . . . . .. . e 1185
Validate. . . . ..o 1186
VEISION. .« o 1188
Chapter 35: Working with pmrep Files............cooiiiiiiiiiiiiiniiit 1190
Working with pmrep Files Overview. . . . . . . . . . e 1190
Using the Persistent Input File . . . . . . . . .. 1190
Creating a Persistent Input File withpmrep. . . ... .. ... ... .. .. ... . ...... ... 1191
Creating a Persistent Input File Manually. . . .. ... ... ... . ... .. .. ... ..... 1191
Using the Object Import Control File. . . . . . . . .. .. . 1192
Object Import Control File Parameters. . . . . .. .. ... . . . .. .. . . e 1194
Object Import Control File Examples. . . . . . . . . ... . 1197
Importing Source Objects. . . . . . . . . . 1197
Importing Multiple ObjectsintoaFolder. . . . . ... ... ... ... .. ... .. ......... 1198
Checking In and Labeling Imported Objects. . . . . .. ..... .. ... ... .. ... . ..... 1198
Retaining Sequence Generator and Normalizer Values. . . . ... ... ... ... ....... 1198
Importing Objects and Local Shortcut Objects to the Same Repository. . . . ... ... ..... 1199
Importing Shortcut Objects from Another Repository. . . .. ... ............... ... 1199
Importing Objects to Multiple Folders. . . . . .. ... . . . 1200
Importing Specific Objects. . . . . . . . ... . e 1200
Reusing and Replacing Dependent Objects. . . . . ... . ... ... .. . ... . . ... .. .. ... 1200
Replacing Invalid Mappings. . . . . . . . .. . 1201
Renaming Objects. . . . . . . . . . e 1201
Copying SAP Mappings and SAP Program Information. . . . .. ... ................ 1202
Applying Default Connection Attributes. . . . . ... .. ... ... .. 1202
Resolving Object Conflicts. . . . . .. ... .. . .. . . e 1202
Using the Deployment Control File. . . . . . . . . . . . . . . . . e 1203
Deployment Control File Parameters. . . . . . . . . ... ... .. . e 1205
Deployment Control File Examples. . . . . . . . . . . e 1208
Deploying the Latest VersionofaFolder. . . . . . ... ... .. ... .. . . ... .. ... ..... 1209
Deploying the Latest Version of a Deployment Group. . . . . .. ................... 1209
Listing Multiple Source and Target Folders . . . . .. ... ... ... ... ... . . ......... 1209
Tips for Working with pmrep Files. . . . . . . . . .. . . e 1210
1T T 1212

Table of Contents

23



Preface

The Informatica Command Reference is written for Informatica administrators and developers who manage
the repositories and administer the domain and services. This guide assumes you have knowledge of the
operating systems in your environment. This guide also assumes you are familiar with the interface
requirements for the supporting applications.

Informatica Resources

24

Informatica Network

Informatica Network hosts Informatica Global Customer Support, the Informatica Knowledge Base, and other
product resources. To access Informatica Network, visit https://network.informatica.com.

As a member, you can:

o Access all of your Informatica resources in one place.

e Search the Knowledge Base for product resources, including documentation, FAQs, and best practices.
¢ View product availability information.

¢ Review your support cases.

e Find your local Informatica User Group Network and collaborate with your peers.

Informatica Knowledge Base

Use the Informatica Knowledge Base to search Informatica Network for product resources such as
documentation, how-to articles, best practices, and PAMs.

To access the Knowledge Base, visit https://kb.informatica.com. If you have questions, comments, or ideas
about the Knowledge Base, contact the Informatica Knowledge Base team at
KB_Feedback@informatica.com.

Informatica Documentation

To get the latest documentation for your product, browse the Informatica Knowledge Base at
https://kb.informatica.com/_layouts/ProductDocumentation/Page/ProductDocumentSearch.aspx.

If you have questions, comments, or ideas about this documentation, contact the Informatica Documentation
team through email at infa_documentation@informatica.com.
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Informatica Product Availability Matrixes

Product Availability Matrixes (PAMSs) indicate the versions of operating systems, databases, and other types
of data sources and targets that a product release supports. If you are an Informatica Network member, you
can access PAMs at
https://network.informatica.com/community/informatica-network/product-availability-matrices.

Informatica Velocity

Informatica Velocity is a collection of tips and best practices developed by Informatica Professional
Services. Developed from the real-world experience of hundreds of data management projects, Informatica
Velocity represents the collective knowledge of our consultants who have worked with organizations from
around the world to plan, develop, deploy, and maintain successful data management solutions.

If you are an Informatica Network member, you can access Informatica Velocity resources at
http://velocity.informatica.com.

If you have questions, comments, or ideas about Informatica Velocity, contact Informatica Professional
Services at ips@informatica.com.

Informatica Marketplace

The Informatica Marketplace is a forum where you can find solutions that augment, extend, or enhance your
Informatica implementations. By leveraging any of the hundreds of solutions from Informatica developers
and partners, you can improve your productivity and speed up time to implementation on your projects. You
can access Informatica Marketplace at https://marketplace.informatica.com.

Informatica Global Customer Support

You can contact a Global Support Center by telephone or through Online Support on Informatica Network.

To find your local Informatica Global Customer Support telephone number, visit the Informatica website at
the following link:
http://www.informatica.com/us/services-and-training/support-services/global-support-centers.

If you are an Informatica Network member, you can use Online Support at http://network.informatica.com.
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CHAPTER 1

Command Line Programs and
Utilities

This chapter includes the following topic:

e Command Line Programs and Utilities Overview, 26

Command Line Programs and Utilities Overview

The Informatica installation includes customer support tools and command line programs and utilities. Use
the command line programs and utilities to manage the Informatica domain, application services, and

objects. You can run the command line programs and utilities on any machine that can access the
Informatica domain.

When you install the Informatica services or the Informatica clients, the command line programs and utilities

are installed by default. You can also install and run the programs and utilities on other machines by
installing the Informatica utilities.

The following table describes the Informatica utilities:

Command Line Description
Program
infacmd Administer the Informatica domain and application services and processes, including the

repository and integration services. You can also use infacmd to access and administer
licenses and log events and export and import objects and user accounts.

infasetup Administer domains and nodes.
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The following table describes the PowerCenter® utilities:

Command Line

Description

Program

pmcmd Manage workflows. Use pmemd to start, stop, schedule, and monitor workflows.
pmpasswd Encrypt passwords to use with pmemd and pmrep environment variables.

pmrep Performs repository administration tasks. Use pmrep to list repository objects, create and

edit groups, and restore and delete repositories.

The following table describes the Metadata Manager utilities:

Command Line Description
Program
mmcmd Load and manage resources. Import and export models and custom resources.

mmLineageMigrator

Migrate data lineage linking information after you upgrade from Metadata Manager 9.6.x
to the current version.

Note: Because this program runs automatically, do not run this program unless the
migration fails and you fix the error or unless you are directed to run this program by
Informatica Global Customer Support.

mmRepoCmd

Create, delete, back up, and restore Metadata Manager repository contents. Restore a
PowerCenter repository back-up file that contains Metadata Manager objects to the
PowerCenter repository database.

mmXConPluginUtil

Generate the image mapping information or the plug-in for a universal XConnect.

rmu

Migrate resources from a previous version of Metadata Manager to the current version.

rcfmu

Migrate a resource configuration file from a previous version of Metadata Manager to the
current version.

Command Line Programs and Utilities Overview
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CHAPTER 2

Installing and Configuring
Command Line Utilities

This chapter includes the following topics:

¢ Installing and Configuring Command Line Utilities Overview, 28

¢ |Installing the Command Line Utilities, 29

e Configuring the Command Line Utilities, 30

e Security Configuration for Informatica Utilities , 32

Installing and Configuring Command Line Utilities
Overview

When you install the Informatica services or the Informatica clients, the command line utilities are installed
by default. You can also install and run the command line utilities on any machine without installing the
Informatica products.

To install and configure the command line utilities on a machine that does not have the Informatica products
installed, complete the following tasks:

¢ Install the command line utilities.
e Configure the command line utilities.

Before you run the command line programs, you must configure the environment variables for the
command line programs. You must also grant run permission on the utility files to user accounts that run
the commands.

e Configure security for the command line utitilities.

If secure communication is enabled for the domain or if the domain uses Kerberos authentication,
perform security configuration on the machines where you installed the command line utilities.
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Installing the Command Line Utilities

Informatica provides a separate zip file to install the command line utilities on a machine that does not have
the Informatica products installed.

1. Contact Informatica Global Customer Support to get the command line utilities zip file.
2. Extract the files to the machine where you want to run the command line utilities.

3. On Windows, install the Microsoft Visual Studio 2013 redistributable package included in the extracted
files. Run the 32-bit or 64-bit file located in the following directory:

<Utilities installation directory>/PowerCenter/server/VS2013

Informatica products on Windows require the Microsoft Visual Studio 2013 redistributable package.
When you install the Informatica services or the Informatica clients, the installer installs the
redistributable package for you. When you install the standalone command line utilities, the
redistributable package is included in the extracted files, and you must manually install the package.

Installation Directories

The installation directories of the command line utilities vary based on whether the utilities are installed with
Informatica services installation, Informatica client installation, or standalone command line utilities
installation.

Informatica Services Installation

The Informatica utilities are installed in the following directory:

<Informatica installation directory>/isp/bin

The PowerCenter utilities are installed in the following directory:

<Informatica installation directory>/server/bin

The Metadata Manager utilities are installed in the following directory:

<Informatica installation directory>/services/MetadataManagerService/utilities
Informatica Client Installation

When you install the Developer tool, the Informatica utilities are installed in the following directory:

<Informatica installation directory>/clients/DeveloperClient/infacmd

When you install the PowerCenter client, the PowerCenter utilities are installed in the following directory:

<Informatica installation directory>/clients/PowerCenterClient/CommandLineUtilities/PC/
server/bin

When you install the PowerCenter client, the Metadata Manager utilities are installed in the following
directory:

<Informatica installation directory>/clients/PowerCenterClient/CommandLineUtilities/MM
Command Line Utilities Installation

The Informatica utilities are installed in the following directory:

<Utilities installation directory>/PowerCenter/isp/bin

The PowerCenter utilities are installed in the following directory:

<Utilities installation directory>/PowerCenter/server/bin
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The Metadata Manager utilities are installed in the following directory:

<Utilities installation directory>/MetadataManager/utilities

Configuring the Command Line Utilities

Configure the path and environment variables as required by the command line utilities. Grant execute
permission on the utility files to user accounts that run the commands.

Configure the Informatica Utilities

Configure the environment variables required for the infacmd and infasetup command line programs.
To run infacmd, set the ICMD_JAVA_OPTS environment variable.

To run infasetup, set the INFA_LJAVA_CMD_OPTS environment variable.

Configure the PowerCenter Utilities

Before you run the PowerCenter utilities, use the following guidelines to configure the program files and
variables:

e To run pmrep, pmcmd, and pmpasswd, copy the domains.infa file for the Informatica domain to the
utilities directory.

e To run pmrep, pmcmd, and pmpasswd on UNIX, set the INFA_LHOME, PATH, and library path environment
variables to the location of the utilities.

For example, if the command line utilities are installed in the /data/Informatica cmd utilities/ folder,
then the PowerCenter utilities are located in the /data/Informatica cmd utilities/PowerCenter/

server/bin folder. On Linux, you can set the environment variables at the command prompt as follows:
setenv INFA HOME /data/Informatica cmd utilities/PowerCenter/
setenv PATH .:/data/Informatica cmd utilities/PowerCenter/server/bin:$PATH
setenv LD LIBRARY PATH .:/data/Informatica cmd utilities/PowerCenter/server/bin:
$LD LIBRARY PATH

Note: Restart the machine after you configure the INFA_HOME or library path environment variable.

Configure the Metadata Manager Utilities

To configure the Metadata Manager utilities, configure environment variables that specify the location of the
Java Virtual Machine and the Informatica root directory. You must also verify the shared library location for
Solaris.

If the domain uses Kerberos authentication, create the domains.infa file. Metadata Manager command line
programs use the domains.infa file to get gateway connectivity information for the domain.

Configure the following environment variables:
JAVA_HOME

Specifies the location of the Java Virtual Machine. Set JAVA_HOME to the PowerCenter Java directory in
the command line utilities installation. For example:

<Utilities installation directory>\PowerCenter\java
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Set this environment variable in each Metadata Manager command line program as follows:

1. Open the batch file or shell script with a text editor.

2. Find the line that sets JAVA_HOME to @INFA JDK_HOMEQ.

3. Replace the string @INFA_JDK_HOME® with the PowerCenter Java directory. For example:
set JAVA HOME=C:\InfaUtilities\PowerCenter\java

4. Save and close the batch file or shell script.

INFA_HOME

Specifies the Informatica root directory so that any Informatica application or service can find the other
Informatica components that it needs to run. Set INFA_HOME to the PowerCenter directory in the
command line utilities installation. For example:

<Utilities installation directory>\PowerCenter
Set this environment variable on each machine where you installed the Informatica utilities.
LD_LIBRARY_PATH

Required for Solaris. Specifies the shared library location. Verify that the LD_LIBRARY_PATH
environment variable contains the following directories:

${JAVA HOME}/jre/lib/sparcv9/server:${JAVA HOME}/jre/lib/sparcv9/jli
Set this environment variable on each machine where you installed the Informatica utilities.

Note: Restart the machine after you configure the INFA_HOME or LD_LIBRARY_PATH environment variable.

Create the domains.infa File

The domains.infa file contains the gateway connectivity information for the domain. When the domain uses
Kerberos authentication, create the domains.infa file so that the command line programs can get the
gateway connectivity information for the domain.

If the domain uses Kerberos authentication, you must enter domain connectivity information when you run
the command line program commands. You enter domain connectivity information through the -
domainName option or the --gateway option. To use the --domainName option, the domains.infa file must
contain the domain gateway connectivity information. If the domains.infa file does not exist or the
information in the file is out of date, you must use the --gateway option when you run any command that
connects to the domain.

When you install Informatica services, the domains.infa file is available in the INFA_HOME directory. For any
other installation, create the file and verify that it is available on the machine from which you want to run the
commands.

To create the domains.infa file, run the infacmd isp UpdateGatewaylnfo command. The command creates or
updates the domains.infa file in the PowerCenter directory in the command line utilities installation, for
example, <Utilities installation directory>\PowerCenter
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Security Configuration for Informatica Utilities

32

When you install Informatica utilities, you might need to configure the machines based on the domain
security configuration. If you do not configure the machines correctly, the command line programs might not
be able to authenticate users with the domain.

Configure the machines where you installed the Informatica utilities when the domain uses the following
security configurations:

Secure communication

If secure communication is enabled for the domain, you might need to configure the machines to use the
truststore file. If you use a custom truststore file, you must configure environment variables that specify
the truststore file directory and the truststore password.

Kerberos authentication

If the domain uses Kerberos authentication, you must copy the Kerberos configuration file to the
machines where you installed the Informatica utilities. You must also configure the machines to locate
the Kerberos configuration file for the domain.

RELATED TOPICS:

e “Running Commands in a Secure Domain” on page 36

e “Running Commands on UNIX with Kerberos Authentication” on page 36

e “Running Commands on Windows with Kerberos Authentication” on page 38
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CHAPTER 3

Using the Command Line
Programs

This chapter includes the following topics:

Using the Command Line Programs Overview, 33

Entering Options and Arguments, 34

Syntax Notation, 35

Running Commands in a Secure Domain, 36

Running Commands on UNIX with Kerberos Authentication, 36

Running Commands on Windows with Kerberos Authentication, 38

Using the Command Line Programs Overview

Informatica includes command line programs that you use to complete tasks from any machine in the
Informatica environment. The command line programs allow you to run a subset of tasks that you can
complete in Informatica Administrator.

For example, you can enable or disable a Repository Service from the Administrator tool or the infacmd
command line program.

Informatica includes the following command line programs:

infacmd. Use infacmd to access the Informatica application services.
infasetup. Use infasetup to complete installation tasks such as defining a node or a domain.

pmecmd. Use pmcmd to manage workflows. You can start, stop, schedule, and monitor workflows using
pmcmd.

pmrep. Use pmrep to complete repository administration tasks such as listing repository objects, creating
and editing groups, and restoring and deleting repositories.

mmemd. Use mmcmd to load and manage resources and to import and export models and custom
resources.

mmLineageMigrator. Use mmLineageMigrator to migrate data lineage linking information after you
upgrade from Metadata Manager 9.6.x to the current version.

Note: Because this program runs automatically, do not run this program unless the migration fails and you
fix the error or unless you are directed to run this program by Informatica Global Customer Support.
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mmRepoCmd. Use mmRepoCmd to create, delete, back up, and restore Metadata Manager repository
contents. You can also restore a PowerCenter repository back-up file that contains Metadata Manager
objects to the PowerCenter repository database.

mmXConPluginUtil. Use mmXConPluginUtil to generate the image mapping information or the plug-in for
a universal XConnect.

rcfmu. Use rcfmu to migrate a resource configuration file from a previous version of Metadata Manager to
the current version.

rmu. Use rmu to migrate resources from a previous version of Metadata Manager to the current version.

To run command line programs on UNIX, you may need to set the library path environment variable to the
location of the Informatica utilities.

For ease of use, you can configure environment variables that apply each time you run the command line
programs.

For example, you can set an environment variable for the default domain name, user, and password to avoid
typing the options at the command line.

Entering Options and Arguments

34

Each command line program requires a set of options and arguments. These include user name, password,
domain name, and connection information.

Use the following rules when you enter command options and arguments:

To enter options, type a hyphen followed by one letter, two letters, or a word, depending on the program
syntax for the command.
For example, the pmrep Connect command uses a single letter option for the repository name:

Connect -r <repository name>

Enter options in any order.

If any option that you specify from the command line contains spaces, enclose the option in double
quotes.

The first word after the option is the argument.

Most options require arguments.
You must separate options from arguments with a single space when using pmcmd or infacmd. You do
not have to separate options from arguments when using pmrep.

If any argument contains more than one word, enclose the argument in double quotes.
For pmrep and pmcmd, you can also use single quotes.

Unmatched quotes result in an error.
For infacmd or pmcmd, the command line programs ignore quotes that do not enclose an argument.

If an argument is in the format option name=value, and the value contains both a space and an equal
sign (=), then you must precede the equal sign with a backslash.

For example, an argument contains the option DatabaseUser, and the database user name is a#v%5~=! !.
Use the following format when you enter the argument: DBUser=a#v35~\=! !

For pmrep, you can use space characters in an argument. To specify an argument containing space
characters, enclose the argument with either single or double quote characters. When you use either
single or double quotation marks in the argument, you must precede the required quotation marks with a
backslash.
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Syntax Notation

The following table describes the notation used in this book to show the syntax for all Informatica command

line programs:

Convention

Description

Option placed before a argument. This designates the parameter you enter.

For example, to enter the user name for pmemd, type -u or -user followed by the
user name.

<X >

Required option. If you omit a required option, the command line program returns
an error message.

<x|y>

{x1y}

Select between required options. For the command to run, you must select from the
listed options. If you omit a required option, the command line program returns an
error message.

In pmrep, curly brackets denote groupings of required options, as in the following
example:

KillUserConnection
{-1 <connection id> |
-n <user name> |
-a (kill all)}

If a pipe symbol (|) separates options, you must specify exactly one option. If
options are not separated by pipe symbols, you must specify all the options.

[x]

Optional parameter. The command runs whether or not you enter optional
parameters. For example, the Help command has the following syntax:

Help [Command]

If you enter a command, the command line program returns information on that
command only. If you omit the command name, the command line program returns
a list of all commands.

[xly]

Select between optional parameters.

For example, many commands in pmcmd run in either the wait or nowait mode.
[-wait|-nowait]

If you specify a mode, the command runs in the specified mode. The command runs
whether or not you enter the optional parameter.

If you do not specify a mode, pmemd runs the command in the default nowait
mode.

< <x|y> | <alb>>

When a set contains subsets, the superset is indicated with bold brackets < > .
A bold pipe symbol ( | ) separates the subsets.

(text)

In pmrep, parentheses surround descriptive text, such as the list of the possible
values for an argument or an explanation for an option that does not take an
argument.
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Running Commands in a Secure Domain

If the Informatica domain has secure communication enabled, you must set environment variables on the
machine that hosts the command line programs to run the commands securely. You must set the
environment variables before you run the infacmd, pmrep, mmemd, mmRepoCmd, and pmemd commands.

Set the following environment variables before you run the commands:
INFA_TRUSTSTORE

Set the INFA_TRUSTSTORE environment variable with the directory that contains the truststore files for
the SSL certificates. The directory must contain truststore files named infa_truststore.jks and
infa_truststore.pem. You must set the INFA_TRUSTSTORE variable whether you use the default SSL
certificate from Informatica or you specify a SSL certificate.

INFA_TRUSTSTORE_PASSWORD

If you specify the SSL certificate to enable secure communication in the domain, set the
INFA_TRUSTSTORE_PASSWORD environment variable with the password for the infa_truststore.jks that
contains the SSL certificate. You do not need to set this variable if you use the default SSL certificate
from Informatica.

Note: The password must be encrypted. Use the command line program pmpasswd to encrypt the
password with encryption type CRYPT_SYSTEM. For more information, see “Encrypting Passwords” on

page 55.

Running Commands on UNIX with Kerberos
Authentication

36

If the Informatica domain uses Kerberos authentication, set the Kerberos configuration environment variable
before you run the command line programs. If you run the command line programs with single sign-on, you
must generate a credential cache file and specify the path and file name in an environment variable.

You must set the environment variables before you run the infacmd, pmrep, mmcmd, mmRepoCmd, and
pmcmd commands on UNIX.

Running Commands on UNIX with Single Sign-On

If you run the command line programs with single sign-on, you must generate a credentials cache file to
authenticate the user account running the commands on the Kerberos network. Use the kinit utility to
generate the credentials cache file.

If you have a credentials cache file, you can run the commands without the user name and password options.
To run commands on UNIX with single sign-on, perform the following tasks:

1. Set the Kerberos environment variables.

2. Download the kinit utility and generate a credentials cache file.
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Setting the Kerberos Environment Variables

On the machine that hosts the command line programs, specify the location of the credential cache and
configuration file in the Kerberos environment variables.

Set the following environment variables:
KRB5CCNAME

Stores the default path and filename for the Kerberos credentials cache. When you run the kinit utility to
generate the user credential cache, kinit stores the credential cache in the default file that you set in the
KRB5CCNAME environment variable.

KRB5_CONFIG

Stores the path and file name of the Kerberos configuration file. The name of the Kerberos configuration
file is krb5.conf. For information about the contents of the krb5.conf file, see the Informatica Security
Guide.

Generating the Credentials Cache File

Use the Kerberos kinit utility to generate the credentials cache file for the user account that runs the
command line programs. The utility is available with the MIT Kerberos V5 download package.

To generate the credentials cache file, perform the following tasks:

1. Download and install MIT Kerberos V5.

You can download MIT Kerberos V5 from the following website:
http://web.mit.edu/Kerberos/dist/#krb5-1.12

2. Run the kinit utility and specify the user principal name.

When you create the user credentials cache, you must use the forwardable (-f) or proxiable (-p) option.
On Solaris 10, use the proxiable option. On other UNIX platforms, use the forwardable option. You can
use the following command syntax:

Solaris 10

kinit -p <principal name>
Other UNIX platforms
kinit -f <principal name>

The format for the principal name is <username>@<realmname.com>. Enter the realm name in
uppercase letters.

Note: If you set the KRB5CCNAME environment variable before you run the kinit utility, kinit stores the
credentials cache in the location specified in the environment variable.

3. Enter the password for the user account.

Running Commands on UNIX Without Single Sign-On

To run commands on UNIX without single sign-on, set the KRB5_CONFIG environment variable to the path and
file name of the Kerberos configuration file. Include the user name and password when you run the command
or set the user name and password in environment variables.

The commands determine the user credentials based on how you specify the user name and password. The
commands check the credentials in the following order:

1. Command options. If you include the user name option (-un) and the password option (-pd) in the
command, the command uses the user name and password specified for the options.
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2. Environment variables. If you do not include the user name and password options in the command, the
command uses the user name and password specified in the environment variables
INFA_DEFAULT_DOMAIN_USER and INFA_DEFAULT_DOMAIN_PASSWORD.

Note: If you do not set the credentials in the command options or environment variables, the command
checks for a credential cache file. If a credential cache is available, the command runs with single sign-on.

Running Commands on Windows with Kerberos
Authentication
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On Windows, the infacmd, pmrep, mmcmd, mmRepoCmd, and pmecmd commands use the logged in
credentials for single sign-on. You do not have to generate a credential cache file.

If you do not use single sign-on on Windows, set the KRB5_CONFIG environment variable to the path and file
name of the Kerberos configuration file. The name of the configuration file is krb5.conf.

The commands determine the user credentials based on how you specify the user name and password. The
commands check the credentials in the following order:

1. Command options. If you include the user name option (-un) and the password option (-pd) in the
command, the command uses the user name and password specified for the options.

2. Environment variables. If you do not include the user name and password options in the command, the
command uses the user name and password specified in the environment variables
INFA_DEFAULT_DOMAIN_USER and INFA_DEFAULT_DOMAIN_PASSWORD.

Note: If you do not set the credentials in the command options or environment variables, the command uses
the logged-in credentials and runs the command with single sign-on.
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Environment Variables for
Command Line Programs
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Environment Variables for Command Line Programs
Overview

You can configure optional environment variables for the command line programs. For example, you can set
environment variables to encrypt passwords, configure time and date display options, or store the default
login information for a domain.

If you are run pmemd or pmrep in interactive mode, you must exit the command line program and then
reconnect to use changed environment variables.
On Windows, you can configure these environment variables as either user or system variables. For

information about setting environment variables on Windows, see the Windows documentation.

Note: The environment variables that you configure apply to command line programs that run on the node. To
apply changes, restart the node.

The following table describes environment variables you can configure to use with the command line

programs:
Environment Variable Command Line | Description
Programs
ICMD_JAVA_OPTS infacmd Sets Java options.
INFA_CLIENT_RESILIENCE_TIMEOUT infacmd Limits the number of seconds you want the
pmemd command line programs to spend establishing a
connection to the domain or service.
pmrep
INFA_CODEPAGENAME pmcmd Configures the character set pmemd and pmrep
pmrep use.
INFA_DEFAULT_CONNECTION_PASSWORD infacmd Stores the database truststore file password for
the secure database.
INFA_DEFAULT_DATABASE_PASSWORD infasetup Stores the default user name password for the
domain configuration database.
INFA_DEFAULT_DB_TRUSTSTORE_PASSWORD | infasetup Stores the database truststore password.
INFA_DEFAULT_DOMAIN infacmd Stores the default domain name.
pmemd
pmrep
INFA_DEFAULT_DOMAIN_PASSWORD infacmd Stores the default user name password for the
domain.
INFA_DEFAULT_DOMAIN_USER infacmd Stores the default user name for the domain.
INFA_DEFAULT_PWX_OSEPASSWORD infacmd pwx Stores an encrypted password for the operating
system.
INFA_DEFAULT_PWX_OSPASSWORD infacmd pwx Stores a plain text password for the operating
system.
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Environment Variable Command Line | Description
Programs
INFA_DEFAULT_SECURITY_DOMAIN infacmd Stores the security domain for LDAP
authentication.
INFA_JAVA_CMD_OPTS infasetup Sets Java options.
INFA_NODE_KEYSTORE_PASSWORD infasetup Stores the password for the infa_keystore.jks file.
INFA_NODE_TRUSTSTORE_PASSWORD infasetup Stores the password for the infa_truststore.jks
file.
INFA_PASSWORD infacmd Stores the default password for the user.
INFA_REPCNX_INFO pmrep Stores the name of the repository connection file.
INFA_REPOSITORY_PASSWORD infacmd Stores the default PowerCenter Repository
password for the user.
INFATOOL_DATEFORMAT pmcmd Configures the way pmcmd displays the date and
time.
<Password_Environment_Variable> pmemd Encrypts and stores the password.
pmrep
<User_Name_Environment_Variable> pmcmd Stores the user name.
pmrep

RELATED TOPICS:

e “Encrypting Passwords” on page 55

e “Setting the User Name” on page 56

ICMD_JAVA_OPTS

ICMD_JAVA_OPTS environment variable applies to the infacmd command line program.

You can configure the environment variable ICMD_JAVA_OPTS to set the Java options such as -Xmx values
and system properties. To set a system property, pass the value in the following format:

-Dproperty.name=property.value

For example, you might want to increase the system memory used by infacmd. The default system memory
for infacmd is 512 MB. To configure 1024 MB of system memory in a UNIX C shell environment, type:

setenv ICMD_JAVA OPTS "-Xmx1024m"
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Configuring ICMD_JAVA_OPTS on UNIX

To configure ICMD_JAVA_OPTS on UNIX:

» Ina UNIX C shell environment, type:
setenv ICMD JAVA OPTS <Java Options>
In a UNIX Bourne shell environment, type:

ICMD JAVA OPTS = <Java Options>
export ICMD JAVA OPTS

Configuring ICMD_JAVA_OPTS on Windows

To configure ICMD_JAVA_OPTS on Windows:

» Enter the environment variable ICMD_JAVA_OPTS, and set the Java options such as the -Xmx values and
system properties.

For information about setting environment variables on Windows, consult the Windows documentation.

INFA_CLIENT_RESILIENCE_TIMEOUT

INFA_CLIENT_RESILIENCE_TIMEOUT environment variable applies to the infacmd, pmcmd, and pmrep
command line programs.

You can set the environment variable INFA_CLIENT_RESILIENCE_TIMEOUT to limit the number of seconds
the command line programs spend establishing connections to the domain or service. The default time is
180 seconds if you do not set this environment variable.

Configuring INFA_CLIENT_RESILIENCE_TIMEOUT on UNIX

To configure INFA_CLIENT_RESILIENCE_TIMEOUT on UNIX:

» Ina UNIX C shell environment, type:
setenv INFA CLIENT RESILIENCE TIMEOUT <number of seconds>
In a UNIX Bourne shell environment, type:

INFA CLIENT RESILIENCE TIMEOUT = <number of seconds>
export INFA CLIENT RESILIENCE TIMEOUT

Configuring INFA_CLIENT_RESILIENCE_TIMEOUT on Windows

To configure INFA_CLIENT_RESILIENCE_TIMEOUT on Windows:

» Enter the environment variable INFA_CLIENT_RESILIENCE_TIMEOUT, and set the value to the number of
seconds you want the command line programs to spend establishing a connection to the domain or
service.

For information about setting environment variables on Windows, consult the Windows documentation.
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INFA_CODEPAGENAME

INFA_CODEPAGENAME environment variable applies to the pmcmd and pmrep command line programs.

pmcemd and pmrep send commands in Unicode and use the code page of the host machine unless you set the
code page environment variable, INFA_CODEPAGENAME, to override it. If you set INFA_CODEPAGENAME for
pmcmd, the code page must be compatible with the Integration Service code page. If you set
INFA_CODEPAGENAME for pmrep, the code page name must be compatible with the repository code page. If
you set INFA_CODEPAGENAME on the machine where you run pmemd and pmrep, the code page must be
compatible with the Integration Service and the repository code pages.

If the code pages are not compatible, the command might fail.

Configuring INFA_CODEPAGENAME on UNIX

To configure INFA_CODEPAGENAME on UNIX:

» Ina UNIX C shell environment, type:
setenv INFA CODEPAGENAME <code page name>
In a UNIX Bourne shell environment, type:

INFA CODEPAGENAME = <code page name>
export INFA CODEPAGENAME

Configuring INFA_CODEPAGENAME on Windows

To configure INFA_CODEPAGENAME on Windows:

» Enter the environment variable INFA_CODEPAGENAME, and set the value to the code page name.

For information about setting environment variables on Windows, consult the Windows documentation.

INFA_DEFAULT_DATABASE_PASSWORD

INFA_DEFAULT_DATABASE_PASSWORD environment variable applies to the infasetup command line
program.

Some infasetup commands require a domain configuration database password. You can provide this
password as an option with infasetup, or you can store it as the environment variable
INFA_DEFAULT_DATABASE_PASSWORD.

Use the following steps as a guideline to use an encrypted password as an environment variable:

1. Use the command line program pmpasswd to encrypt the database user password.

pmpasswd generates and displays the encrypted password. For example, if you enter the password
“monday,” it encrypts to f/wRb5PZsZnqESTDPeos7Q==.

2. Configure the password environment variable to set the encrypted value.
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RELATED TOPICS:

e “Encrypting Passwords” on page 55

Configuring INFA_DEFAULT_DATABASE_PASSWORD on UNIX

To configure INFA_LDEFAULT_DATABASE_PASSWORD on UNIX:

1. Atthe command line, type:
pmpasswd <database password>

pmpasswd returns the encrypted password.

2. Ina UNIX C shell environment, type:
setenv INFA DEFAULT DATABASE PASSWORD <encrypted password>
In a UNIX Bourne shell environment, type:

INFA DEFAULT DATABASE PASSWORD = <encrypted password>
export INFA DEFAULT DATABASE PASSWORD

Configuring INFA_DEFAULT_DATABASE_PASSWORD on Windows

To configure INFA_LDEFAULT_DATABASE_PASSWORD on Windows:

1. Atthe command line, type:
pmpasswd <database password>

pmpasswd returns the encrypted password.

2. Enter the environment variable INFA_DEFAULT_DATABASE_PASSWORD, and set the value to the
encrypted password.

For information about setting environment variables on Windows, consult the Windows documentation.

INFA_DEFAULT_DB_TRUSTSTORE_PASSWORD

INFA_DEFAULT_DB_TRUSTSTORE_PASSWORD environment variable applies to the infasetup command line
program.

Some infasetup commands configure secure communication for the domain. You can provide the password
for the database truststore file for the secure database as an option with infasetup, or you can store it as the
environment variable INFA_DEFAULT_DB_TRUSTSTORE_DATABASE_PASSWORD.

Use the following steps as a guideline to use an encrypted password as an environment variable:

1. Use the command line program pmpasswd to encrypt the database user password.

pmpasswd generates and displays the encrypted password. For example, if you enter the password
“monday,” it encrypts to f/wWRb5PZsZnqESTDPeos7Q==.

2. Configure the password environment variable to set the encrypted value.
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Configuring INFA_DEFAULT_DB_TRUSTSTORE_PASSWORD on
UNIX

To configure INFA_LDEFAULT_DB_TRUSTSTORE_PASSWORD on UNIX:

1. Atthe command line, type:
pmpasswd <database password>
pmpasswd returns the encrypted password.
2. In a UNIX C shell environment, type:
setenv INFA DEFAULT DB TRUSTSTORE PASSWORD <encrypted password>
In a UNIX Bourne shell environment, type:

INFA DEFAULT DB TRUSTSTORE PASSWORD = <encrypted password>
export INFA DEFAULT DB TRUSTSTORE PASSWORD

Configuring INFA_DEFAULT_DB_TRUSTSTORE_PASSWORD on
Windows

To configure INFA_DEFAULT_DB_TRUSTSTORE_PASSWORD on Windows:
1. Atthe command line, type:
pmpasswd <database password>

pmpasswd returns the encrypted password.

2. Enter the environment variable INFA_DEFAULT_DB_TRUSTSTORE_PASSWORD, and set the value to the
encrypted password.

For information about setting environment variables on Windows, consult the Windows documentation.

INFA_DEFAULT_DOMAIN

INFA_DEFAULT_DOMAIN environment variable applies to the infacmd, pmcmd, and pmrep command line
programs.

The command line programs require a domain name. You can provide the domain name as an option with the
command line programs, or you can store it as the environment variable INFA_DEFAULT_DOMAIN. If you have
more than one domain, choose a default domain.

Configuring INFA_DEFAULT_DOMAIN on UNIX

To configure INFA_DEFAULT_DOMAIN on UNIX:

» Ina UNIX C shell environment, type:
setenv INFA DEFAULT DOMAIN <domain name>
In a UNIX Bourne shell environment, type:

INFA DEFAULT DOMAIN = <domain name>
export INFA DEFAULT DOMAIN
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Configuring INFA_DEFAULT_DOMAIN on Windows

To configure INFA_LDEFAULT_DOMAIN on Windows:

» Enter the environment variable INFA_DEFAULT_DOMAIN, and set the value to the domain name.

For information about setting environment variables on Windows, consult the Windows documentation.

INFA_DEFAULT_DOMAIN_PASSWORD

INFA_DEFAULT_DOMAIN_PASSWORD environment variable applies to the infacmd command line program.

Most infacmd commands require a user password. You can provide a user password as an option with
infacmd, or you can store it as the environment variable INFA_LDEFAULT_DOMAIN_PASSWORD.

Use the following steps as a guideline to use an encrypted password as an environment variable:

1. Use the command line program pmpasswd to encrypt the user password.

pmpasswd generates and displays the encrypted password. For example, if you enter the password
“monday,” it encrypts to f/wWRb5PZsZnqESTDPeos7Q==.

2. Configure the password environment variable to set the encrypted value.

RELATED TOPICS:

e “Encrypting Passwords” on page 55

Configuring INFA_DEFAULT_DOMAIN_PASSWORD on UNIX

To configure INFA_LDEFAULT_DOMAIN_PASSWORD on UNIX:

1. Atthe command line, type:
pmpasswd <password>
pmpasswd returns the encrypted password.
2. Ina UNIX C shell environment, type:
setenv INFA DEFAULT_ DOMAIN PASSWORD <encrypted password>
In a UNIX Bourne shell environment, type:

INFA DEFAULT DOMAIN PASSWORD = <encrypted password>
export INFA DEFAULT DOMAIN PASSWORD

Configuring INFA_DEFAULT_DOMAIN_PASSWORD on Windows

To configure INFA_DEFAULT_DOMAIN_PASSWORD on Windows:
1. Atthe command line, type:
pmpasswd <password>
pmpasswd returns the encrypted password.

2. Enter the environment variable INFA_DEFAULT_DOMAIN_PASSWORD, and set the value to the encrypted
password.

For information about setting environment variables on Windows, consult the Windows documentation.
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INFA_DEFAULT_DOMAIN_USER

INFA_DEFAULT_DOMAIN_USER environment variable applies to the infacmd command line program.

Most infacmd commands require a user name. You can provide a user name as an option with infacmd, or
you can store it as the environment variable INFA_DEFAULT_DOMAIN_USER.

Configuring INFA_DEFAULT_DOMAIN_USER on UNIX

To configure INFA_DEFAULT_DOMAIN_USER on UNIX:

» Ina UNIX C shell environment, type:
setenv INFA DEFAULT DOMAIN USER <user name>
In a UNIX Bourne shell environment, type:

INFA DEFAULT DOMAIN USER = <user name>
export INFA DEFAULT DOMAIN USER

Configuring INFA_DEFAULT_DOMAIN_USER on Windows

To configure INFA_DEFAULT_DOMAIN_USER on Windows:

» Enter the environment variable INFA_DEFAULT_DOMAIN_USER, and set the value to the default user
name.

For information about setting environment variables on Windows, consult the Windows documentation.

INFA_DEFAULT_PWX_OSEPASSWORD

INFA_DEFAULT_PWX_OSEPASSWORD environment variable applies to the infacmd pwx command line
program.

Some infacmd pwx commands require an operating system password. You can provide an encrypted
password as an option with infacmd pwx, or you can store it as the environment variable
INFA_DEFAULT_PWX_OSEPASSWORD.

Use the following steps as a guideline to use an encrypted password as an environment variable:

1. To encrypt the password, use the pmpasswd command line program.

The pmpasswd program generates and displays the encrypted password. For example, if you enter the
password “monday,” it encrypts to f/wRb5PZsZnqESTDPeos7Q==.

2. Configure the password environment variable to set the encrypted value.

INFA_DEFAULT_DOMAIN_USER
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RELATED TOPICS:

e “Encrypting Passwords” on page 55

Configuring INFA_DEFAULT_PWX_OSEPASSWORD on UNIX

To configure INFA_LDEFAULT_PWX_OSEPASSWORD on UNIX:

1. At the command line, type:
pmpasswd password
The pmpasswd program returns the encrypted password.
2. Ina UNIX C shell environment, type:
setenv INFA DEFAULT PWX OSEPASSWORD encrypted password
In a UNIX Bourne shell environment, type:

INFA_DEFAULT PWX_ OSEPASSWORD = encrypted password
export INFA DEFAULT PWX OSEPASSWORD

Configuring INFA_DEFAULT_PWX_OSEPASSWORD on Windows

To configure INFA_LDEFAULT_PWX_OSEPASSWORD on Windows:

1. At the command line, type:
pmpasswd password
The pmpasswd program returns the encrypted password.

2. Enter the environment variable INFA_DEFAULT_PWX_OSEPASSWORD, and set the value to the encrypted
password.

For information about setting environment variables on Windows, see the Windows documentation.

INFA_DEFAULT_PWX_OSPASSWORD

INFA_DEFAULT_PWX_OSPASSWORD environment variable applies to the infacmd pwx command line
program.

Some infacmd pwx commands require an operating system password. You can provide a plain text password
as an option with infacmd pwx, or you can store it as the environment variable
INFA_DEFAULT_PWX_OSPASSWORD.

Configuring INFA_DEFAULT_PWX_OSPASSWORD on UNIX

To configure INFA_LDEFAULT_PWX_OSPASSWORD on UNIX:

» Ina UNIX C shell environment, type:
setenv INFA DEFAULT PWX OSPASSWORD password
In a UNIX Bourne shell environment, type:

INFA DEFAULT PWX OSPASSWORD = password
export INFA DEFAULT PWX OSPASSWORD

Configuring INFA_DEFAULT_PWX_OSPASSWORD on Windows

To configure INFA_DEFAULT_PWX_OSPASSWORD on Windows, set the value to the plain text password.
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INFA_

For information about setting environment variables on Windows, see the Windows documentation.

DEFAULT_SECURITY_DOMAIN

INFA_DEFAULT_SECURITY_DOMAIN environment variable applies to the infacmd command line program.

The infacmd commands require a security domain if you use LDAP authentication and you specify an
Informatica user. You can set the environment variable INFA_DEFAULT_SECURITY_DOMAIN to the native
security domain or to an LDAP security domain name.

Configuring INFA_DEFAULT_SECURITY_DOMAIN on UNIX

To configure INFA_LDEFAULT_SECURITY_DOMAIN on UNIX:

» Ina UNIX C shell environment, type:
setenv INFA DEFAULT SECURITY DOMAIN <security domain name>
In a UNIX Bourne shell environment, type:

INFA DEFAULT SECURITY DOMAIN = <security domain name>
export INFA DEFAULT SECURITY DOMAIN

Configuring INFA_DEFAULT_SECURITY_DOMAIN on Windows

INFA_

To configure INFA_DEFAULT_SECURITY_DOMAIN on Windows:

» Enter the environment variable INFA_DEFAULT_SECURITY_DOMAIN and set the value to the name of the
security domain.

For information about setting environment variables on Windows, consult the Windows documentation.

JAVA_CMD_OPTS

INFA_JAVA_CMD_OPTS environment variable applies to the infasetup command line program.

You can configure the environment variable INFA_JAVA_CMD_OPTS to set the Java options such as -Xmx
values and system properties. To set a system property, pass the value in the following format:

-Dproperty.name=property.value

For example, you might want to increase the system memory used by infasetup. The default system memory
for infasetup is 512 MB. To configure 1024 MB of system memory in a UNIX C shell environment, type:

setenv INFA JAVA CMD OPTS "-Xmx1024m"

Configuring INFA_JAVA_CMD_OPTS on UNIX

To configure INFA_LJAVA_CMD_OPTS on UNIX:

» Ina UNIX C shell environment, type:
setenv INFA JAVA CMD OPTS <Java Options>
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In a UNIX Bourne shell environment, type:

INFA JAVA CMD OPTS = <Java Options>
export INFA JAVA CMD OPTS

Configuring INFA_LJAVA_CMD_OPTS on Windows

To configure INFA_JAVA_CMD_OPTS on Windows:

» Enter the environment variable INFA_LJAVA_CMD_OPTS, and set the Java options such as the -Xmx
values and system properties.

For information about setting environment variables on Windows, consult the Windows documentation.

INFA_PASSWORD

INFA_PASSWORD environment variable applies to the infacmd and infasetup command line programs.

Some infacmd and infasetup commands require a user password. You can provide a user password as an
option with these commands, or you can store it as the environment variable INFA_PASSWORD.

You can use the INFA_PASSWORD environment variable to store different types of passwords. For example in
the infasetup DefineDomain command, you can use the variable to set the keystore password. In the infacmd
isp SetLDAPConnectivity command, you can use the variable to set the LDAP credential password. You may
need to change the value of this variable based on the commands that you run.

Use the following steps as a guideline to use an encrypted password as an environment variable:

1. Use the command line program pmpasswd to encrypt the user password.

pmpasswd generates and displays the encrypted password. For example, if you enter the password
“monday,” it encrypts to f/wWRb5PZsZnqESTDPeos7Q==.

2. Configure the password environment variable to set the encrypted value.

RELATED ToOPICS:

e “Encrypting Passwords” on page 55

Configuring INFA_PASSWORD on UNIX

To configure INFA_PASSWORD on UNIX:

1. Atthe command line, type:
pmpasswd <password>
pmpasswd returns the encrypted password.
2. In a UNIX C shell environment, type:
setenv INFA PASSWORD <encrypted password>
In a UNIX Bourne shell environment, type:

INFA PASSWORD = <encrypted password>
export INFA PASSWORD
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Configuring INFA_PASSWORD on Windows

To configure INFA_PASSWORD on Windows:

1. At the command line, type:
pmpasswd <password>
pmpasswd returns the encrypted password.
2. Enter the environment variable INFA_PASSWORD, and set the value to the encrypted password.

For information about setting environment variables on Windows, consult the Windows documentation.

INFA_NODE_KEYSTORE_PASSWORD

The INFA_NODE_KEYSTORE_PASSWORD environment variable applies to the infasetup command line
program.

Some infasetup commands configure secure communication for the domain. You can provide the password
for the informatica Java Keystore (JKS) file as an option with infasetup, or you can store it as the
environment variable INFA_NODE_KEYSTORE_PASSWORD.

Use the following steps as a guideline to use an encrypted password as an environment variable:

1. Use the command line program pmpasswd to encrypt the database user password.

pmpasswd generates and displays the encrypted password. For example, if you enter the password
“monday,” it encrypts to f/wWRb5PZsZnqESTDPeos7Q==.

2. Configure the password environment variable to set the encrypted value.

Configuring INFA_NODE_KEYSTORE_PASSWORD on UNIX

To configure INFA_NODE_KEYSTORE_PASSWORD on UNIX:

1. At the command line, type:
pmpasswd <database password>
pmpasswd returns the encrypted password.
2. Ina UNIX C shell environment, type:
setenv INFA NODE KEYSTORE PASSWORD <encrypted password>
In a UNIX Bourne shell environment, type:

INFA NODE KEYSTORE PASSWORD = <encrypted password>
export INFA NODE KEYSTORE PASSWORD

Configuring INFA_NODE_KEYSTORE_PASSWORD on Windows

To configure INFA_NODE_KEYSTORE_PASSWORD on Windows:

1. At the command line, type:
pmpasswd <database password>

pmpasswd returns the encrypted password.

2. Enter the environment variable INFA_NODE_KEYSTORE_PASSWORD, and set the value to the encrypted
password.

For information about setting environment variables on Windows, consult the Windows documentation.
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INFA_NODE_TRUSTSTORE_PASSWORD

The INFA_NODE_TRUSTSTORE_PASSWORD environment variable applies to the infasetup command line
program.

Some infasetup commands configure secure communication for the domain. You can provide the password
for the infa_truststore.jks file as an option with infasetup, or you can store it as the environment variable
INFA_NODE_TRUSTSTORE_PASSWORD.

Use the following steps as a guideline to use an encrypted password as an environment variable:

1. Use the command line program pmpasswd to encrypt the database user password.

pmpasswd generates and displays the encrypted password. For example, if you enter the password
“monday,” it encrypts to f/wWRb5PZsZnqESTDPeos7Q==.

2. Configure the password environment variable to set the encrypted value.

Configuring INFA_NODE_TRUSTSTORE_PASSWORD on UNIX

To configure INFA_NODE_TRUSTSTORE_PASSWORD on UNIX:

1. Atthe command line, type:
pmpasswd <database password>
pmpasswd returns the encrypted password.
2. In a UNIX C shell environment, type:
setenv INFA NODE TRUSTSTORE PASSWORD <encrypted password>
In a UNIX Bourne shell environment, type:

INFA NODE TRUSTSTORE PASSWORD = <encrypted password>
export INFA NODE TRUSTSTORE PASSWORD

Configuring INFA_NODE_TRUSTSTORE_PASSWORD on Windows

To configure INFA_NODE_TRUSTSTORE_PASSWORD on Windows:
1. At the command line, type:
pmpasswd <database password>

pmpasswd returns the encrypted password.

2. Enter the environment variable INFA_NODE_TRUSTSTORE_PASSWORD , and set the value to the
encrypted password.

For information about setting environment variables on Windows, consult the Windows documentation.

INFA_REPCNX_INFO

The INFA_LREPCNX_INFO environment variable applies to the pmrep command line program.

When you run pmrep in command line mode or from a script, it stores repository connection information in a
file, pmrep.cnx. pmrep uses the information in this file to reconnect to the repository. The
INFA_REPCNX_INFO environment variable stores the file name and file path for the repository connection file.
Each time you run pmrep connect, the command deletes the pmrep.cnx file. If the pmrep connect command
succeeds, the command replaces the pmrep.cnx file with the repository connection information.
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Use this variable when scripts that issue pmrep commands run simultaneously, and the scripts connect to
different repositories. In each shell, specify a different repository connection file. This prevents a script from
overwriting the connection information used by another script.

If you do not set this environment variable, pmrep stores connection information in pmrep.cnx in the home
directory. If you want to set the pmrep.cnx file in another location, specify the file path using the
INFA_REPCNX_INFO environment variable.

Configuring INFA_REPCNX_INFO on UNIX

To configure INFA_REPCNX_INFO on UNIX:

» Ina UNIX C shell environment, type:
setenv INFA REPCNX INFO <file name>
In a UNIX Bourne shell environment, type:

INFA REPCNX INFO = <file name>
export INFA REPCNX INFO

Configuring INFA_REPCNX_INFO on Windows

To configure INFA_REPCNX_INFO on Windows:

» InaDOS shell, type:
set INFA REPCNX INFO = <file name>

Note: If you run multiple pmrep scripts, set this environment variable for the DOS shell, not for the
machine.

INFA_REPOSITORY_PASSWORD

INFA_REPOSITORY_PASSWORD environment variable applies to the infacmd command line program.

Some infacmd commands require a PowerCenter repository password. You can provide a user password as
an option with infacmd, or you can store it as the environment variable INFA_REPOSITORY_PASSWORD.

Use the following steps as a guideline to use an encrypted password as an environment variable:

1. Use the command line program pmpasswd to encrypt the user password.

pmpasswd generates and displays the encrypted password. For example, if you enter the password
“monday,” it encrypts to f/WRb5PZsZnqESTDPeos7Q==.

2. Configure the password environment variable to set the encrypted value.

RELATED TOPICS:

e “Encrypting Passwords” on page 55

Configuring INFA_REPOSITORY_PASSWORD on UNIX

To configure INFA_REPOSITORY_PASSWORD on UNIX:

1. Atthe command line, type:
pmpasswd <password>

pmpasswd returns the encrypted password.
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2. Ina UNIX C shell environment, type:
setenv INFA REPOSITORY PASSWORD <encrypted password>
In a UNIX Bourne shell environment, type:

INFA REPOSITORY PASSWORD = <encrypted password>
export INFA REPOSITORY PASSWORD

Configuring INFA_REPOSITORY_PASSWORD on Windows

To configure INFA_REPOSITORY_PASSWORD on Windows:

1. Atthe command line, type:
pmpasswd <repository password>
pmpasswd returns the encrypted password.

2. Enter the environment variable INFA_REPOSITORY_PASSWORD, and set the value to the encrypted
password.

For information about setting environment variables on Windows, consult the Windows documentation.

INFATOOL_DATEFORMAT

INFATOOL_DATEFORMAT environment variable applies to the pmcmd command line program.

Use this environment variable to customize the way pmemd displays the date and time. Enter the date format
string in DY MON DD HH24:MI:SS YYYY format. pmcmd verifies that the string is a valid format. If the format
string is not valid, the Integration Service generates a warning message and displays the date in the format
DY MON DD HH24:MI:SS YYYY.

Configuring INFATOOL_DATEFORMAT on UNIX

To configure INFATOOL_DATEFORMAT on UNIX:

» Ina UNIX C shell environment, type:
setenv INFATOOL DATEFORMAT <date/time format string>
In a UNIX Bourne shell environment, type:

INFATOOL DATEFORMAT = <date/time format string>
export INFATOOL DATEFORMAT

Configuring INFATOOL_DATEFORMAT on Windows

To configure INFATOOL_DATEFORMAT on Windows:

» Enter the environment variable INFATOOL_DATEFORMAT, and set the value to the display format string.

For information about setting environment variables on Windows, consult the Windows documentation.

54 Chapter 4: Environment Variables for Command Line Programs



Encrypting Passwords

You can encrypt passwords to create an environment variable to use with infacmd, infasetup, pmcmd, and
pmrep or to define a password in a parameter file.

For example, you can encrypt the repository and database passwords for pmrep to maintain security when
using pmrep in scripts. Then you can create an environment variable to store the encrypted password. Or, you
can define a password for a relational database connection object in a parameter file.

Use the command line program pmpasswd to encrypt passwords. The pmpasswd utility installs in the
following directory:

<InformaticaInstallationDir>/server/bin
The pmpasswd utility uses the following syntax:
pmpasswd <password> [-e (CRYPT DATA | CRYPT SYSTEM)]

The following table describes pmpasswd options and arguments:

Option Argument Description
password Required. The password to encrypt.
-e CRYPT_DATA, Optional. Encryption type:
CRYPT_SYSTEM - CRYPT_DATA. Use to encrypt connection object passwords

that you define in a parameter file.
- CRYPT_SYSTEM. Use for all other passwords.

Default is CRYPT_SYSTEM.

Using a Password as an Environment Variable

Use the following steps as a guideline to use an encrypted password as an environment variable:

1. Use the command line program pmpasswd to encrypt the password.

pmpasswd generates and displays the encrypted password. For example, if you enter the password
“monday,” the password encrypts to f/wWRb5PZsZnqESTDPeos7Q==.

2. Configure the password environment variable to set the encrypted value.

Configuring a Password as an Environment Variable on UNIX
To configure a password as an environment variable on UNIX:

1. Atthe command line, type:
pmpasswd <password>
pmpasswd returns the encrypted password.
2. Ina UNIX C shell environment, type:
setenv <Password Environment Variable> <encrypted password>
In a UNIX Bourne shell environment, type:

<Password Environment Variable> = <encrypted password>
export <Password Environment Variable>

You can assign the environment variable any valid UNIX name.

Encrypting Passwords 55




Configuring a Password as an Environment Variable on Windows
To configure a password as an environment variable on Windows:

1. At the command line, type:
pmpasswd <password>

pmpasswd returns the encrypted password.

2. Enter the password environment variable in the Variable field. Enter the encrypted password in the Value
field.

For information about setting environment variables on Windows, consult the Windows documentation.

Setting the User Name

For pmemd and pmrep, you can create an environment variable to store the user name.

Configuring a User Name as an Environment Variable on UNIX

To configure a user name as an environment variable on UNIX:

» In a UNIX C shell environment, type:
setenv <User Name Environment Variable> <user name>
In a UNIX Bourne shell environment, type:

<User Name Environment Variable> = <user name>
export <User Name Environment Variable>

You can assign the environment variable any valid UNIX name.

Configuring a User Name as an Environment Variable on Windows

To configure a user name as an environment variable on Windows:

» Enter the user name environment variable in the Variable field. Enter the user name in the Value field.

For information about setting environment variables on Windows, consult the Windows documentation.
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CHAPTER 5

Using infacmd

Using

This chapter includes the following topics:

Using infacmd Overview, 57

infacmd Command Programs, 58

Running Commands, 59

infacmd Return Codes, 59

infacmd UpdateGatewaylnfo, 60

infacmd Overview

infacmd is a command line program that allows you to administer domains, users, and services. Use infacmd
to administer the following objects and services:

Application services and processes. Create, enable, disable, remove, and get the status of application
services and the associated service processes. Ping services. List services and the nodes that run them.
Update service processes and service process options. You cannot use infacmd to create services of a
previous version.

Domain gateway. Update the gateway node connectivity information.

Domains. Link domains and remove domain links. Change the domain administrator password. Update
domain options. Add and remove service levels.

Folders. Create, move, list, update, and remove folders. Move objects between folders.
Grids. Create and remove grids. List nodes in a grid.
Licenses. Add, remove, assign, unassign, and list licenses. Show license information.

Log events. Get and purge log events. Get session and workflow logs. Convert log files from binary to text
format.

Nodes. Update, ping, shut down, and remove nodes. List node names and options. Update the node role.
Add, enable, list, disable, and remove node resources. Change a node from a gateway node to a worker
node or from a worker node to a gateway node. Calculate the CPU profile for a node.

Users. Create and remove users. Reset user passwords. Subscribe to and unsubscribe users from alerts.
Assign users permission on objects. Enable user account lockout and unlock user accounts.
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infacmd Command Programs

The infacmd program supports all Informatica application services. The Informatica domain has a separate
infacmd programs to support each application service.

The command line interface has the following infacmd programs:

¢ infacmd advanced manages advanced features like account lockout and plug-in validation.
¢ infacmd as manages Analyst Services.

¢ infacmd cms manages Content Management Services.

e infacmd csm manages the CSM diagnostics.

¢ infacmd dis manages Data Integration Services.

e infacmd ide migrates Data Explorer Legacy objects to Informatica Data Explorer.

¢ infacmd ipc exports mappings from the Model repository to the PowerCenter repository.

¢ infacmd isp administers the domain, security, and PowerCenter application services.

¢ infacmd mrs manages Model Repository Services.

e infacmd ms lists and runs deployed mappings.

¢ infacmd oie manages exporting objects from the Model repository and importing objects into the Model
repository.

¢ infacmd ps manages the profiling warehouse contents, profiles, and scorecards.

e infacmd pwx manages PowerExchange® Listener and Logger Services.

¢ infacmd rms manages the Resource Manager Service.

¢ infacmd rtm manages import and export operations for reference table data.

¢ infacmd sch manages the Scheduler Service.

¢ |Infacmd search manages the Search Service.

¢ infacmd sql manages SQL data services that you deploy to the Data Integration Service.
¢ infacmd wfs manages workflows that you deploy to the Data Integration Service.

* infacmd ws manages web services that you deploy to the Data Integration Service.

¢ infacmd xrf manages XML files exported from the Model repository.

infacmd ListPlugins

Each infacmd program has a plugin identifier. When you run the program, you include the plugin ID as part of
the program name.

For example, dis is the plugin ID for the Data Integration Services infacmd program.

For example, to run a command that lists deployed applications, run the infacmd dis ListApplications
command:

infacmd dis ListApplications -dn domain name -un user name -d password -sn
Data Integration Service Name

To list the plugin IDs, enter the following command:

infacmd (.sh) ListPlugins

To list the valid commands for a plugin, enter the following command:
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infacmd(.sh) plugin ID Help
To display help for one command, enter the following command:

infacmd(.sh) plugin ID CommandName Help

Running Commands

Invoke infacmd from the command line. You can issue commands directly or from a script, batch file, or
other program.

To run infacmd commands:

1. At the command prompt, switch to the directory where the infacmd executable is located.

By default, infacmd installs in the following directory of the Informatica services installation:
<Informatica installation directory>/isp/bin

You can also install infacmd from the Informatica Installation DVD.

2. Enter infacmd on Windows or infacmd.sh on UNIX followed by the plugin ID, the command name, and
the required options and arguments. The command names are not case sensitive.
For example:

infacmd(.sh) plugin ID CommandName [-optionl] argument 1 [-option2]
argument 2...Command Options

When you run infacmd, you enter options for each command, followed by the required arguments. For
example, most commands require that you enter the domain name, user name, and password using
command options. Command options are preceded with a hyphen and are not case sensitive. Arguments
follow the option.

To enter an argument that is preceded with a hyphen, enclose the argument in quotation marks using the
backslash (\) as an escape character before each quotation mark. For example, the following command
writes the log for the mapping run with the job ID "-qnLI7G_TEeW90lHBkc9hoA" to the file "MyLog.log" within
the infacmd directory on Windows:

infacmd ms GetRequestLog -dn MyDomain -sn MyDIS -un AdminUser -pd password -id \"-
qnLI7G_TEeW90lHBkc9hoR\" -f MyLog.log

If you omit or incorrectly enter one of the required options, the command fails and infacmd returns an error
message.

You can use environment variables for some command options with infacmd. For example, you can store the
default user name and password for a domain as environment variables so that you do not have to enter
them using command options. Configure these variables before you use infacmd.

infacmd Return Codes

The infacmd program indicates the success or failure of a command with the following return codes:

e 0 indicates that the command succeeded.

e -1 indicates that the command failed.
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Use the DOS or UNIX echo command immediately after running an infacmd command to see the return code
for the command:

e InaDOS shell: echo $ERRORLEVEL%
e In a UNIX Bourne or Korn shell: echo $?

e InaUNIX C shell: echo $status

infacmnd UpdateGatewaylinfo
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Updates the domain information file from the command line.

Run infacmd isp UpdateGatewaylInfo to create a domains.infa file or update a domains.infa file. The
domains.infa file contains the connectivity information for a gateway node in a domain along with the TLS
and Kerberos configuration of the domain. The connectivity information includes the domain name, domain
host name, and domain host HTTP port.

You might need to generate a domains.infa file to run infacmd oie commands on a client machine. To
generate the domains.infa file, run infacmd isp UpdateGatewaylInfo. The updateGatewaylnfo command
generates a domains.infa file in the DeveloperClient directory. Define the domain gateway host name and
port when you run the command.

The infacmd UpdateGatewayInfo command uses the following syntax:

UpdateGatewayInfo
<-DomainName | -dn> domain name
<-GatewayAddress|-dg> domain gateway host:port

[<-Force|-£f>]

The following table describes infacmd UpdateGatewayInfo options and arguments:

Option Argument Description
-DomainName domain_name Required. Name of the Informatica domain. You can set
-dn the domain name with the -dn option or the environment

variable INFA_DEFAULT_DOMAIN. If you set a domain
name with both methods, the -dn option takes

precedence.
-GatewayAddress domain_gateway_hos | Required. Enter the gateway address in the following
-dg t:port format:

domain gateway host:port

-Force - Optional. Updates or creates the domains.infa file even
f when the connection to the domain fails. The -Force
option sets the Kerberos and TLS enabled options as
false in the domains.infa file if the connection to domain
fails. If you do not specify the -Force option, the
command does not update the domains.infa file if the
connection to the domain fails.
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CHAPTER 6

infacmd as Command Reference

This chapter includes the following topics:

o CreateExceptionAuditTables, 61

e C(CreateService, 63

o DeleteExceptionAuditTables, 67

e ListServiceOptions, 68

e ListServiceProcessOptions, 70

e UpdateServiceOptions, 71

e UpdateServiceProcessOptions, 73

CreateExceptionAuditTables

Creates tables that can contain audit trail data for the work that Analyst tool users perform in exception
management tasks.

The infacmd as CreateExceptionAuditTables command uses the following syntax:

CreateExceptionAuditTables
<-DomainName | -dn> domain_name
<-ServiceName|-sn> service name
<-UserName|-un> user name
<-Password|-pd> password
[<-SecurityDomain|-sdn> security domain]

[<-ResilienceTimeout|-re> timeout period in seconds]



The following table describes infacmd as CreateExceptionAuditTables options and arguments:

Option Argument Description
-DomainName domain_name Required. Name of the Informatica domain. You can set
-dn the domain name with the -dn option or the environment

variable INFA_DEFAULT_DOMAIN. If you set a domain
name with both methods, the -dn option takes
precedence.

-ServiceName

service_name

Required. Analyst Service name.

-sn

-UserName user_name Required if the domain uses Native or LDAP

-un authentication. User name to connect to the domain. You
can set the user name with the -un option or the
environment variable INFA_DEFAULT_DOMAIN_USER. If
you set a user name with both methods, the -un option
takes precedence.
Optional if the domain uses Kerberos authentication. To
run the command with single sign-on, do not set the user
name. If you set the user name, the command runs
without single sign-on.

-Password password Required if you specify the user name. Password for the

-pd user name. The password is case sensitive. You can set

a password with the -pd option or the environment
variable INFA_DEFAULT_DOMAIN_PASSWORD. If you set
a password with both methods, the password set with
the -pd option takes precedence.

-SecurityDomain
-sdn

security_domain

Required if the domain uses LDAP authentication.
Optional if the domain uses native authentication or
Kerberos authentication. Name of the security domain to
which the domain user belongs. You can set a security
domain with the -sdn option or the environment variable
INFA_DEFAULT_SECURITY_DOMAIN. If you set a security
domain name with both methods, the -sdn option takes
precedence. The security domain name is case sensitive.

If the domain uses native or LDAP authentication, the
default is Native. If the domain uses Kerberos
authentication, the default is the LDAP security domain
created during installation. The name of the security
domain is the same as the user realm specified during
installation.

-ResilienceTimeout
-re

timeout_period_in_seconds

Optional. Amount of time in seconds that infacmd
attempts to establish or re-establish a connection to the
domain. You can set the resilience timeout period with
the -re option or the environment variable
INFA_CLIENT_RESILIENCE_TIMEOUT. If you set the
resilience timeout period with both methods, the -re
option takes precedence.
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Rules and Guidelines for Exception Management Audit Tables

Before you create tables to store audit data for exception management tasks, review the following rules and
guidelines:

e The Analyst Service writes audit data for the exception management tasks that a Data Integration Service
creates when it runs a workflow that contains a Human task. Each exception management task is an
instance of a Human task in a workflow.

The HumanTaskDatalntegrationService option on the infacmd as createService help command identifies
the Data Integration Service that creates the exception management tasks.

o Before you create the exception Management audit tables, identify a database and a schema for the
tables. To identify the database and schema, run the infacmd as updateServiceOptions command.

When you run infacmd as updateServiceOptions, set the following options:
-0 HumanTaskDatalntegrationService.exceptionDbName
-0 HumanTaskDatalntegrationService.exceptionSchemaName

¢ The audit tables contain all audit trail data for the work that users perform in the Analyst tool that the
Analyst Service specifies. If you do not create the audit tables, the Analyst Service creates audit tables for
each exception management task in the database that contains the task data.

CreateService

Creates an Analyst Service in a domain. Also associates a Model Repository Service, Data Integration
Services, and Metadata Manager Service with the Analyst Service.

The infacmd as CreateService command uses the following syntax:

CreateService

<-DomainName|-dn> domain name

<-NodeName | -nn> node name

<-ServiceName|-sn> service name

<-UserName|-un> user name

<-Password|-pd> password

[<-SecurityDomain|-sdn> security domain]
[<-ResilienceTimeout|-re> timeout period in seconds]
[<-RepositoryService|-rs> model repository service name]
[<-DataIntegrationService|-ds> data integration service name]
[<-HumanTaskDataIntegrationService|-htds> human task data integration service name]
[<-MetadataManagerService|-mm> metadata manager service name]
[<-FlatFileCacheLocation|-ffl> flat file location]
[<-CatalogService|-cs> catalog service name]
[<-CatalogServiceUserName|-csau> catalog service user name]

[<-CatalogServiceSecurityDomain|-cssdn> catalog service security domain]
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[<-CatalogServicePassword|-csap> catalog service password]

[<-RepositoryUsername|-au> model repository user name]

[<-RepositorySecurityDomain|-rssdn> model repository security domain]

[<-RepositoryPassword|-ap> model repository password]

[<-BusinessGlossaryExportFileDirectory|-bgefd> business glossary export file directory]

<-HttpPort> http port

The following table describes infacmd as CreateService options and arguments:

Option Argument Description

-DomainName domain_name Required. Name of the Informatica domain.

-dn You can set the domain name with the -dn
option or the environment variable
INFA_DEFAULT_DOMAIN. If you set a domain
name with both methods, the -dn option takes
precedence.

-NodeName node_name Required. Name of the node where the

-nn Analyst Service will run.

-ServiceName
-sn

service_name

Required. Name of the Analyst Service.

The name is not case sensitive and must be
unique within the domain. The characters
must be compatible with the code page of the
associated repository. The name cannot
exceed 230 characters, have leading or
trailing spaces, or contain carriage returns,
tabs, or the following characters:

/<>

-UserName
-un

user_name

Required if the domain uses Native or LDAP
authentication. User name to connect to the
domain. You can set the user name with the -
un option or the environment variable
INFA_DEFAULT_DOMAIN_USER. If you set a
user name with both methods, the -un option
takes precedence.

Optional if the domain uses Kerberos
authentication. To run the command with
single sign-on, do not set the user name. If
you set the user name, the command runs
without single sign-on.

-Password
.pd

password

Required if you specify the user name.
Password for the user name. The password is
case sensitive. You can set a password with
the -pd option or the environment variable
INFA_DEFAULT_DOMAIN_PASSWORD. If you
set a password with both methods, the
password set with the -pd option takes
precedence.
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Option

Argument

Description

-SecurityDomain
-sdn

security_domain

Required if the domain uses LDAP
authentication. Optional if the domain uses
native authentication or Kerberos
authentication. Name of the security domain
to which the domain user belongs. You can
set a security domain with the -sdn option or
the environment variable
INFA_DEFAULT_SECURITY_DOMAIN. If you
set a security domain name with both
methods, the -sdn option takes precedence.
The security domain name is case sensitive.

If the domain uses native or LDAP
authentication, the default is Native. If the
domain uses Kerberos authentication, the
default is the LDAP security domain created
during installation. The name of the security
domain is the same as the user realm
specified during installation.

-ResilienceTimeout
-re

timeout_period_in_seconds

Optional. Amount of time in seconds that
infacmd attempts to establish or re-establish
a connection to the domain. You can set the
resilience timeout period with the -re option
or the environment variable
INFA_CLIENT_RESILIENCE_TIMEOUT. If you
set a the resilience timeout period with both
methods, the -re option takes precedence.
Default is 180 seconds.

-RepositoryService
-rs

model_repository_service_name

Optional. Name of the Model Repository
Service.

The name is not case sensitive and must be
unique within the domain. The characters
must be compatible with the code page of the
associated repository. The name cannot
exceed 230 characters, have leading or
trailing spaces, or contain carriage returns,
tabs, or the following characters:

/o <>

-DatalntegrationService
-ds

data_integration_service_name

Optional. Data Integration Service name
associated with the Analyst Service.

HumanTaskDatalntegrationServic
e

-htds

human_task_data_integration_s
ervice_name

Optional. Data Integration Service that runs
workflows.

When a workflow contains a Human task,
users log in to the Analyst Service URL to
work on the Human task instances.

-MetadataManagerService
-mm

metadata_manager_service_na
me

Optional. Metadata Manager Service name
associated with the Analyst Service.
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Option

Argument

Description

-FlatFileCacheLocation
-ffl

flat_file_location

Optional. Full path, excluding the domain
name, to the folder in which you want to
cache the flat files. Must be in the following
format:

/parent_folder/child_folder

-CatalogService
-CcS

catalog_service_name

Optional. Name of the Catalog Service that
you want to associate with the Analyst
Service.

-CatalogServiceUserName
-csau

catalog_service_user_name

Optional. Required if you specify Catalog
Service. Administrator user name to connect
to the Catalog Service.

-CatalogServiceSecurityDomain
-cssdn

catalog_service_security_domai
n

Required if you use LDAP authentication.
Name of the security domain to which the
Administrator user belongs.

-CatalogServicePassword
-csap

catalog_service_password

Required if you specify a Catalog Service.
User password for the Catalog Service.

-RepositoryUserName
-au

model_repository_user_name

Required if you specify a Model Repository
Service. User name to connect to the Model
repository.

If you enter a user name that contains a
space or other non-alphanumeric character,
enclose the name in quotation marks.

-RepositorySecurityDomain
-rssdn

model_repository_security_dom
ain

Required if you use LDAP authentication.
Name of the security domain to which the
Administrator user belongs.

-RepositoryPassword
.ap

model_repository_password

Required if you specify a Model Repository
Service. User password for the Model
Repository Service.

BusinessGlossaryExportFileDirect
ory

-bgefd

business_glossary_export_file_
directory

Optional. Location of the directory to export
business glossary files.

-HttpPort

http_port

Required. Port number for the Analyst
Service.
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DeleteExceptionAuditTables

Deletes tables that can contain audit trail data for the work that Analyst tool users perform in exception

management tasks.

The infacmd as DeleteExceptionAuditTables command uses the following syntax:

DeleteExceptionAuditTables

<-DomainName|-dn> domain name

<-ServiceName|-sn> service name

<-UserName|-un> user name

<-Password|-pd> password

[<-SecurityDomain|-sdn> security domain]

[<-ResilienceTimeout|-re> timeout period in seconds]

The following table describes infacmd as DeleteExceptionAuditTables options and arguments:

Option Argument Description
-DomainName domain_name Required. Name of the Informatica domain. You can set
-dn the domain name with the -dn option or the environment

variable INFA_DEFAULT_DOMAIN. If you set a domain
name with both methods, the -dn option takes
precedence.

-ServiceName
-sn

service_name

Required. Analyst Service name.

-UserName
-un

user_name

Required if the domain uses Native or LDAP
authentication. User name to connect to the domain. You
can set the user name with the -un option or the
environment variable INFA_DEFAULT_DOMAIN_USER. If
you set a user name with both methods, the -un option
takes precedence.

Optional if the domain uses Kerberos authentication. To
run the command with single sign-on, do not set the user
name. If you set the user name, the command runs
without single sign-on.

-Password
.pd

password

Required if you specify the user name. Password for the
user name. The password is case sensitive. You can set
a password with the -pd option or the environment
variable INFA_DEFAULT_DOMAIN_PASSWORD. If you set
a password with both methods, the password set with
the -pd option takes precedence.
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Option Argument

Description

-SecurityDomain
-sdn

security_domain

Required if the domain uses LDAP authentication.
Optional if the domain uses native authentication or
Kerberos authentication. Name of the security domain to
which the domain user belongs. You can set a security
domain with the -sdn option or the environment variable
INFA_DEFAULT_SECURITY_DOMAIN. If you set a security
domain name with both methods, the -sdn option takes
precedence. The security domain name is case sensitive.

If the domain uses native or LDAP authentication, the
default is Native. If the domain uses Kerberos
authentication, the default is the LDAP security domain
created during installation. The name of the security
domain is the same as the user realm specified during
installation.

-ResilienceTimeout
-re

timeout_period_in_seconds

Optional. Amount of time in seconds that infacmd
attempts to establish or re-establish a connection to the
domain. You can set the resilience timeout period with
the -re option or the environment variable
INFA_CLIENT_RESILIENCE_TIMEOUT. If you set the
resilience timeout period with both methods, the -re
option takes precedence.

ListServiceOptions
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Lists Analyst Service options. Lists the values for each Analyst Service option.

The infacmd as ListServiceOptions command uses the following syntax:

ListServiceOptions
<-DomainName|-dn> domain name
<-ServiceName|-sn> service name
<-UserName|-un> user_name
<-Password|-pd> password

[<-SecurityDomain|-sdn> security domain]

[<-ResilienceTimeout|-re> timeout period in seconds]

Chapter 6: infacmd as Command Reference




The following table describes infacmd as ListServiceOptions options and arguments:

Option Argument Description
-DomainName domain_name Required. Name of the Informatica domain. You can set
-dn the domain name with the -dn option or the environment

variable INFA_DEFAULT_DOMAIN. If you set a domain
name with both methods, the -dn option takes
precedence.

-ServiceName

service_name

Required. Name of the Analyst Service. The name is not
case sensitive.

-sn

-UserName user_name Required if the domain uses Native or LDAP

-un authentication. User name to connect to the domain. You
can set the user name with the -un option or the
environment variable INFA_DEFAULT_DOMAIN_USER. If
you set a user name with both methods, the -un option
takes precedence.
Optional if the domain uses Kerberos authentication. To
run the command with single sign-on, do not set the user
name. If you set the user name, the command runs
without single sign-on.

-Password password Required if you specify the user name. Password for the

-pd user name. The password is case sensitive. You can set

a password with the -pd option or the environment
variable INFA_DEFAULT_DOMAIN_PASSWORD. If you set
a password with both methods, the password set with
the -pd option takes precedence.

-SecurityDomain
-sdn

security_domain

Required if the domain uses LDAP authentication.
Optional if the domain uses native authentication or
Kerberos authentication. Name of the security domain to
which the domain user belongs. You can set a security
domain with the -sdn option or the environment variable
INFA_DEFAULT_SECURITY_DOMAIN. If you set a security
domain name with both methods, the -sdn option takes
precedence. The security domain name is case sensitive.

If the domain uses native or LDAP authentication, the
default is Native. If the domain uses Kerberos
authentication, the default is the LDAP security domain
created during installation. The name of the security
domain is the same as the user realm specified during
installation.

-ResilienceTimeout
-re

timeout_period_in_seconds

Optional. Amount of time in seconds that infacmd
attempts to establish or re-establish a connection to the
domain. You can set the resilience timeout period with
the -re option or the environment variable
INFA_CLIENT_RESILIENCE_TIMEOUT. If you set the
resilience timeout period with both methods, the -re
option takes precedence.
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Lists the Analyst Service process options.

The infacmd as ListServiceProcessOptions command uses the following syntax:

ListServiceProcessOptions

<-DomainName|-dn> domain name

<-ServiceName|-sn> service name

<-UserName|-un> user name

<-Password|-pd> password

[<-SecurityDomain|-sdn> security domain]
[<-ResilienceTimeout|-re> timeout period in seconds]
<-NodeName | -nn> node name

The following table describes infacmd as ListServiceProcessOptions options and arguments:

Option Argument Description
-DomainName domain_name Required. Name of the Informatica domain. You can set
-dn the domain name with the -dn option or the environment

variable INFA_DEFAULT_DOMAIN. If you set a domain
name with both methods, the -dn option takes

precedence.
-ServiceName service_name Required. Name of the Analyst Service. The name is not
-sn case sensitive.
-UserName user_name Required if the domain uses Native or LDAP
-un authentication. User name to connect to the domain. You

can set the user name with the -un option or the
environment variable INFA_DEFAULT_DOMAIN_USER. If
you set a user name with both methods, the -un option
takes precedence.

Optional if the domain uses Kerberos authentication. To
run the command with single sign-on, do not set the user
name. If you set the user name, the command runs
without single sign-on.

-Password password Required if you specify the user name. Password for the
-pd user name. The password is case sensitive. You can set
a password with the -pd option or the environment
variable INFA_DEFAULT_DOMAIN_PASSWORD. If you set
a password with both methods, the password set with
the -pd option takes precedence.
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Option

Argument

Description

-SecurityDomain
-sdn

security_domain

Required if the domain uses LDAP authentication.
Optional if the domain uses native authentication or
Kerberos authentication. Name of the security domain to
which the domain user belongs. You can set a security
domain with the -sdn option or the environment variable
INFA_DEFAULT_SECURITY_DOMAIN. If you set a security
domain name with both methods, the -sdn option takes
precedence. The security domain name is case sensitive.

If the domain uses native or LDAP authentication, the
default is Native. If the domain uses Kerberos
authentication, the default is the LDAP security domain
created during installation. The name of the security
domain is the same as the user realm specified during
installation.

-ResilienceTimeout

timeout_period_in_seconds

Optional. Amount of time in seconds that infacmd
attempts to establish or re-establish a connection to the

-re -ResilienceTimeout
domain. You can set the resilience timeout period with
the -re option or the environment variable
INFA_CLIENT_RESILIENCE_TIMEOUT. If you set the
resilience timeout period with both methods, the -re
option takes precedence.

-NodeName node_name Required. Node where the Analyst Service process runs.

-nn

UpdateServiceOptions

Updates Analyst Service options. To view current option values, run infacmd as ListServiceOptions.

Enter connection options in the following format:

. -0 option name=value option name=value ...

Separate multiple options with a space. To enter a value that contains a space or other non-alphanumeric
character, enclose the value in quotation marks.

The infacmd as UpdateServiceOptions command uses the following syntax:

UpdateServiceOptions

<-DomainName|-dn> domain name

<-ServiceName|-sn> service name

<-UserName | -un> user name

<-Password|-pd> password

[<-SecurityDomain|-sdn> security domain]

[<-ResilienceTimeout|-re> timeout period in seconds]

[<-Options |-0> options]
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The following table describes infacmd as UpdateServiceOptions options and arguments:

Option Argument Description
-DomainName domain_name Required. Name of the Informatica domain. You can set
-dn the domain name with the -dn option or the environment

variable INFA_DEFAULT_DOMAIN. If you set a domain
name with both methods, the -dn option takes
precedence.

-ServiceName
-sn

service_name

Required. Name of the Analyst Service.
The name is not case sensitive.

-UserName
-un

user_name

Required if the domain uses Native or LDAP
authentication. User name to connect to the domain. You
can set the user name with the -un option or the
environment variable INFA_DEFAULT_DOMAIN_USER. If
you set a user name with both methods, the -un option
takes precedence.

Optional if the domain uses Kerberos authentication. To
run the command with single sign-on, do not set the user
name. If you set the user name, the command runs
without single sign-on.

-Password
.pd

password

Required if you specify the user name. Password for the
user name. The password is case sensitive. You can set
a password with the -pd option or the environment
variable INFA_DEFAULT_DOMAIN_PASSWORD. If you set
a password with both methods, the password set with
the -pd option takes precedence.

-SecurityDomain
-sdn

security_domain

Required if the domain uses LDAP authentication.
Optional if the domain uses native authentication or
Kerberos authentication. Name of the security domain to
which the domain user belongs. You can set a security
domain with the -sdn option or the environment variable
INFA_DEFAULT_SECURITY_DOMAIN. If you set a security
domain name with both methods, the -sdn option takes
precedence. The security domain name is case sensitive.

If the domain uses native or LDAP authentication, the
default is Native. If the domain uses Kerberos
authentication, the default is the LDAP security domain
created during installation. The name of the security
domain is the same as the user realm specified during
installation.

-ResilienceTimeout
-re

timeout_period_in_seconds

Optional. Amount of time in seconds that infacmd
attempts to establish or re-establish a connection to the
domain. You can set the resilience timeout period with
the -re option or the environment variable
INFA_CLIENT_RESILIENCE_TIMEOUT. If you set the
resilience timeout period with both methods, the -re
option takes precedence.

-Options
-0

options

Optional. List of options to configure. Separate each
option with a space. To view options, run the infacmd as
ListServiceOptions command.
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UpdateServiceProcessOptions

Updates options for the Analyst Service process. To view options, run the infacmd as
ListServiceProcessOptions command.

Enter connection options in the following format:

. -o option name=value option name=value ...

Separate multiple options with a space. To enter a value that contains a space or other non-alphanumeric

character, enclose the value in quotation marks.

The infacmd as UpdateServiceProcessOptions command uses the following syntax:

UpdateServiceProcessOptions

<-DomainName | -dn> domain name

<-ServiceName|-sn> service name

<-UserName|-un> user name

<-Password|-pd> password

[<-SecurityDomain|-sdn> security domain]

[<-ResilienceTimeout|-re> timeout period in seconds]

<-NodeName |-nn> node name

<-Options|-o0> options

The following table describes infacmd as UpdateServiceProcessOptions options and arguments:

Option Argument Description
-DomainName domain_name Required. Name of the Informatica domain. You can set the
-dn domain name with the -dn option or the environment variable

INFA_DEFAULT_DOMAIN. If you set a domain name with both
methods, the -dn option takes precedence.

-ServiceName

service_name

Required. Name of the Analyst Service.

-sn

-UserName user_name Required if the domain uses Native or LDAP authentication.

-un User name to connect to the domain. You can set the user
name with the -un option or the environment variable
INFA_DEFAULT_DOMAIN_USER. If you set a user name with
both methods, the -un option takes precedence.
Optional if the domain uses Kerberos authentication. To run the
command with single sign-on, do not set the user name. If you
set the user name, the command runs without single sign-on.

-Password password Required if you specify the user name. Password for the user

-pd name. The password is case sensitive. You can set a password

with the -pd option or the environment variable
INFA_DEFAULT_DOMAIN_PASSWORD. If you set a password
with both methods, the password set with the -pd option takes
precedence.
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Option

Argument

Description

-SecurityDomain
-sdn

security_domain

Required if the domain uses LDAP authentication. Optional if
the domain uses native authentication or Kerberos
authentication. Name of the security domain to which the
domain user belongs. You can set a security domain with the -
sdn option or the environment variable
INFA_DEFAULT_SECURITY_DOMAIN. If you set a security
domain name with both methods, the -sdn option takes
precedence. The security domain name is case sensitive.

If the domain uses native or LDAP authentication, the default is
Native. If the domain uses Kerberos authentication, the default
is the LDAP security domain created during installation. The
name of the security domain is the same as the user realm
specified during installation.

-ResilienceTimeout

timeout_period_in_seco
nds

Optional. Amount of time in seconds that infacmd attempts to
establish or re-establish a connection to the domain. You can

-re
set the resilience timeout period with the -re option or the
environment variable INFA_CLIENT_RESILIENCE_TIMEOUT. If
you set a the resilience timeout period with both methods, the -
re option takes precedence.

-NodeName node_name Required. Node where the Analyst Service process runs.

-nn

-Options options Required. List of options to configure. Separate each option

-0 with a space. To view options, run the infacmd as

ListServiceProcessOptions command.
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CHAPTER 7

infacmd aud Command Reference

This chapter includes the following topics:

e getDomainObjectPermissions, 75

e getPrivilegeAssociation, 77

e getUserGroupAssociation, 79

e getUserGroupAssociationForRoles, 81

e getUsersPersonalinfo, 83

getDomainObjectPermissions

Gets the list of domain objects to which the specified users or groups have permission. You can generate
reports for the specified users or groups.

Users with the administrator role can run this command.

The infacmd aud getDomainObjectPermissions command uses the following syntax:

getDomainObjectPermissions

<-DomainName|-dn> domain name

<-UserName | -un> user_name

<-Password|-pd> password

[<-SecurityDomain|-sdn> security domain]

[<-Gateway|-hp> gateway hostl:port gateway host2:port...]
[<-ResilienceTimeout|-re> timeout period in seconds]
<<-ExistingUserNames|-eu> existing user names|
<-ExistingGroupNames|-eg> existing group names>
[<-ExistingSecurityDomain|-esd> existing security domain]
[<-Format|-fm> format TEXT CSV]

[<-OutputFile|-lo> output file name]
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The following table describes infacmd aud getDomainObjectPermissions options and arguments:

Option

Argument

Description

-DomainName
-dn

domain_name

Required. Name of the Informatica domain. You can set
the domain name with the -dn option or the environment
variable INFA_DEFAULT_DOMAIN. If you set a domain
name with both methods, the -dn option takes
precedence.

-UserName
-un

user_name

Required if the domain uses Native or LDAP
authentication. User name to connect to the domain. You
can set the user name with the -un option or the
environment variable INFA_DEFAULT_DOMAIN_USER. If
you set a user name with both methods, the -un option
takes precedence.

Optional if the domain uses Kerberos authentication. To
run the command with single sign-on, do not set the user
name. If you set the user name, the command runs
without single sign-on.

-Password
.pd

password

Required if you specify the user name. Password for the
user name. The password is case sensitive. You can set
a password with the -pd option or the environment
variable INFA_DEFAULT_DOMAIN_PASSWORD. If you set
a password with both methods, the password set with
the -pd option takes precedence.

-SecurityDomain
-sdn

security_domain

Name of the security domain that you want to create to
which the domain user belongs. You can set a security
domain with the -sdn option or the environment variable
INFA_DEFAULT_SECURITY_DOMAIN. If you set a security
domain name with both methods, the -sdn option takes
precedence. The security domain name is case sensitive.

You can specify a value for -sdn or use the default based

on the authentication mode:

- Required if the domain uses LDAP authentication.
Default is Native. To work with LDAP authentication,
you need to specify the value for -sdn.

- Optional if the domain uses native authentication or
Kerberos authentication. Default is native for native
authentication. If the domain uses Kerberos
authentication, the default is the LDAP security
domain created during installation. The name of the
security domain is the same as the user realm
specified during installation.

-Gateway
_hp

gateway_host1:port
gateway_host2:port ...

Required if the gateway connectivity information in the
domains.infa file is out of date. Specify the host names
and port numbers for the gateway nodes in the domain.

-ResilienceTimeout
-re

timeout_period_in_seconds

Optional. Amount of time in seconds that infacmd
attempts to establish or re-establish a connection to the
domain. You can set the resilience timeout period with
the -re option or the environment variable
INFA_CLIENT_RESILIENCE_TIMEOUT. If you set the
resilience timeout period with both methods, the -re
option takes precedence.
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Option

Argument

Description

-ExistingUserNames
-eu

existing_user_names

Required if you do not use -ExistingGroupNames (-eg).
Name of the user or a list of users to run the reports. For
multiple users, separate each user by a comma at the
command line.

-ExistingGroupNames
.eg

existing_group_names

Required if you do not use -ExistingUserName (-eu).
Name of the group or a list of groups to run the reports.
For multiple groups, separate each group by a comma at
the command line.

-ExistingSecurityDomain

existing_security_domain

Required if you use LDAP authentication. Security

-esd domain to which the user or group belongs. Default is
Native.

-Format format_TEXT_CSV Optional. Output file format. Valid types include:

-m - Text
- CSV
If you do not specify a format, infacmd uses text format
with lines wrapped at 80 characters.

-OutputFile output_file_name Optional. Name and file path for the output file.

-lo If you do not specify an output file name, infacmd

displays the log events on the screen.

getPrivilegeAssociation

Gets privileges assigned to the users or groups. You can select the users or groups for which you want to

generate report.

Users with the administrator role can run this command.

The infacmd aud getPrivilegeAssociation command uses the following syntax:

getPrivilegeAssociation

<-DomainName | -dn> domain name

<-UserName|-un> user name

<-Password|-pd> password

[<-SecurityDomain|-sdn> security domain]

[<-Gateway|-hp> gateway hostl:port gateway host2:port...]

[<-ResilienceTimeout|-re> timeout period in seconds]

<<-ExistingUserNames|-eu> existing user names|

<-ExistingGroupNames|-eg> existing group names>

[<-ExistingSecurityDomain|-esd> existing security domain]

[<-Format|-fm> format TEXT CSV]

[<-OutputFile|-lo> output file name]
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The following table describes infacmd aud getPrivilegeAssociation options and arguments:

Option

Argument

Description

-DomainName
-dn

domain_name

Required. Name of the Informatica domain. You can set
the domain name with the -dn option or the environment
variable INFA_DEFAULT_DOMAIN. If you set a domain
name with both methods, the -dn option takes
precedence.

-UserName
-un

user_name

Required if the domain uses Native or LDAP
authentication. User name to connect to the domain. You
can set the user name with the -un option or the
environment variable INFA_DEFAULT_DOMAIN_USER. If
you set a user name with both methods, the -un option
takes precedence.

Optional if the domain uses Kerberos authentication. To
run the command with single sign-on, do not set the user
name. If you set the user name, the command runs
without single sign-on.

-Password
.pd

password

Required if you specify the user name. Password for the
user name. The password is case sensitive. You can set a
password with the -pd option or the environment variable
INFA_DEFAULT_DOMAIN_PASSWORD. If you set a
password with both methods, the password set with the -
pd option takes precedence.

-SecurityDomain
-sdn

security_domain

Required if the domain uses LDAP authentication.
Optional if the domain uses native authentication or
Kerberos authentication. Name of the security domain to
which the domain user belongs. You can set a security
domain with the -sdn option or the environment variable
INFA_DEFAULT_SECURITY_DOMAIN. If you set a security
domain name with both methods, the -sdn option takes
precedence. The security domain name is case sensitive.

If the domain uses native or LDAP authentication, the
default is Native. If the domain uses Kerberos
authentication, the default is the user realm name
specified during installation.

-Gateway
_hp

gateway_host1:port
gateway_host2:port ...

Required if the gateway connectivity information in the
domains.infa file is out of date. The host names and port
numbers for the gateway nodes in the domain.

-ResilienceTimeout
-re

timeout_period_in_second
s

Optional. Amount of time in seconds that infacmd
attempts to establish or re-establish a connection to the
domain. You can set the resilience timeout period with
the -re option or the environment variable
INFA_CLIENT_RESILIENCE_TIMEOUT. If you set the
resilience timeout period with both methods, the -re
option takes precedence.

-ExistingUserNames
-eu

existing_user_names

Required if you do not use -ExistingGroupNames (-eg).
Name of the user or a list of users to run the reports. For
multiple users, separate each user by a comma at the
command line.
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Option

Argument

Description

-ExistingGroupNames
-eg

existing_group_names

Required if you do not use -ExistingUserName (-eu). Name
of the group or a list of groups to run the reports. For
multiple groups, separate each group by a comma at the
command line.

-ExistingSecurityDomain
-esd

existing_security_domain

Required if you use LDAP authentication. Security domain
to which the user or group belongs. Default is Native.

-Format format_TEXT_CSV Optional. Output file format. Valid types include:

-m - Text
- CSv
If you do not specify a format, infacmd uses text format
with lines wrapped at 80 characters.

-OutputFile output_file_name Optional. Name and file path for the output file.

-lo If you do not specify an output file name, infacmd

displays the log events on the screen.

getUserGroupAssociation

Gets list of users that belong to the group or a list of groups associated with specified users. You can select
the users or groups for which you want to generate report.

Users with the administrator role can run this command.

The infacmd aud getUserGroupAssociation command uses the following syntax:

getUserGroupAssociation

<-DomainName|-dn> domain name

<-UserName|-un> user name

<-Password|-pd> password

[<-SecurityDomain|-sdn> security domain]

[<-Gateway|-hp> gateway hostl:port gateway host2:port...]

[<-ResilienceTimeout|-re> timeout period in seconds]

<<-ExistingUserNames|-eu> existing user names|

<-ExistingGroupNames|-eg> existing group names>

[<-ExistingSecurityDomain|-esd> existing security domain]

[<-Format|-fm> format TEXT CSV]

[<-OutputFile|-lo> output file name]
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The following table describes infacmd aud getUserGroupAssociation options and arguments:

Option

Argument

Description

-DomainName
-dn

domain_name

Required. Name of the Informatica domain. You can set
the domain name with the -dn option or the environment
variable INFA_DEFAULT_DOMAIN. If you set a domain
name with both methods, the -dn option takes
precedence.

-UserName
-un

user_name

Required if the domain uses Native or LDAP
authentication. User name to connect to the domain. You
can set the user name with the -un option or the
environment variable INFA_DEFAULT_DOMAIN_USER. If
you set a user name with both methods, the -un option
takes precedence.

Optional if the domain uses Kerberos authentication. To
run the command with single sign-on, do not set the user
name. If you set the user name, the command runs
without single sign-on.

-Password
.pd

password

Required if you specify the user name. Password for the
user name. The password is case sensitive. You can set
a password with the -pd option or the environment
variable INFA_DEFAULT_DOMAIN_PASSWORD. If you set
a password with both methods, the password set with
the -pd option takes precedence.

-SecurityDomain
-sdn

security_domain

Required if the domain uses LDAP authentication.
Optional if the domain uses native authentication or
Kerberos authentication. Name of the security domain to
which the domain user belongs. You can set a security
domain with the -sdn option or the environment variable
INFA_DEFAULT_SECURITY_DOMAIN. If you set a security
domain name with both methods, the -sdn option takes
precedence. The security domain name is case sensitive.

If the domain uses native or LDAP authentication, the
default is Native. If the domain uses Kerberos
authentication, the default is the user realm name
specified during installation.

-Gateway
_hp

gateway_host1:port
gateway_host2:port ...

Required if the gateway connectivity information in the
domains.infa file is out of date. The host names and port
numbers for the gateway nodes in the domain.

-ResilienceTimeout
-re

timeout_period_in_seconds

Optional. Amount of time in seconds that infacmd
attempts to establish or re-establish a connection to the
domain. You can set the resilience timeout period with
the -re option or the environment variable
INFA_CLIENT_RESILIENCE_TIMEOUT. If you set the
resilience timeout period with both methods, the -re
option takes precedence.

-ExistingUserNames
-eu

existing_user_names

Required if you do not use -ExistingGroupNames (-eg).
Name of the user or a list of users to run the reports. For
multiple users, separate each user by a comma at the
command line.
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Option

Argument

Description

-ExistingGroupNames
-eg

existing_group_names

Required if you do not use -ExistingUserName (-eu).
Name of the group or a list of groups to run the reports.
For multiple groups, separate each group by a comma at
the command line.

-ExistingSecurityDomain
-esd

existing_security_domain

Required if you use LDAP authentication. Security
domain to which the user or group belongs. Default is
Native.

-Format format_TEXT_CSV Optional. Output file format. Valid types include:

-m - Text
- CSv
If you do not specify a format, infacmd uses text format
with lines wrapped at 80 characters.

-OutputFile output_file_name Optional. Name and file path for the output file.

-lo

If you do not specify an output file name, infacmd
displays the log events on the screen.

getUserGroupAssociationForRoles

Gets list of roles assigned to users and groups. You can select the roles for which you want to generate
report.

Users with the administrator role can run this command.

The infacmd aud getUserGroupAssociationForRoles command uses the following syntax:

getUserGroupAssociationForRoles

<-DomainName | -dn> domain name

<-UserName|-un> user name

<-Password|-pd> password

[<-SecurityDomain|-sdn> security domain]

[<-Gateway|-hp> gateway hostl:port gateway host2:port...]
[<-ResilienceTimeout|-re> timeout period in seconds]
<-RoleNames|-en> role names

[<-Format|-fm> format TEXT CSV]

[<-OutputFile|-lo> output file name]
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The following table describes infacmd aud getUserGroupAssociationForRoles options and arguments:

Option

Argument

Description

-DomainName
-dn

domain_name

Required. Name of the Informatica domain. You can set
the domain name with the -dn option or the environment
variable INFA_DEFAULT_DOMAIN. If you set a domain
name with both methods, the -dn option takes
precedence.

-UserName
-un

user_name

Required if the domain uses Native or LDAP
authentication. User name to connect to the domain. You
can set the user name with the -un option or the
environment variable INFA_DEFAULT_DOMAIN_USER. If
you set a user name with both methods, the -un option
takes precedence.

Optional if the domain uses Kerberos authentication. To
run the command with single sign-on, do not set the user
name. If you set the user name, the command runs
without single sign-on.

-Password
.pd

password

Required if you specify the user name. Password for the
user name. The password is case sensitive. You can set
a password with the -pd option or the environment
variable INFA_DEFAULT_DOMAIN_PASSWORD. If you set
a password with both methods, the password set with
the -pd option takes precedence.

-SecurityDomain
-sdn

security_domain

Required if the domain uses LDAP authentication.
Optional if the domain uses native authentication or
Kerberos authentication. Name of the security domain to
which the domain user belongs. You can set a security
domain with the -sdn option or the environment variable
INFA_DEFAULT_SECURITY_DOMAIN. If you set a security
domain name with both methods, the -sdn option takes
precedence. The security domain name is case sensitive.

If the domain uses native or LDAP authentication, the
default is Native. If the domain uses Kerberos
authentication, the default is the user realm name
specified during installation.

-Gateway
_hp

gateway_host1:port
gateway_host2:port ...

Required if the gateway connectivity information in the
domains.infa file is out of date. The host names and port
numbers for the gateway nodes in the domain.

-ResilienceTimeout
-re

timeout_period_in_seconds

Optional. Amount of time in seconds that infacmd
attempts to establish or re-establish a connection to the
domain. You can set the resilience timeout period with
the -re option or the environment variable
INFA_CLIENT_RESILIENCE_TIMEOUT. If you set the
resilience timeout period with both methods, the -re
option takes precedence.

-RoleNames
-en

role_names

Required. Name of the role assigned for users or groups
in the domain for which you want to generate the report.
For multiple roles, separate each role by a comma at the
command line.

82 Chapter 7: infacmd aud Command Reference




Option Argument Description

-Format format_TEXT_CSV Optional. Output file format. Valid types include:
-m - Text
- CSV

If you do not specify a format, infacmd uses text format
with lines wrapped at 80 characters.

-OutputFile output_file_name Optional. Name and file path for the output file.

-lo If you do not specify an output file name, infacmd
displays the log events on the screen.

getUsersPersonallnfo

Gets user information in the domain. The report displays the full name, security domain, description, contact
details, and user status. If you run the report for users, the report displays the user information for the
specified users. If you run the report for groups, the report organizes user information for all users in the
specified group. The report displays nested groups separately.

Users with the administrator role can run this command.

The infacmd aud getUsersPersonallnfo command uses the following syntax:

getUsersPersonallInfo

<-DomainName|-dn> domain name

<-UserName|-un> user name

<-Password|-pd> password

[<-SecurityDomain|-sdn> security domain]

[<-Gateway|-hp> gateway hostl:port gateway host2:port...]
[<-ResilienceTimeout|-re> timeout period in seconds]
<<-ExistingUserNames|-eu> existing user names|
<-ExistingGroupNames|-eg> existing group names>
[<-ExistingSecurityDomain|-esd> existing security domain]
[<-Format|-fm> format TEXT CSV]

[<-OutputFile|-lo> output file name]

getUsersPersonallnfo 83



The following table describes infacmd aud getUsersPersonalinfo options and arguments:

Option

Argument

Description

-DomainName
-dn

domain_name

Required. Name of the Informatica domain. You can set
the domain name with the -dn option or the environment
variable INFA_DEFAULT_DOMAIN. If you set a domain
name with both methods, the -dn option takes
precedence.

-UserName
-un

user_name

Required if the domain uses Native or LDAP
authentication. User name to connect to the domain. You
can set the user name with the -un option or the
environment variable INFA_DEFAULT_DOMAIN_USER. If
you set a user name with both methods, the -un option
takes precedence.

Optional if the domain uses Kerberos authentication. To
run the command with single sign-on, do not set the user
name. If you set the user name, the command runs
without single sign-on.

-Password
.pd

password

Required if you specify the user name. Password for the
user name. The password is case sensitive. You can set
a password with the -pd option or the environment
variable INFA_DEFAULT_DOMAIN_PASSWORD. If you set
a password with both methods, the password set with
the -pd option takes precedence.

-SecurityDomain
-sdn

security_domain

Required if the domain uses LDAP authentication.
Optional if the domain uses native authentication or
Kerberos authentication. Name of the security domain to
which the domain user belongs. You can set a security
domain with the -sdn option or the environment variable
INFA_DEFAULT_SECURITY_DOMAIN. If you set a security
domain name with both methods, the -sdn option takes
precedence. The security domain name is case sensitive.

If the domain uses native or LDAP authentication, the
default is Native. If the domain uses Kerberos
authentication, the default is the user realm name
specified during installation.

-Gateway
_hp

gateway_host1:port
gateway_host2:port ...

Required if the gateway connectivity information in the
domains.infa file is out of date. The host names and port
numbers for the gateway nodes in the domain.

-ResilienceTimeout
-re

timeout_period_in_seconds

Optional. Amount of time in seconds that infacmd
attempts to establish or re-establish a connection to the
domain. You can set the resilience timeout period with
the -re option or the environment variable
INFA_CLIENT_RESILIENCE_TIMEOUT. If you set the
resilience timeout period with both methods, the -re
option takes precedence.

-ExistingUserNames
-eu

existing_user_names

Required if you do not use -ExistingGroupNames (-eg).
Name of the user or a list of users to run the reports. For
multiple users, separate each user by a comma at the
command line.
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Option

Argument

Description

-ExistingGroupNames
-eg

existing_group_names

Required if you do not use -ExistingUserName (-eu).
Name of the group or a list of groups to run the reports.
For multiple groups, separate each group by a comma at
the command line.

-ExistingSecurityDomain
-esd

existing_security_domain

Required if you use LDAP authentication. Security
domain to which the user or group belongs. Default is
Native.

-Format format_TEXT_CSV Optional. Output file format. Valid types include:

-m - Text
- CSv
If you do not specify a format, infacmd uses text format
with lines wrapped at 80 characters.

-OutputFile output_file_name Optional. Name and file path for the output file.

-lo If you do not specify an output file name, infacmd

displays the log events on the screen.

getUsersPersonallnfo
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CHAPTER 8

Infacmd bg Command Reference

This chapter includes the following topics:
e upgradeRepository, 86

e listGlossary, 87
e exportGlossary, 88

e importGlossary, 92

upgradeRepository

86

Upgrades the business glossary data in the Model repository. Run this command after you upgrade the
domain and Model Repository Service.

The infacmd bg upgradeRepository command uses the following syntax:
upgradeRepository
<-DomainName | -dn> domain_name
<-UserName|-un> user name
<-Password|-pd> Password
[<-SecurityDomain|-sdn> security domain]
<-AtServiceName|-atn> Analyst service name

The following table describes infacmd bg upgradeRepository options and arguments:

Option Argument Description
-DomainName domain_name Required. Name of the Informatica domain. You can set
-dn the domain name with the -dn option or the environment

variable INFA_DEFAULT_DOMAIN. If you set a domain
name with both methods, the -dn option takes

precedence.
-UserName user_name Required if the domain uses Kerberos, Native or LDAP
-un authentication. User name to connect to the domain. You

can set the user name with the -un option or the
environment variable INFA_DEFAULT_DOMAIN_USER. If
you set a user name with both methods, the -un option

takes precedence.




Option Argument Description

-Password Password Required if you specify the user name. Password for the
-pd user name. The password is case sensitive. You can set
a password with the -pd option or the environment
variable INFA_DEFAULT_DOMAIN_PASSWORD. If you set
a password with both methods, the password set with
the -pd option takes precedence.

-SecurityDomain security_domain Optional if the domain uses LDAP authentication, Native
-sdn authentication or Kerberos authentication. Name of the
security domain to which the domain user belongs. You
can set a security domain with the -sdn option or the
environment variable
INFA_DEFAULT_SECURITY_DOMAIN. If you set a security
domain name with both methods, the -sdn option takes

If the domain uses native or LDAP authentication, the
default is Native. If the domain uses Kerberos
authentication, the default is the LDAP security domain
created during installation. The name of the security
domain is the same as the user realm specified during

precedence. The security domain name is case sensitive.

installation.
AtServiceName Analyst_service_name Required. Name of the Analyst Service.
-atn The name is not case sensitive and must be unique

within the domain. The characters must be compatible
with the code page of the associated repository. The
name cannot exceed 230 characters, have leading or
trailing spaces, or contain carriage returns, tabs, or the
following characters:

J x>

listGlossary

Displays a list of the business glossaries available in the Analyst tool as a standard output. Each glossary
name is displayed as a separate line.

The infacmd bg listGlossary command uses the following syntax:

listGlossary

<-DomainName|-dn> domain name
<-UserName|-un> user name
<-Password|-pd> Password
[<-SecurityDomain|-sdn> security domain]

<-AtServiceName|-atn> Analyst service name

listGlossary
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The following table describes infacmd bg upgradeRepository options and arguments:

Option Argument Description
-DomainName domain_name Required. Name of the Informatica domain. You can set
-dn the domain name with the -dn option or the environment

variable INFA_DEFAULT_DOMAIN. If you set a domain
name with both methods, the -dn option takes

precedence.
-UserName user_name Required if the domain uses Kerberos, Native or LDAP
-un authentication. User name to connect to the domain. You

can set the user name with the -un option or the
environment variable INFA_DEFAULT_DOMAIN_USER. If
you set a user name with both methods, the -un option
takes precedence.

-Password Password Required if you specify the user name. Password for the
-pd user name. The password is case sensitive. You can set
a password with the -pd option or the environment
variable INFA_DEFAULT_DOMAIN_PASSWORD. If you set
a password with both methods, the password set with
the -pd option takes precedence.

-SecurityDomain security_domain Optional if the domain uses LDAP authentication, Native
-sdn authentication or Kerberos authentication. Name of the
security domain to which the domain user belongs. You
can set a security domain with the -sdn option or the
environment variable
INFA_DEFAULT_SECURITY_DOMAIN. If you set a security
domain name with both methods, the -sdn option takes
precedence. The security domain name is case sensitive.

If the domain uses Kerberos, Native or LDAP
authentication, the default is Native. The name of the
security domain is the same as the user realm specified
during installation.

AtServiceName Analyst_service_name Required. Name of the Analyst Service.

-atn The name is not case sensitive and must be unique
within the domain. The characters must be compatible
with the code page of the associated repository. The
name cannot exceed 230 characters, have leading or
trailing spaces, or contain carriage returns, tabs, or the
following characters:

/2>

exportGlossary

Exports the business glossaries available in the Analyst tool. The Analyst tool exports business glossary data
in the .xIsx or .zip format based on the options that you specify.

The infacmd bg exportGlossary command uses the following syntax:

exportGlossary

<-DomainName|-dn> domain name
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<-UserName|-un> user name

<-Password|-pd> Password

[<-SecurityDomain|-sdn> security domain]
<-AtServiceName|-atn> Analyst service name
[<-GlossaryList|-gl> Glossary list]

[<-Delimiter|-dl> Glossary name delimiter]

[<-IncludeCrossGlossaryLinks|-cgl> Include cross glossary links true false]

[<-IncludeAuditHistory|-ah> Include audit history true false]

[<-IncludeAttachment|-att> Include attachments true false]

[<-IncludeOnlyTemplate|-tem> Include templates only true false]

[<-ExportasPlainTextOnly|-ept> Export richtext as plain text true false]

[<-status|-s> Status_of assets]

[<-phase|-p> Phase of assets]

<-ExportFilePath|-ep> Export path

The following table describes infacmd bg exportGlossary options and arguments:

Option

Argument

Description

-DomainName
-dn

domain_name

Required. Name of the Informatica
domain. You can set the domain
name with the -dn option or the
environment variable
INFA_DEFAULT_DOMAIN. If you set
a domain name with both methods,
the -dn option takes precedence.

-UserName
-un

user_name

Required if the domain uses
Kerberos, Native or LDAP
authentication. User name to
connect to the domain. You can set
the user name with the -un option or
the environment variable
INFA_DEFAULT_DOMAIN_USER. If
you set a user name with both
methods, the -un option takes
precedence.

-Password
_pd

Password

Required if you specify the user
name. Password for the user name.
The password is case sensitive.
You can set a password with the -pd
option or the environment variable
INFA_DEFAULT_DOMAIN_PASSWOR
D. If you set a password with both
methods, the password set with the
-pd option takes precedence.
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Option

Argument

Description

-SecurityDomain
-sdn

security_domain

Optional if the domain uses LDAP
authentication, Native
authentication or Kerberos
authentication. Name of the
security domain to which the
domain user belongs. You can set a
security domain with the -sdn
option or the environment variable
INFA_DEFAULT_SECURITY_DOMAIN
. If you set a security domain name
with both methods, the -sdn option
takes precedence. The security
domain name is case sensitive.

If the domain uses Kerberos, Native
or LDAP authentication, the default
is Native. The name of the security
domain is the same as the user

realm specified during installation.

AtServiceName
-atn

Analyst_service_name

Required. Name of the Analyst
Service.

The name is not case sensitive and
must be unique within the domain.
The characters must be compatible
with the code page of the
associated repository. The name
cannot exceed 230 characters, have
leading or trailing spaces, or
contain carriage returns, tabs, or
the following characters:

/x>

-GlossaryList
.g|

Glossary_list

Optional. The names of one or more
glossaries that you want to export
and that you have access to, as
determined by the permissions and
privileges defined in the Analyst
tool. Separate the names of
multiple glossaries by the user
defined delimiter character.

If you do not specify the names of
glossaries, the Analyst tool exports
all the glossaries that you have
permission to access as determined
by the permissions and privileges
defined in the Analyst tool.
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Option

Argument

Description

-Delimiter
-dl

Glossary_name_delimiter

Optional. Specify a custom
delimiter if you are exporting
multiple glossaries and one of them
has a standard delimiter character
as part of the glossary name. The
standard delimiter is a comma.

Define a custom delimiter of
maximum one special character.
Use the custom delimiter to
separate the names of multiple
glossaries.

-IncludeCrossGlossaryLinks
-cgl

Include_cross_glossary_links_true_false

Optional. Enter one of the following

values:

- True to include cross glossary
links in the export file.
False to skip cross glossary
links in the export file.

Default is true.

-IncludeAuditHistory
-ah

Include_audit_history_true_false

Optional. Enter one of the following

values:

- True to include audit trail history
in the export file.
False to skip the audit trail
history in the export file.

Default is false.

-IncludeAttachments
-att

Include_attachments_true_false

Optional. Enter one of the following

values:

- True to include attachments in
the export file.

- Specify False to skip
attachments in the export file.

Default is false.

-IncludeOnlyTemplates
-tem

Include_only_templates_true_false

Optional. Enter one of the following

values:

- True to include only templates in
the export file.
False to include both templates
and glossary data in the export
file.

Default is false.

-ExportasPlainTextOnly
-ept

Export_richtext_as_plain_text_true_false

Optional. Enter one of the following

values:

- True to export formatted rich
text content as plain text.
False to export formatted rich
text content as rich text.

Default is false.
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Option Argument

Description

-status Status_of_assets
-S

Optional. Enter one or all of the
following values, separated by a
comma:
- Active to export assets that are
active.
Inactive to export assets that
are inactive.
The Analyst tool exports assets that
are both active and inactive if you
do not specify any value.

-phase Phase_of_assets

Optional. Enter one or all of the
following values, separated by a
comma:

- Draft to export assets that are
in the draft phase.

In Review to export assets that
are in the In Review phase.
Published to export assets that
are in the Published phase.

- Rejected to export assets that
are in the Rejected phase.
Pending publish to export
assets that are in the Pending
Publish phase.

The Analyst tool exports assets that
are in all phases if you do not
specify any value.

-ExportFilePath Export_path
.ep

Required.

Specify the path where the
command line program must store
the exported files.

importGlossary

Imports business glossaries from .xIsx or .zip files that were exported from the Analyst tool.

The infacmd bg importGlossary command uses the following syntax:

importGlossary

<-DomainName | -dn> domain name
<-UserName|-un> user name

<-Password|-pd> Password
[<-SecurityDomain|-sdn> security domain]
<-AtServiceName|-atn> Analyst service name
[<-GlossaryList|-gl> Glossary list]

[<-Delimiter|-dl> Glossary name delimiter]
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[<-IncludeCrossGlossaryLinks|-cgl> Include cross glossary links true false]

[<-IncludeAuditHistory|-ah> Include audit history true false]
[<-IncludeAttachment|-att> Include attachments true false]
[<-IncludeOnlyTemplate|-tem> Include templates only true false]

[<-IncludeRichTextContentforConflictingAssets|-irt>
Include_richtextcontent conflicting assets true false]

<-ImportFilePath|-ip> Import path

[<-ResolutionOnMatchByName |-rmn> Copy or replace or skip assets by name]

[<-ResolutionOnMatchById|-rmi> Copy or replace or skip assets by id]

The following table describes infacmd bg importGlossary options and arguments:

Option Argument

Description

-DomainName Argument
-dn

Description

-UserName domain_name
-un

Required. Name of the
Informatica domain. You can
set the domain name with the -
dn option or the environment
variable
INFA_DEFAULT_DOMAIN. If
you set a domain name with
both methods, the -dn option
takes precedence.

-Password Password
_pd

Required if you specify the
user name. Password for the
user name. The password is
case sensitive. You can set a
password with the -pd option
or the environment variable
INFA_DEFAULT_DOMAIN_PASS
WORD. If you set a password
with both methods, the
password set with the -pd
option takes precedence.

importGlossary
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Option

Argument

Description

-SecurityDomain
-sdn

security_domain

Optional if the domain uses
LDAP authentication, Native
authentication or Kerberos
authentication. Name of the
security domain to which the
domain user belongs. You can
set a security domain with the
-sdn option or the environment
variable
INFA_DEFAULT_SECURITY_DO
MAIN. If you set a security
domain name with both
methods, the -sdn option takes
precedence. The security
domain name is case
sensitive.

If the domain uses Kerberos,
Native or LDAP authentication,
the default is Native. The name
of the security domain is the
same as the user realm
specified during installation.

AtServiceName
-atn

Analyst_service_name

Required. Name of the Analyst
Service.

The name is not case sensitive
and must be unique within the
domain. The characters must
be compatible with the code
page of the associated
repository. The name cannot
exceed 230 characters, have
leading or trailing spaces, or
contain carriage returns, tabs,
or the following characters:

/xR <>

GlossaryList
.gl

Glossary_list

Optional. The names of one or
more glossaries that you want
to import, and that you have
access to as determined by the
permissions and privileges
defined in the Analyst tool. The
glossaries must be present in
the .xIsx file. Separate the
names of multiple glossaries
by the user defined delimiter
character.

If you do not specify the
names of glossaries, the
Analyst tool imports all the
glossaries that you have
permission to access as
determined by the permissions
and privileges defined in the
Analyst tool.
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Option Argument Description
-Delimiter Glossary_name_delimiter Optional. Specify a custom
dl delimiter if you are importing

multiple glossaries and one of
them has a standard delimiter
character as part of the
glossary name. The standard
delimiter is a comma.

Define a custom delimiter of
maximum one special
character. Use the custom
delimiter to separate the
names of multiple glossaries.

IncludeCrossGlossaryLinks
-cgl

Include_cross_glossary_links_true_false

Optional. Enter one of the

following values:

- True to import cross
glossary links from the
export file.

False to skip the import of
cross glossary links from
the export file.

Default is true.

-IncludeAuditHistory
-ah

Include_audit_history_true_false

Optional. Enter one of the
foIIowmg values:
True to import audit trail
history from the export file.
False to skip the import of
the audit trail history from
the export file.

Default is false.

-IncludeAttachments
-att

Include_attachments_true_false

Optional. Enter one of the
foIIowmg values:
True to include
attachments when importing
business glossaries.
False toinclude both
templates and glossary data
when importing business
glossaries

Default is true.

-IncludeOnlyTemplates
-tem

Include_only_templates_true_false

Required. Enter one of the
foIIowmg values:
True to include only
templates when importing
business glossaries.
False toinclude both
templates and glossary data
when importing business
glossaries.

Default is false.

importGlossary
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Option

Argument

Description

IncludeRichTextContentfor
ConflictingAssets

-irt

Include_richtextcontent_conflicting_assets_true_fals
e

Optional. Enter one of the
foIIowmg values:
True when you want to
import rich text content for
conflicting assets.
False when you do not
want to import rich text
content for conflicting
assets.

Default is true.

-ImportFilePath
.|p

Import_path

Required. Specify the path and
filename where the import file
is available.

ResolutionOnMatchByNam
e

-rmn

Copy_or_replace_or_skip_assets_by_name

Optional. Enter one of the

foIIowmg values:

Copy to copy all assets
when there is a conflict
based on the name.

- Replace to replace all
assets when there is a
conflict based on the name.
This is the default value.
Skip to skip all assets when
there is a conflict based on
the name.

-ResolutionOnMatchByld
-rmi

Copy_or_replace_or_skip_assets_by_id

Optional. Enter one of the

foIIowmg values:

Copy to copy all assets
when there is a conflict
based on the asset ID.

- Replace toreplace all
assets when there is a
conflict based on the asset
ID. This is the default value.
Skip to skip all assets when
there is a conflict based on
the asset ID.
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CHAPTER 9

infacmd cluster Command
Reference

This chapter includes the following topics:

createConfiguration, 97

o deleteConfiguration, 99

e clearConfigurationProperties, 101

o exportConfiguration, 102

e l|istAssociatedConnections, 104

o listConfigurationGroupPermissions, 105

e listConfigurationSets, 107

e listConfigurationProperties, 108

e listConfigurations, 110

e listConfigurationUserPermissions, 111

o refreshConfiguration, 112

e setConfigurationPermissions, 114

e setConfigurationProperties, 116

createConfiguration

Imports cluster information directly from a cluster or from a cluster archive file.

The cluster configuration is an object in the domain that contains configuration information about the

Hadoop cluster.

The infacmd cluster createConfiguration command uses the following syntax:

createConfiguration

<-DomainName|-dn> domain name

<-UserName|-un> user name

<-Password|-pd> password

[<-SecurityDomain|-sdn> security domain]
[<-ResilienceTimeout|-re> timeout period in seconds]
<-ConfigurationName|-cn> configuration name
[<-DistributionType|-dt> BI|CDH|EMR|HDI|HDP|MAPR]
[<-ClusterManagerUri|-uri> cluster manager uri]
[<-ClusterManagerUser|-cmu> cluster manager user]
[<-ClusterManagerPassword|-cmp> cluster manager password]
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[<-ClusterName|-cln> cluster name]
[<-FilePath|-path> file path]

The following table describes infacmd cluster createConfiguration options and arguments:

Option

Argument

Description

-DomainName
-dn

domain_name

Required. Name of the Informatica domain. You can set
the domain name with the -dn option or the environment
variable INFA_DEFAULT_DOMAIN. If you set a domain
name with both methods, the -dn option takes
precedence.

-UserName
-un

user_name

Required if the domain uses Native or LDAP
authentication or if you import properties directly from
the cluster. User name to connect to the domain. You
can set the user name with the -un option or the
environment variable INFA_DEFAULT_DOMAIN_USER. If
you set a user name with both methods, the -un option
takes precedence.

Optional if the domain uses Kerberos authentication. To
run the command with single sign-on, do not set the user
name. If you set the user name, the command runs
without single sign-on.

-Password
.pd

password

Required if you specify the user name. Password for the
user name. The password is case sensitive. You can set
a password with the -pd option or the environment
variable INFA_DEFAULT_DOMAIN_PASSWORD. If you set
a password with both methods, the password set with
the -pd option takes precedence.

-SecurityDomain
-sdn

security_domain

Required if the domain uses LDAP authentication.
Optional if the domain uses native authentication or
Kerberos authentication. Name of the security domain to
which the domain user belongs. You can set a security
domain with the -sdn option or the environment variable
INFA_DEFAULT_SECURITY_DOMAIN. If you set a security
domain name with both methods, the -sdn option takes
precedence. The security domain name is case sensitive.

If the domain uses native or LDAP authentication, the
default is Native. If the domain uses Kerberos
authentication, the default is the user realm specified
during installation.

-ResilienceTimeout
-re

timeout_period_in_seconds

Optional. Amount of time in seconds that infacmd
attempts to establish or re-establish a connection to the
domain. If you omit this option, infacmd uses the
timeout value specified in the
INFA_CLIENT_RESILIENCE_TIMEOUT environment
variable. If no value is specified in the environment
variable, the default of 180 seconds is used.
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Option

Argument

Description

-ConfigurationName
-cn

Name of the cluster
configuration

Required. The cluster configuration name must meet the
following requirements:
- Unique within the domain
- Cannot exceed 128 characters
- Cannot contain white spaces or the following special
characters:
-~ CIS %R ()= { TN e, 7

Values are not case sensitive.

-DistributionType
-distType

Hadoop distribution

Required. One of the following Hadoop distribution
types:
- BI. IBM Biglnsights

- CDH. Cloudera CDH.

- EMR. Amazon EMR.

- HDI. Azure HDInsight.

- HDP. Hortonworks HDP.
- MAPR

Values are not case sensitive.

-ClusterManagerUri
-uri

Cluster manager URI

Required to import directly from the cluster. URI of the
cluster configuration web interface.

-ClusterManagerUser
-cmu

Cluster Manager user

Required to import directly from the cluster. User name
of the account to log in to the cluster configuration web
interface.

-ClusterManagerPassword
-cmp

Cluster Manager password

Required to import directly from the cluster. Password of
the account to log in to the cluster configuration web
interface.

-ClusterName

Cluster name

Required if the cluster manager manages multiple
clusters. If you do not provide a cluster name, the wizard

-cIn

imports information based on the default cluster.
-FilePath Path and filename to the Required to import cluster information from a file. Path
-path location of the archive file. and file name of the archive file that contains cluster *-

site.xml configuration files.

deleteConfiguration

Deletes a cluster configuration from the domain.

You cannot delete a cluster configuration that is used by any connection object.

The infacmd cluster deleteConfiguration command uses the following syntax:

deleteConfiguration

<-DomainName | -dn> domain_name
<-UserName|-un> user name
<-Password|-pd> password
[<-SecurityDomain|-sdn> security domain]
[<-ResilienceTimeout|-re> timeout period in seconds]

<-ConfigurationName|-cn> configuration name

[<-DeleteConnections|-dc> delete associated connections]
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The following table describes infacmd cluster deleteConfiguration options and arguments:

Option

Argument

Description

-DomainName
-dn

domain_name

Required. Name of the Informatica domain. You can set
the domain name with the -dn option or the environment
variable INFA_DEFAULT_DOMAIN. If you set a domain
name with both methods, the -dn option takes
precedence.

-UserName
-un

user_name

Required if the domain uses Native or LDAP
authentication. User name to connect to the domain. You
can set the user name with the -un option or the
environment variable INFA_DEFAULT_DOMAIN_USER. If
you set a user name with both methods, the -un option
takes precedence.

Optional if the domain uses Kerberos authentication. To
run the command with single sign-on, do not set the user
name. If you set the user name, the command runs
without single sign-on.

-Password
.pd

password

Required if you specify the user name. Password for the
user name. The password is case sensitive. You can set
a password with the -pd option or the environment
variable INFA_DEFAULT_DOMAIN_PASSWORD. If you set
a password with both methods, the password set with
the -pd option takes precedence.

-SecurityDomain
-sdn

security_domain

Required if the domain uses LDAP authentication.
Optional if the domain uses native authentication or
Kerberos authentication. Name of the security domain to
which the domain user belongs. You can set a security
domain with the -sdn option or the environment variable
INFA_DEFAULT_SECURITY_DOMAIN. If you set a security
domain name with both methods, the -sdn option takes
precedence. The security domain name is case sensitive.

If the domain uses native or LDAP authentication, the
default is Native. If the domain uses Kerberos
authentication, the default is the user realm specified
during installation.

-ResilienceTimeout
-re

timeout_period_in_seconds

Optional. Amount of time in seconds that infacmd
attempts to establish or re-establish a connection to the
domain. If you omit this option, infacmd uses the
timeout value specified in the
INFA_CLIENT_RESILIENCE_TIMEOUT environment
variable. If no value is specified in the environment
variable, the default of 180 seconds is used.

-ConfigurationName
-cn

Name of the cluster
configuration

Required. Name of the cluster configuration on the
domain. Values are not case sensitive.

-DeleteConnections
-dc

delete_associated_connecti
on

Optional. Set to TRUE to delete all of the connections
that are associated with the cluster configuration.

Default is FALSE.
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clearConfigurationProperties

Clears overridden property values in the cluster configuration set.

The command clears overridden values of imported properties and restores the value that was imported. The
command deletes user-defined properties from a configuration set. To delete an imported property, use the -
del option.

Note: When you delete an imported property, the refresh operation restores the property if it exists on the
cluster.

For example, the following command deletes the user-defined properties "foo.bar" and "biz.baz" from the
core-site.xml set of the CDH1 cluster configuration:

infacmd cluster clearConfigurationProperties -cn CDH1 -cs core-site.xml -pn foo.bar
biz.baz

The infacmd cluster clearConfigurationProperties command uses the following syntax:

clearConfigurationProperties

<-DomainName | -dn> domain name

<-UserName | -un> user name

<-Password|-pd> password

[<-SecurityDomain|-sdn> security domain]
[<-ResilienceTimeout|-re> timeout period in seconds]
<-ConfigurationName|-cn> configuration name
<-ConfigurationSet|-cs> configuration set

<-PropertyNames|-pn> list of property names separated by space
[<-DeleteProperties|-del> delete properties]

The following table describes infacmd cluster clearConfigurationProperties options and arguments:

Option Argument Description
-DomainName domain_name Required. Name of the Informatica domain. You can set
-dn the domain name with the -dn option or the environment

variable INFA_DEFAULT_DOMAIN. If you set a domain
name with both methods, the -dn option takes
precedence.

-UserName user_name Required if the domain uses Native or LDAP
authentication. User name to connect to the domain. You
can set the user name with the -un option or the
environment variable INFA_DEFAULT_DOMAIN_USER. If
you set a user name with both methods, the -un option
takes precedence.

Optional if the domain uses Kerberos authentication. To
run the command with single sign-on, do not set the user
name. If you set the user name, the command runs
without single sign-on.

-un

-Password password Required if you specify the user name. Password for the
-pd user name. The password is case sensitive. You can set
a password with the -pd option or the environment
variable INFA_DEFAULT_DOMAIN_PASSWORD. If you set
a password with both methods, the password set with
the -pd option takes precedence.
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Option

Argument

Description

-SecurityDomain
-sdn

security_domain

Required if the domain uses LDAP authentication.
Optional if the domain uses native authentication or
Kerberos authentication. Name of the security domain to
which the domain user belongs. You can set a security
domain with the -sdn option or the environment variable
INFA_DEFAULT_SECURITY_DOMAIN. If you set a security
domain name with both methods, the -sdn option takes
precedence. The security domain name is case sensitive.

If the domain uses native or LDAP authentication, the
default is Native. If the domain uses Kerberos
authentication, the default is the user realm specified
during installation.

-ResilienceTimeout
-re

timeout_period_in_seconds

Optional. Amount of time in seconds that infacmd
attempts to establish or re-establish a connection to the
domain. If you omit this option, infacmd uses the
timeout value specified in the
INFA_CLIENT_RESILIENCE_TIMEOUT environment
variable. If no value is specified in the environment
variable, the default of 180 seconds is used.

-ConfigurationName
-cn

Name of the cluster
configuration

Required. Name of the cluster configuration on the
domain. Values are not case sensitive.

-ConfigurationSet
-CS

Configuration set

Name of the .xml configuration set. Values are not case
sensitive.

-PropertyNames
.pn

property_name

Properties to run the command against. When you
include an imported property, the command clears an
override value. When you include a user-defined
property, the command deletes the property.

To edit more than one property, separate property names
with spaces.

When the property is not a user-defined property, use the
-del option.

-DeleteProperties
-del

delete_properties

Optional. When you set the option to TRUE, deletes an
imported property.
Default is FALSE.

exportConfiguration
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Exports a cluster configuration to an archive file containing .xml files or a combined .xml file that you can
copy to the Developer tool machine.

Export the properties that a cluster configuration object contains to a compressed file in a path that you

specify.

When you export the cluster configuration file, you create a .zip archive. Copy the archive file to the machine
that hosts the Developer tool and extract the contents to the /conf folder.
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The infacmd cluster exportConfiguration command uses the following syntax:

exportConfiguration

<-DomainName|-dn> domain name

<-UserName|-un> user name

<-Password|-pd> password

[<-SecurityDomain|-sdn> security domain]
[<-ResilienceTimeout|-re> timeout period in seconds]
<-ConfigurationName|-cn> configuration name
<-FilePath|-path> file path

[<-IncludeSensitive|-is> include sensitive properties]

The following table describes infacmd cluster exportConfiguration options and arguments:

Option Argument Description
-DomainName domain_name Required. Name of the Informatica domain. You can set
-dn the domain name with the -dn option or the environment

variable INFA_DEFAULT_DOMAIN. If you set a domain
name with both methods, the -dn option takes

precedence.
-UserName user_name Required if the domain uses Native or LDAP
-un authentication. User name to connect to the domain. You

can set the user name with the -un option or the
environment variable INFA_DEFAULT_DOMAIN_USER. If
you set a user name with both methods, the -un option
takes precedence.

Optional if the domain uses Kerberos authentication. To
run the command with single sign-on, do not set the user
name. If you set the user name, the command runs
without single sign-on.

-Password password Required if you specify the user name. Password for the
-pd user name. The password is case sensitive. You can set
a password with the -pd option or the environment
variable INFA_DEFAULT_DOMAIN_PASSWORD. If you set
a password with both methods, the password set with
the -pd option takes precedence.

-SecurityDomain security_domain Required if the domain uses LDAP authentication.

-sdn Optional if the domain uses native authentication or
Kerberos authentication. Name of the security domain to
which the domain user belongs. You can set a security
domain with the -sdn option or the environment variable
INFA_DEFAULT_SECURITY_DOMAIN. If you set a security
domain name with both methods, the -sdn option takes
precedence. The security domain name is case sensitive.

If the domain uses native or LDAP authentication, the
default is Native. If the domain uses Kerberos
authentication, the default is the user realm specified
during installation.

-ResilienceTimeout timeout_period_in_seconds | Optional. Amount of time in seconds that infacmd

-re attempts to establish or re-establish a connection to the
domain. If you omit this option, infacmd uses the
timeout value specified in the
INFA_CLIENT_RESILIENCE_TIMEOUT environment
variable. If no value is specified in the environment
variable, the default of 180 seconds is used.

exportConfiguration 103



Option Argument Description

-ConfigurationName Name of the cluster Required. Name of the cluster configuration on the
-en configuration domain. Values are not case sensitive.
-FilePath Path and file name to the Required. Path and file name of the compressed file to
. location of the file to be created as an archive of the cluster configuration.
path i '
create. You can specify an absolute path or a relative path to the

file name. Include a . zip or . tar suffix.

-IncludeSensitive include_sensitive_propertie | Optional.

-is § Set to TRUE to export sensitive properties. You must
have write permission on the cluster configuration to
include them in the export.

Default is FALSE.

listAssociatedConnections

Lists connections by type that are associated with the specified cluster configuration.
The command lists results by connection type.

The infacmd cluster listAssociatedConnections command uses the following syntax:

listAssociatedConnections

<-DomainName |-dn> domain name

<-UserName|-un> user name

<-Password|-pd> password

[<-SecurityDomain|-sdn> security domain]
[<-ResilienceTimeout|-re> timeout period in seconds]
<-ConfigurationName|-cn> configuration name

The following table describes infacmd cluster listAssociatedConnections options and arguments:

Option Argument Description
-DomainName domain_name Required. Name of the Informatica domain. You can set
-dn the domain name with the -dn option or the environment

variable INFA_DEFAULT_DOMAIN. If you set a domain
name with both methods, the -dn option takes
precedence.

-UserName user_name Required if the domain uses Native or LDAP
authentication. User name to connect to the domain. You
can set the user name with the -un option or the
environment variable INFA_DEFAULT_DOMAIN_USER. If
you set a user name with both methods, the -un option
takes precedence.

Optional if the domain uses Kerberos authentication. To
run the command with single sign-on, do not set the user
name. If you set the user name, the command runs
without single sign-on.

-un
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Option Argument Description
-Password password Required if you specify the user name. Password for the
-pd user name. The password is case sensitive. You can set

a password with the -pd option or the environment
variable INFA_DEFAULT_DOMAIN_PASSWORD. If you set
a password with both methods, the password set with
the -pd option takes precedence.

-SecurityDomain
-sdn

security_domain

Required if the domain uses LDAP authentication.
Optional if the domain uses native authentication or
Kerberos authentication. Name of the security domain to
which the domain user belongs. You can set a security
domain with the -sdn option or the environment variable
INFA_DEFAULT_SECURITY_DOMAIN. If you set a security
domain name with both methods, the -sdn option takes
precedence. The security domain name is case sensitive.

If the domain uses native or LDAP authentication, the
default is Native. If the domain uses Kerberos
authentication, the default is the user realm specified
during installation.

-ResilienceTimeout
-re

timeout_period_in_seconds

Optional. Amount of time in seconds that infacmd
attempts to establish or re-establish a connection to the
domain. If you omit this option, infacmd uses the
timeout value specified in the
INFA_CLIENT_RESILIENCE_TIMEOUT environment
variable. If no value is specified in the environment
variable, the default of 180 seconds is used.

-ConfigurationName
-cn

Name of the cluster
configuration

Required. Name of the cluster configuration on the
domain. Values are not case sensitive.

listConfigurationGroupPermissions

Lists the permissions that a group has for a cluster configuration.

Command output includes group permissons and the security domain that the group is a member of.

The infacmd cluster listConfigurationGroupPermissions command uses the following syntax:

listConfigurationGroupPermissions
<-DomainName|-dn> domain name
<-UserName|-un> user name
<-Password|-pd> password
[<-SecurityDomain|-sdn> security domain]
[<-ResilienceTimeout|-re> timeout period in seconds]

<-ConfigurationName|-cn> configuration name
[<-Direct> direct]

[<-GroupFilter|-groups> group filter]
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The following table describes infacmd cluster listConfigurationGroupPermissions options and arguments:

Option

Argument

Description

-DomainName
-dn

domain_name

Required. Name of the Informatica domain. You can set
the domain name with the -dn option or the environment
variable INFA_DEFAULT_DOMAIN. If you set a domain
name with both methods, the -dn option takes
precedence.

-UserName
-un

user_name

Required if the domain uses Native or LDAP
authentication. User name to connect to the domain. You
can set the user name with the -un option or the
environment variable INFA_DEFAULT_DOMAIN_USER. If
you set a user name with both methods, the -un option
takes precedence.

Optional if the domain uses Kerberos authentication. To
run the command with single sign-on, do not set the user
name. If you set the user name, the command runs
without single sign-on.

-Password
.pd

password

Required if you specify the user name. Password for the
user name. The password is case sensitive. You can set
a password with the -pd option or the environment
variable INFA_DEFAULT_DOMAIN_PASSWORD. If you set
a password with both methods, the password set with
the -pd option takes precedence.

-SecurityDomain
-sdn

security_domain

Required if the domain uses LDAP authentication.
Optional if the domain uses native authentication or
Kerberos authentication. Name of the security domain to
which the domain user belongs. You can set a security
domain with the -sdn option or the environment variable
INFA_DEFAULT_SECURITY_DOMAIN. If you set a security
domain name with both methods, the -sdn option takes
precedence. The security domain name is case sensitive.

If the domain uses native or LDAP authentication, the
default is Native. If the domain uses Kerberos
authentication, the default is the user realm specified
during installation.

-ResilienceTimeout
-re

timeout_period_in_seconds

Optional. Amount of time in seconds that infacmd
attempts to establish or re-establish a connection to the
domain. If you omit this option, infacmd uses the
timeout value specified in the
INFA_CLIENT_RESILIENCE_TIMEOUT environment
variable. If no value is specified in the environment
variable, the default of 180 seconds is used.

-ConfigurationName
-cn

Name of the cluster
configuration

Required. Name of the cluster configuration on the
domain. Values are not case sensitive.
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Option

Argument

Description

-Direct

Whether to list direct or
effective permissons.

Optional. Determines whether you list permissions that

the administrator has directly granted to the cluster

configuration. Specify one of these values:

- Direct. The permissions that the administrator directly
granted to the group.

- Effective. All of the permissions that the group has,
including direct and inherited permissions.

Default is effective.

GroupFilter
-groups

Group filter

Optional. List the group or groups to show results for. If
you do not specify a group, the command displays
results for all groups by default. Separate group names
with spaces.

listConfigurationSets

Lists the configuration sets that a cluster configuration contains.

The infacmd cluster listConfigurationSets command uses the following syntax:

listConfigurationSets

<-DomainName | -dn> domain name

<-UserName | -un> user_name

<-Password|-pd> password

[<-SecurityDomain|-sdn> security domain]
[<-ResilienceTimeout|-re> timeout period in seconds]
<-ConfigurationName|-cn> configuration_name

The following table describes infacmd cluster listConfigurationSets options and arguments:

Option Argument Description

-DomainName domain_name Required. Name of the Informatica domain. You can set

-dn the domain name with the -dn option or the environment
variable INFA_DEFAULT_DOMAIN. If you set a domain
name with both methods, the -dn option takes
precedence.

-UserName user_name Required if the domain uses Native or LDAP

-un authentication. User name to connect to the domain. You

can set the user name with the -un option or the
environment variable INFA_DEFAULT_DOMAIN_USER. If
you set a user name with both methods, the -un option
takes precedence.

Optional if the domain uses Kerberos authentication. To
run the command with single sign-on, do not set the user
name. If you set the user name, the command runs
without single sign-on.
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Option Argument Description
-Password password Required if you specify the user name. Password for the
-pd user name. The password is case sensitive. You can set

a password with the -pd option or the environment
variable INFA_DEFAULT_DOMAIN_PASSWORD. If you set
a password with both methods, the password set with
the -pd option takes precedence.

-SecurityDomain
-sdn

security_domain

Required if the domain uses LDAP authentication.
Optional if the domain uses native authentication or
Kerberos authentication. Name of the security domain to
which the domain user belongs. You can set a security
domain with the -sdn option or the environment variable
INFA_DEFAULT_SECURITY_DOMAIN. If you set a security
domain name with both methods, the -sdn option takes
precedence. The security domain name is case sensitive.

If the domain uses native or LDAP authentication, the
default is Native. If the domain uses Kerberos
authentication, the default is the user realm specified
during installation.

-ResilienceTimeout
-re

timeout_period_in_seconds

Optional. Amount of time in seconds that infacmd
attempts to establish or re-establish a connection to the
domain. If you omit this option, infacmd uses the
timeout value specified in the
INFA_CLIENT_RESILIENCE_TIMEOUT environment
variable. If no value is specified in the environment
variable, the default of 180 seconds is used.

-ConfigurationName
-cn

Name of the cluster
configuration

Required. Name of the cluster configuration on the
domain. Values are not case sensitive.

listConfigurationProperties
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Lists properties and active values for a configuration set.

The infacmd cluster listConfigurationProperties command uses the following syntax:

listConfigurationProperties
<-DomainName|-dn> domain name
<-UserName|-un> user name
<-Password|-pd> password
[<-SecurityDomain|-sdn> security domain]
[<-ResilienceTimeout|-re> timeout period in seconds]

<-ConfigurationName|-cn> configuration name

<-ConfiqurationSet|-cs> configuration set
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The following table describes infacmd cluster listConfigurationProperties options and arguments:

Option

Argument

Description

-DomainName
-dn

domain_name

Required. Name of the Informatica domain. You can set
the domain name with the -dn option or the environment
variable INFA_DEFAULT_DOMAIN. If you set a domain
name with both methods, the -dn option takes
precedence.

-UserName
-un

user_name

Required if the domain uses Native or LDAP
authentication. User name to connect to the domain. You
can set the user name with the -un option or the
environment variable INFA_DEFAULT_DOMAIN_USER. If
you set a user name with both methods, the -un option
takes precedence.

Optional if the domain uses Kerberos authentication. To
run the command with single sign-on, do not set the user
name. If you set the user name, the command runs
without single sign-on.

-Password
.pd

password

Required if you specify the user name. Password for the
user name. The password is case sensitive. You can set
a password with the -pd option or the environment
variable INFA_DEFAULT_DOMAIN_PASSWORD. If you set
a password with both methods, the password set with
the -pd option takes precedence.

-SecurityDomain
-sdn

security_domain

Required if the domain uses LDAP authentication.
Optional if the domain uses native authentication or
Kerberos authentication. Name of the security domain to
which the domain user belongs. You can set a security
domain with the -sdn option or the environment variable
INFA_DEFAULT_SECURITY_DOMAIN. If you set a security
domain name with both methods, the -sdn option takes
precedence. The security domain name is case sensitive.

If the domain uses native or LDAP authentication, the
default is Native. If the domain uses Kerberos
authentication, the default is the user realm specified
during installation.

-ResilienceTimeout
-re

timeout_period_in_seconds

Optional. Amount of time in seconds that infacmd
attempts to establish or re-establish a connection to the
domain. If you omit this option, infacmd uses the
timeout value specified in the
INFA_CLIENT_RESILIENCE_TIMEOUT environment
variable. If no value is specified in the environment
variable, the default of 180 seconds is used.

-ConfigurationName
-cn

Name of the cluster
configuration

Required. Name of the cluster configuration on the
domain. Values are not case sensitive.

-ConfigurationSet
-CcS

configuration set

Name of the .xml file associated with the configuration
set.
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listConfigurations

Lists the cluster configurations in the domain.

The infacmd cluster listConfigurations command uses the following syntax:

listConfigurations

<-DomainName | -dn> domain name
<-UserName|-un> user name
<-Password|-pd> password
[<-SecurityDomain|-sdn> security domain]
[<-ResilienceTimeout|-re> timeout period in seconds]

The following table describes infacmd cluster listConfigurations options and arguments:

Option

Argument

Description

-DomainName
-dn

domain_name

Required. Name of the Informatica domain. You can set
the domain name with the -dn option or the environment
variable INFA_DEFAULT_DOMAIN. If you set a domain
name with both methods, the -dn option takes
precedence.

-UserName
-un

user_name

Required if the domain uses Native or LDAP
authentication. User name to connect to the domain. You
can set the user name with the -un option or the
environment variable INFA_DEFAULT_DOMAIN_USER. If
you set a user name with both methods, the -un option
takes precedence.

Optional if the domain uses Kerberos authentication. To
run the command with single sign-on, do not set the user
name. If you set the user name, the command runs
without single sign-on.

-Password
.pd

password

Required if you specify the user name. Password for the
user name. The password is case sensitive. You can set
a password with the -pd option or the environment
variable INFA_DEFAULT_DOMAIN_PASSWORD. If you set
a password with both methods, the password set with
the -pd option takes precedence.

-SecurityDomain
-sdn

security_domain

Required if the domain uses LDAP authentication.
Optional if the domain uses native authentication or
Kerberos authentication. Name of the security domain to
which the domain user belongs. You can set a security
domain with the -sdn option or the environment variable
INFA_DEFAULT_SECURITY_DOMAIN. If you set a security
domain name with both methods, the -sdn option takes
precedence. The security domain name is case sensitive.

If the domain uses native or LDAP authentication, the
default is Native. If the domain uses Kerberos
authentication, the default is the user realm specified
during installation.

-ResilienceTimeout
-re

timeout_period_in_seconds

Optional. Amount of time in seconds that infacmd
attempts to establish or re-establish a connection to the
domain. If you omit this option, infacmd uses the
timeout value specified in the
INFA_CLIENT_RESILIENCE_TIMEOUT environment
variable. If no value is specified in the environment
variable, the default of 180 seconds is used.
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listConfigurationUserPermissions

Lists the permissions that a user has for a cluster configuration.

The infacmd cluster listConfigurationUserPermissions command uses the following syntax:

listConfigurationUserPermissions

<-DomainName | -dn> domain_ name

<-UserName|-un> user name

<-Password|-pd> password

[<-SecurityDomain|-sdn> security domain]
[<-ResilienceTimeout|-re> timeout period in seconds]
<-ConfigurationName|-cn> configuration name
[<-Direct> direct]

[<-UserFilter|-users> user filter]

The following table describes infacmd cluster listConfigurationUserPermissions options and arguments:

Option Argument Description
-DomainName domain_name Required. Name of the Informatica domain. You can set
-dn the domain name with the -dn option or the environment

variable INFA_DEFAULT_DOMAIN. If you set a domain
name with both methods, the -dn option takes

precedence.
-UserName user_name Required if the domain uses Native or LDAP
-un authentication. User name to connect to the domain. You

can set the user name with the -un option or the
environment variable INFA_DEFAULT_DOMAIN_USER. If
you set a user name with both methods, the -un option
takes precedence.

Optional if the domain uses Kerberos authentication. To
run the command with single sign-on, do not set the user
name. If you set the user name, the command runs
without single sign-on.

-Password password Required if you specify the user name. Password for the
-pd user name. The password is case sensitive. You can set
a password with the -pd option or the environment
variable INFA_DEFAULT_DOMAIN_PASSWORD. If you set
a password with both methods, the password set with
the -pd option takes precedence.

-SecurityDomain security_domain Required if the domain uses LDAP authentication.

-sdn Optional if the domain uses native authentication or
Kerberos authentication. Name of the security domain to
which the domain user belongs. You can set a security
domain with the -sdn option or the environment variable
INFA_DEFAULT_SECURITY_DOMAIN. If you set a security
domain name with both methods, the -sdn option takes
precedence. The security domain name is case sensitive.

If the domain uses native or LDAP authentication, the
default is Native. If the domain uses Kerberos
authentication, the default is the user realm specified
during installation.
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Option Argument Description

-ResilienceTimeout timeout_period_in_seconds | Optional. Amount of time in seconds that infacmd

-re attempts to establish or re-establish a connection to the
domain. If you omit this option, infacmd uses the
timeout value specified in the
INFA_CLIENT_RESILIENCE_TIMEOUT environment
variable. If no value is specified in the environment
variable, the default of 180 seconds is used.

-ConfigurationName Name of the cluster Required. Name of the cluster configuration on the

-en configuration domain. Values are not case sensitive.

-Direct Whether to list direct or Optional. Determines whether you list permissions that
effective permissons. the administrator has directly granted to the cluster

configuration. Specify one of these values:

- Direct. The permissions that the administrator directly
granted to the group.

- Effective. All of the permissions that the group has,
including direct and inherited permissions.

Default is effective.

UserFilter user_filter Optional. List the user or users to show results for. If
-users you do not specify a user, the command displays results
for all users by default.

Values are not case sensitive.

refreshConfiguration

Refreshes a cluster configuration from a cluster archive file or from a remote cluster manager. Changes take
effect after you restart the Data Integration Service.

Updates the cluster configuration properties from a cluster or from a cluster archive file. The
refreshConfiguration command updates the configuration values that you imported. It does not affect the
overrides that you configured.

The infacmd cluster refreshConfiguration command uses the following syntax:

refreshConfiguration

<-DomainName | -dn> domain name

<-UserName|-un> user name

<-Password|-pd> password

[<-SecurityDomain|-sdn> security domain]
[<-ResilienceTimeout|-re> timeout period in seconds]
<-ConfigurationName|-cn> configuration name
[<-ClusterManagerUri|-uri> cluster manager uri]
<-ClusterManagerUser|-cmu> cluster manager user]
<-ClusterManagerPassword|-cmp> cluster manager password]
<-ClusterManagerName|-cmn> cluster name]

[
[
[
[<-FilePath|-path> file path]
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The following table describes infacmd cluster refreshConfiguration options and arguments:

Option

Argument

Description

-DomainName
-dn

domain_name

Required. Name of the Informatica domain. You can set
the domain name with the -dn option or the environment
variable INFA_DEFAULT_DOMAIN. If you set a domain
name with both methods, the -dn option takes
precedence.

-UserName
-un

user_name

Required if the domain uses Native or LDAP
authentication. User name to connect to the domain. You
can set the user name with the -un option or the
environment variable INFA_DEFAULT_DOMAIN_USER. If
you set a user name with both methods, the -un option
takes precedence.

Optional if the domain uses Kerberos authentication. To
run the command with single sign-on, do not set the user
name. If you set the user name, the command runs
without single sign-on.

-Password
.pd

password

Required if you specify the user name. Password for the
user name. The password is case sensitive. You can set
a password with the -pd option or the environment
variable INFA_DEFAULT_DOMAIN_PASSWORD. If you set
a password with both methods, the password set with
the -pd option takes precedence.

-SecurityDomain
-sdn

security_domain

Required if the domain uses LDAP authentication.
Optional if the domain uses native authentication or
Kerberos authentication. Name of the security domain to
which the domain user belongs. You can set a security
domain with the -sdn option or the environment variable
INFA_DEFAULT_SECURITY_DOMAIN. If you set a security
domain name with both methods, the -sdn option takes
precedence. The security domain name is case sensitive.

If the domain uses native or LDAP authentication, the
default is Native. If the domain uses Kerberos
authentication, the default is the user realm specified
during installation.

-ResilienceTimeout
-re

timeout_period_in_seconds

Optional. Amount of time in seconds that infacmd
attempts to establish or re-establish a connection to the
domain. If you omit this option, infacmd uses the
timeout value specified in the
INFA_CLIENT_RESILIENCE_TIMEOUT environment
variable. If no value is specified in the environment
variable, the default of 180 seconds is used.

-ConfigurationName
-cn

Name of the cluster
configuration

Required. Name of the cluster configuration on the
domain. Values are not case sensitive.

-ClusterManagerUri
-uri

Cluster manager URI

Required to import directly from the cluster. URI of the
cluster configuration web interface.

-ClusterManagerUser
-cmu

Cluster Manager user

Required to import directly from the cluster. User name
of the account to log in to the cluster configuration web
interface.
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setConfigurationPermissions
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Option

Argument

Description

-ClusterManagerPassword
-cmp

Cluster Manager password

Required to import directly from the cluster. Password of
the account to log in to the cluster configuration web
interface.

-ClusterName

Cluster name

Required if the cluster manager manages multiple
clusters. If you do not provide a cluster name, the wizard

-cln

imports information based on the default cluster.
-FilePath Path and filename to the Required to import cluster information from a file. Path
-path location of the archive file. | and file name of the archive file that contains cluster *-

site.xml configuration files.

Sets permissions on cluster configuration to a user or a group after removing previous permissions.

Allows you to add, change or delete cluster configuration permissions for a user or a group. Removes
previous permissions on the user or group.

Use either the -RecipientUserName or the -RecipientGroupName option.

You can grant multiple permissions from the following set in a single command: READ, WRITE, EXECUTE,
GRANT. You can grant only ALL or NONE separately.

The infacmd cluster setConfigurationPermissions command uses the following syntax:

setConfigurationPermissions
<-DomainName|-dn> domain name
<-UserName|-un> user name
<-Password|-pd> password
[<-SecurityDomain|-sdn> security domain]
[<-ResilienceTimeout|-re> timeout period in seconds]

<-ConfigurationName|-cn> configuration name

<<-RecipientUserName|-run> recipient user name | <-RecipientGroupName|-rgn>
recipient group name>>
[<-RecipientSecurityDomain|-rsd> recipient security domain]
<-Permissions|-p> READ WRITE EXECUTE GRANT |ALL|NONE
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The following table describes infacmd cluster setConfigurationPermissions options and arguments:

Option

Argument

Description

-DomainName
-dn

domain_name

Required. Name of the Informatica domain. You can set
the domain name with the -dn option or the environment
variable INFA_DEFAULT_DOMAIN. If you set a domain
name with both methods, the -dn option takes
precedence.

-UserName
-un

user_name

Required if the domain uses Native or LDAP
authentication. User name to connect to the domain. You
can set the user name with the -un option or the
environment variable INFA_DEFAULT_DOMAIN_USER. If
you set a user name with both methods, the -un option
takes precedence.

Optional if the domain uses Kerberos authentication. To
run the command with single sign-on, do not set the user
name. If you set the user name, the command runs
without single sign-on.

-Password
.pd

password

Required if you specify the user name. Password for the
user name. The password is case sensitive. You can set
a password with the -pd option or the environment
variable INFA_DEFAULT_DOMAIN_PASSWORD. If you set
a password with both methods, the password set with
the -pd option takes precedence.

-SecurityDomain
-sdn

security_domain

Required if the domain uses LDAP authentication.
Optional if the domain uses native authentication or
Kerberos authentication. Name of the security domain to
which the domain user belongs. You can set a security
domain with the -sdn option or the environment variable
INFA_DEFAULT_SECURITY_DOMAIN. If you set a security
domain name with both methods, the -sdn option takes
precedence. The security domain name is case sensitive.

If the domain uses native or LDAP authentication, the
default is Native. If the domain uses Kerberos
authentication, the default is the user realm specified
during installation.

-ResilienceTimeout
-re

timeout_period_in_seconds

Optional. Amount of time in seconds that infacmd
attempts to establish or re-establish a connection to the
domain. If you omit this option, infacmd uses the
timeout value specified in the
INFA_CLIENT_RESILIENCE_TIMEOUT environment
variable. If no value is specified in the environment
variable, the default of 180 seconds is used.

-ConfigurationName
-cn

Name of the cluster
configuration

Required. Name of the cluster configuration on the
domain. Values are not case sensitive.

-RecipientUserName
-run

recipient_user_name

Required if you do not use the RecipientGroupName
option. Name of the user to grant permission to.

-RecipientGroupName
-rgn

recipient_group_name

Required if you do not use the RecipientUserName
option. Name of the group to grant permission to.
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Option Argument Description
-RecipientSecurityDomain recipient_security_domain Security domain that the user or group is a member of.
-rsd
-Permissions READ | WRITE | EXECUTE | Permission or permissions to grant. To enter more than
-p GRANT one permission, separate permissions with a space.
ALL
NONE
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Adds user-defined properties or overrides imported property values.
The infacmd cluster setConfigurationProperties command uses the following syntax:

setConfigurationProperties

<-DomainName | -dn> domain name

<-UserName | -un> user name

<-Password|-pd> password

[<-SecurityDomain|-sdn> security domain]
[<-ResilienceTimeout|-re> timeout period in seconds]
<-ConfigurationName|-cn> configuration_name
<-ConfigurationSet|-cs> configuration set
<-UserProperties|-up> user properties separated by &:

The following table describes infacmd cluster setConfigurationProperties options and arguments:

Option Argument Description
-DomainName domain_name Required. Name of the Informatica domain. You can set
-dn the domain name with the -dn option or the environment

variable INFA_DEFAULT_DOMAIN. If you set a domain
name with both methods, the -dn option takes
precedence.

-UserName user_name Required if the domain uses Native or LDAP

-un authentication. User name to connect to the domain. You
can set the user name with the -un option or the
environment variable INFA_DEFAULT_DOMAIN_USER. If
you set a user name with both methods, the -un option
takes precedence.

Optional if the domain uses Kerberos authentication. To
run the command with single sign-on, do not set the user
name. If you set the user name, the command runs
without single sign-on.

-Password password Required if you specify the user name. Password for the
-pd user name. The password is case sensitive. You can set
a password with the -pd option or the environment
variable INFA_DEFAULT_DOMAIN_PASSWORD. If you set
a password with both methods, the password set with
the -pd option takes precedence.
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Option

Argument

Description

-SecurityDomain
-sdn

security_domain

Required if the domain uses LDAP authentication.
Optional if the domain uses native authentication or
Kerberos authentication. Name of the security domain to
which the domain user belongs. You can set a security
domain with the -sdn option or the environment variable
INFA_DEFAULT_SECURITY_DOMAIN. If you set a security
domain name with both methods, the -sdn option takes
precedence. The security domain name is case sensitive.

If the domain uses native or LDAP authentication, the
default is Native. If the domain uses Kerberos
authentication, the default is the user realm specified
during installation.

-ResilienceTimeout
-re

timeout_period_in_seconds

Optional. Amount of time in seconds that infacmd
attempts to establish or re-establish a connection to the
domain. If you omit this option, infacmd uses the
timeout value specified in the
INFA_CLIENT_RESILIENCE_TIMEOUT environment
variable. If no value is specified in the environment
variable, the default of 180 seconds is used.

-ConfigurationName
-cn

Name of the cluster
configuration

Required. Name of the cluster configuration on the
domain. Values are not case sensitive.

-ConfigurationSet
-CS

configuration set

Name of the .xml file associated with the configuration
set.

-UserProperties
.up

User properties to set

Property name-value pairs. Use the characters &: to
separate each pair.

-UserProperties Examples

Add a single property

Use the equals (=) character to delimit property-value pairs.

For example, the following command adds the property foo.bar to the core-site.xml namespace of the
cluster configuration, and assigns foo.bar a value of 1:

infacmd cluster setConfigurationProperties -cn cdh -ns core-site.xml -o 'foo.bar=1"'

Add multiple property-value pairs

Use the equals (=) character to delimit property-value pairs, and use «: to separate pairs.

For example, the following command adds the property foo.bar to the core-site.xml namespace of the
cluster configuration, assigns foo.bar a value of 1, then adds the property start.interval to the same

namespace and assigns start.interval a value of 5:

infacmd cluster setConfigurationProperties -cn cdh -ns core-site.xml -o
'foo.bar=1&:start.interval=5"

Edit an existing property

To override the value of a property, specify the property-value pair with another value.
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For example, the following command edits the existing property fs.trash.interval in the core-site.xml
namespace of the cluster configuration. The command overrides the existing value and assigns a value
of 2:

infacmd cluster setConfigurationProperties -cn cdh -ns core-site.xml -o
'fs.trash.interval=2"
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CHAPTER 10

infacmd cms Command
Reference

This chapter includes the following topics:

e CreateAuditTables, 119

e CreateService, 121

e DeleteAuditTables, 123

e ListServiceOptions, 125

e ListServiceProcessOptions, 126

e Purge, 128
e RemoveService, 129

e ResyncData, 131
e UpdateServiceOptions, 133

e UpdateServiceProcessOptions, 134

e Upgrade, 136

CreateAuditTables

Creates audit tables that contain audit trail log events for reference tables managed by the specified Content
Management Service.

The infacmd cms CreateAuditTables command uses the following syntax:

CreateAuditTables

<-DomainName|-dn> domain name
<-ServiceName|-sn> service name
<-UserName|-un> user name
<-Password|-pd> password
[<-SecurityDomain|-sdn> security domain]

[<-ResilienceTimeout|-re> timeout period in seconds]
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The following table describes infacmd cms CreateAuditTables options and arguments:

Option Argument Description
-DomainName domain_name Required. Name of the Informatica domain. You can set
-dn the domain name with the -dn option or the environment

variable INFA_DEFAULT_DOMAIN. If you set a domain
name with both methods, the -dn option takes
precedence.

-ServiceName

service_name

Required. Name of the Content Management Service.

-sn

-UserName user_name Required if the domain uses Native or LDAP

-un authentication. User name to connect to the domain. You
can set the user name with the -un option or the
environment variable INFA_DEFAULT_DOMAIN_USER. If
you set a user name with both methods, the -un option
takes precedence.
Optional if the domain uses Kerberos authentication. To
run the command with single sign-on, do not set the user
name. If you set the user name, the command runs
without single sign-on.

-Password password Required if you specify the user name. Password for the

-pd user name. The password is case sensitive. You can set

a password with the -pd option or the environment
variable INFA_DEFAULT_DOMAIN_PASSWORD. If you set
a password with both methods, the password set with
the -pd option takes precedence..

-SecurityDomain
-sdn

security_domain

Required if the domain uses LDAP authentication.
Optional if the domain uses native authentication or
Kerberos authentication. Name of the security domain to
which the domain user belongs. You can set a security
domain with the -sdn option or the environment variable
INFA_DEFAULT_SECURITY_DOMAIN. If you set a security
domain name with both methods, the -sdn option takes
precedence. The security domain name is case sensitive.

If the domain uses native or LDAP authentication, the
default is Native. If the domain uses Kerberos
authentication, the default is the LDAP security domain
created during installation. The name of the security
domain is the same as the user realm specified during
installation.

-ResilienceTimeout
-re

timeout_period_in_seconds

Optional. Amount of time in seconds that infacmd
attempts to establish or re-establish a connection to the
domain. You can set the resilience timeout period with
the -re option or the environment variable
INFA_CLIENT_RESILIENCE_TIMEOUT. If you set the
resilience timeout period with both methods, the -re
option takes precedence.
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CreateService

Creates a Content Management Service in a domain.

The infacmd cms CreateService command uses the following syntax:

CreateService

<-DomainName|-dn> domain name

<-ServiceName|-sn> service name

<-UserName|-un> user name

<-Password|-pd> password

[<-SecurityDomain|-sdn> security domain]
[<-ResilienceTimeout|-re> timeout period in seconds]
<-NodeName | -nn> node name

<-DataServer|-ds> data service name
<-RepositoryService|-rs> repository service name
<-RepositoryUsername|-rsu> repository user name
<-RepositoryPassword|-rsp> repository password
[<-RepositorySecurityDomain|-rssd> repository security domain]
<-ReferenceDatalLocation|-rdl> reference data location
[<-HttpPort> http port]

[<-HttpsPort> https port]

[<-KeystoreFile|-kf> keystore file location]
[<-KeystorePassword|-kp> keystore password]

The following table describes infacmd cms CreateService options and arguments:

Option Argument Description
-DomainName domain_name Required. Name of the Informatica domain. You can set
-dn the domain name with the -dn option or the environment

variable INFA_DEFAULT_DOMAIN. If you set a domain
name with both methods, the -dn option takes

precedence.
-ServiceName service_name Required. Name of the Content Management Service.
-sn The name is not case sensitive and must be unique

within the domain. The characters must be compatible
with the code page of the associated repository. The
name cannot exceed 128 characters, have leading or
trailing spaces, or contain carriage returns, tabs, or the
following characters:

/x> "
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Option

Argument

Description

-UserName
-un

user_name

Required if the domain uses Native or LDAP
authentication. User name to connect to the domain. You
can set the user name with the -un option or the
environment variable INFA_DEFAULT_DOMAIN_USER. If
you set a user name with both methods, the -un option
takes precedence.

Optional if the domain uses Kerberos authentication. To
run the command with single sign-on, do not set the user
name. If you set the user name, the command runs
without single sign-on.

-Password
.pd

password

Required if you specify the user name. Password for the
user name. The password is case sensitive. You can set
a password with the -pd option or the environment
variable INFA_DEFAULT_DOMAIN_PASSWORD. If you set
a password with both methods, the password set with
the -pd option takes precedence.

-SecurityDomain
-sdn

security_domain

Required if the domain uses LDAP authentication.
Optional if the domain uses native authentication or
Kerberos authentication. Name of the security domain to
which the domain user belongs. You can set a security
domain with the -sdn option or the environment variable
INFA_DEFAULT_SECURITY_DOMAIN. If you set a security
domain name with both methods, the -sdn option takes
precedence. The security domain name is case sensitive.

If the domain uses native or LDAP authentication, the
default is Native. If the domain uses Kerberos
authentication, the default is the LDAP security domain
created during installation. The name of the security
domain is the same as the user realm specified during
installation.

-ResilienceTimeout

timeout_period_in_seconds

Optional. Amount of time in seconds that infacmd
attempts to establish or re-establish a connection to the

-re
domain. You can set the resilience timeout period with
the -re option or the environment variable
INFA_CLIENT_RESILIENCE_TIMEOUT. If you set a the
resilience timeout period with both methods, the -re
option takes precedence. Default is 180 seconds.

-NodeName node_name Required. Name of the node where the Content

-An Management Service will run.

-DataServer data_service_name Required. Data Integration Service name associated with

-ds the Content Management Service.

-RepositoryService
S

repository_service_name

Required. Model Repository Service to associate with the
Content Management Service.
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Option

Argument

Description

-RepositoryUsername
-rsu

repository_user_name

Required. User name to connect to the Model Repository
Service.

To perform reference table management tasks in the
Model repository, the user identified in the property must
have the Model Repository Service Administrator role.
The reference table management tasks include purge
operations on orphaned reference tables.

-RepositoryPassword
-rsp

repository_password

Required. Password to connect to the Model Repository
Service.

-RepositorySecurityDomain
-rssd

repository_security_domai
n

Required if you use LDAP authentication. Name of the
security domain that the user belongs to. Security
domain is case sensitive. Default is Native.

-ReferenceDatalocation
-rdl

reference_data_location

Required. Connection name for the database that stores
data values for the reference tables defined in the Model
repository. The specified database stores reference data
values. The Model repository stores metadata for the
reference tables.

-HttpPort http_port Required. Unique HTTP port number for the Content
Management Service.
-HttpsPort https_port Optional. HTTPS port number that the service runs on

when you enable the Transport Layer Security (TLS)
protocol.

-KeystoreFile

keystore_file_location

Path and file name of the keystore file that contains the

«f keys and certificates required if you enable TLS and use
the HTTPS protocol for the service.

-KeystorePassword> keystore_password Required if you enable TLS and use HTTPS connections

-kp for the service. A plain-text password for the keystore

file.

DeleteAuditTables

Deletes the audit trail tables for the specified Content Management Service.

The infacmd cms DeleteAuditTables command uses the following syntax:

DeleteAuditTables

<-DomainName|-dn> domain name
<-ServiceName|-sn> service name
<-UserName|-un> user name
<-Password|-pd> password
[<-SecurityDomain|-sdn> security domain]

[<-ResilienceTimeout|-re> timeout period in seconds]
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The following table describes infacmd cms DeleteAuditTables options and arguments:

Option Argument Description
-DomainName domain_name Required. Name of the Informatica domain. You can set
-dn the domain name with the -dn option or the environment

variable INFA_DEFAULT_DOMAIN. If you set a domain
name with both methods, the -dn option takes
precedence.

-ServiceName

service_name

Required. Name of the Content Management Service.

-sn

-UserName user_name Required if the domain uses Native or LDAP

-un authentication. User name to connect to the domain. You
can set the user name with the -un option or the
environment variable INFA_DEFAULT_DOMAIN_USER. If
you set a user name with both methods, the -un option
takes precedence.
Optional if the domain uses Kerberos authentication. To
run the command with single sign-on, do not set the user
name. If you set the user name, the command runs
without single sign-on.

-Password password Required if you specify the user name. Password for the

-pd user name. The password is case sensitive. You can set

a password with the -pd option or the environment
variable INFA_DEFAULT_DOMAIN_PASSWORD. If you set
a password with both methods, the password set with
the -pd option takes precedence..

-SecurityDomain
-sdn

security_domain

Required if the domain uses LDAP authentication.
Optional if the domain uses native authentication or
Kerberos authentication. Name of the security domain to
which the domain user belongs. You can set a security
domain with the -sdn option or the environment variable
INFA_DEFAULT_SECURITY_DOMAIN. If you set a security
domain name with both methods, the -sdn option takes
precedence. The security domain name is case sensitive.

If the domain uses native or LDAP authentication, the
default is Native. If the domain uses Kerberos
authentication, the default is the LDAP security domain
created during installation. The name of the security
domain is the same as the user realm specified during
installation.

-ResilienceTimeout
-re

timeout_period_in_seconds

Optional. Amount of time in seconds that infacmd
attempts to establish or re-establish a connection to the
domain. You can set the resilience timeout period with
the -re option or the environment variable
INFA_CLIENT_RESILIENCE_TIMEOUT. If you set the
resilience timeout period with both methods, the -re
option takes precedence.
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ListServiceOptions

Lists the options for a Content Management Service.

The infacmd cms ListServiceOptions command uses the following syntax:

ListServiceOptions

<-DomainName|-dn> domain name

<-ServiceName|-sn> service name

<-UserName|-un> user name

<-Password|-pd> password

[<-SecurityDomain|-sdn> security domain]
[<-ResilienceTimeout|-re> timeout period in seconds]

The following table describes infacmd cms ListServiceOptions options and arguments:

Option Argument Description

-DomainName domain_name Required. Name of the Informatica domain. You can set
-dn the domain name with the -dn option or the environment
variable INFA_DEFAULT_DOMAIN. If you set a domain
name with both methods, the -dn option takes
precedence.

-ServiceName service_name Required. Name of the Content Management Service.
-sn

-UserName user_name Required if the domain uses Native or LDAP

-un authentication. User name to connect to the domain. You
can set the user name with the -un option or the
environment variable INFA_DEFAULT_DOMAIN_USER. If
you set a user name with both methods, the -un option
takes precedence.

Optional if the domain uses Kerberos authentication. To
run the command with single sign-on, do not set the user
name. If you set the user name, the command runs
without single sign-on.

-Password password Required if you specify the user name. Password for the
-pd user name. The password is case sensitive. You can set
a password with the -pd option or the environment
variable INFA_DEFAULT_DOMAIN_PASSWORD. If you set
a password with both methods, the password set with
the -pd option takes precedence..

ListServiceOptions 125




Option

Argument

Description

-SecurityDomain
-sdn

security_domain

Required if the domain uses LDAP authentication.
Optional if the domain uses native authentication or
Kerberos authentication. Name of the security domain to
which the domain user belongs. You can set a security
domain with the -sdn option or the environment variable
INFA_DEFAULT_SECURITY_DOMAIN. If you set a security
domain name with both methods, the -sdn option takes
precedence. The security domain name is case sensitive.

If the domain uses native or LDAP authentication, the
default is Native. If the domain uses Kerberos
authentication, the default is the LDAP security domain
created during installation. The name of the security
domain is the same as the user realm specified during
installation.

-ResilienceTimeout
-re

timeout_period_in_seconds

Optional. Amount of time in seconds that infacmd
attempts to establish or re-establish a connection to the
domain. You can set the resilience timeout period with
the -re option or the environment variable
INFA_CLIENT_RESILIENCE_TIMEOUT. If you set the
resilience timeout period with both methods, the -re
option takes precedence.

ListServiceProcessOptions

126

Lists the options for a Content Management Service process.

The infacmd cms ListServiceProcessOptions command uses the following syntax:

ListServiceProcessOptions

<-DomainName|-dn> domain name

<-ServiceName|-sn> service name

<-UserName|-un> user_name

<-Password|-pd> password

[<-SecurityDomain|-sdn> security domain]

[<-ResilienceTimeout|-re> timeout period in seconds]

<-NodeName |-nn> node name
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The following table describes cms ListServiceProcessOptions options and arguments:

Option Argument Description
-DomainName domain_name Required. Name of the Informatica domain. You can set
-dn the domain name with the -dn option or the environment

variable INFA_DEFAULT_DOMAIN. If you set a domain
name with both methods, the -dn option takes
precedence.

-ServiceName
-sn

service_name

Required. Name of the Content Management Service.

-UserName
-un

user_name

Required if the domain uses Native or LDAP
authentication. User name to connect to the domain. You
can set the user name with the -un option or the
environment variable INFA_DEFAULT_DOMAIN_USER. If
you set a user name with both methods, the -un option
takes precedence.

Optional if the domain uses Kerberos authentication. To
run the command with single sign-on, do not set the user
name. If you set the user name, the command runs
without single sign-on.

-Password
.pd

password

Required if you specify the user name. Password for the
user name. The password is case sensitive. You can set
a password with the -pd option or the environment
variable INFA_DEFAULT_DOMAIN_PASSWORD. If you set
a password with both methods, the password set with
the -pd option takes precedence.

-SecurityDomain
-sdn

security_domain

Required if the domain uses LDAP authentication.
Optional if the domain uses native authentication or
Kerberos authentication. Name of the security domain to
which the domain user belongs. You can set a security
domain with the -sdn option or the environment variable
INFA_DEFAULT_SECURITY_DOMAIN. If you set a security
domain name with both methods, the -sdn option takes
precedence. The security domain name is case sensitive.

If the domain uses native or LDAP authentication, the
default is Native. If the domain uses Kerberos
authentication, the default is the LDAP security domain
created during installation. The name of the security
domain is the same as the user realm specified during
installation.

-ResilienceTimeout
-re

timeout_period_in_seconds

Optional. Amount of time in seconds that infacmd
attempts to establish or re-establish a connection to the
domain. You can set the resilience timeout period with
the -re option or the environment variable
INFA_CLIENT_RESILIENCE_TIMEOUT. If you set the
resilience timeout period with both methods, the -re
option takes precedence.

NodeName
-nn

node_name

Required. Name of the node where the service process
runs.
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Purge

Deletes from the reference data warehouse any reference table that is no longer associated with a reference
table object in the Model repository.

When you run infacmd cms Purge, the Content Management Service identifies the tables that store data for
reference table objects in the associated Model repository. The Content Management Service deletes all
other tables from the warehouse and generates a list of the deleted tables. Run infacmd cms Purge on the
master Content Management Service for the Model repository.

Note: To prevent accidental data loss, the purge operation does not delete tables if the Model repository does
not contain a reference table object.

Before you run infacmd cms Purge, verify the following prerequisites:

e The user name that you specify in the command has the Manage Service privilege on the domain.

o The Model repository user that the Content Management Service specifies has the Administrator role on
the Model Repository Service.

« All Data Integration Services associated with the Model repository are available.

e There are no data operations in progress on the reference data warehouse.

e The reference data warehouse stores data for the reference table objects in a single Model repository.
The infacmd cms Purge command uses the following syntax:

Purge

<-DomainName | -dn> domain name

<-ServiceName|-sn> service name

<-UserName|-un> user name

<-Password|-pd> password

[<-SecurityDomain|-sdn> security domain]
[<-ResilienceTimeout|-re> timeout period in seconds]

The following table describes infacmd cms Purge options and arguments:

Option Argument Description
-DomainName domain_name Required. Name of the Informatica domain. You can set
-dn the domain name with the -dn option or the environment

variable INFA_DEFAULT_DOMAIN. If you set a domain
name with both methods, the -dn option takes

precedence.
-ServiceName service_name Required. Name of the Content Management Service.
-sn The name is not case sensitive and must be unique

within the domain. The characters must be compatible
with the code page of the associated repository. The
name cannot exceed 128 characters, have leading or
trailing spaces, or contain carriage returns, tabs, or the
following characters:

J x>
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Option Argument Description

-UserName user_name Required if the domain uses Native or LDAP

-un authentication. User name to connect to the domain. You
can set the user name with the -un option or the
environment variable INFA_DEFAULT_DOMAIN_USER. If
you set a user name with both methods, the -un option
takes precedence.
Optional if the domain uses Kerberos authentication. To
run the command with single sign-on, do not set the user
name. If you set the user name, the command runs
without single sign-on.

-Password password Required if you specify the user name. Password for the

-pd user name. The password is case sensitive. You can set

a password with the -pd option or the environment
variable INFA_DEFAULT_DOMAIN_PASSWORD. If you set
a password with both methods, the password set with
the -pd option takes precedence.

-SecurityDomain
-sdn

security_domain

Required if the domain uses LDAP authentication.
Optional if the domain uses native authentication or
Kerberos authentication. Name of the security domain to
which the domain user belongs. You can set a security
domain with the -sdn option or the environment variable
INFA_DEFAULT_SECURITY_DOMAIN. If you set a security
domain name with both methods, the -sdn option takes
precedence. The security domain name is case sensitive.

If the domain uses native or LDAP authentication, the
default is Native. If the domain uses Kerberos
authentication, the default is the LDAP security domain
created during installation. The name of the security
domain is the same as the user realm specified during
installation.

-ResilienceTimeout
-re

timeout_period_in_seconds

Optional. Amount of time in seconds that infacmd
attempts to establish o